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ABSTRACT

No accepted international fre wor k exi sts to evaluate ¢
preparednest® conduct operational missions against the many and increasingly varied
threats in the Information Age. Bthesis aimaddressethis deficiency by producing
conceptual framework tha&nables operational commandedecision makers and users
in the professiorof-arms to evaluate the potential operational capability military
outcomes (to be both safe and successful in negating the threat) and resource utilisation
during futurenetworkenabledjoint fires operations.

The thesis presents a critical analysis of the relevant literahdasserts thaby
continuing to only treat the technical parts of ghreblens associated with conducting
joint fires the insight andperspectives of operatial commanderskey decision makers
and usersre being overlooked. The progress made in systems thinking and engineering
practicewithin Australia andthe Five Eyesmeans, however, that opportunities exist for
the Five-Eye nations to provide the modeily and simulation fidelity necessary to enable
representative livirtual-constructive environments for operational users to achieve
operational control and undertakassionrehearsabnd experimentationThese models
could be used to better inform opBonal commanderen the preparedness fifrces
executingor proposing to exercisecncept of operationssingkey systems andystem
of-systens to counter the threat(s), increasing the commagrdmmfidence in current or
proposed actions.

The researchmethodology used grounded theory studwhich resulted in the
collection of a wealth of information about a considerable number of perspectives and
domain areas to determine the nature and impact of the problem, many of which required
further researchrad t he surfacing of the various ca
300 subject matter experts provided significant insigintishe study topic and helped
identify where major research activities were already underway. The overwhelming view
of the sulect matter experts was that experimentation or T&E of joint fires capabilities is
not being routinely integrated at the joint task force amskionlevel for effectsbased
operations using armameimtndthe data collectedn joint fires activitiesrarely turned
into information or understanding and is therefore wasted. The insights gained were used
to refine the problerstatement and formulateadhole-of-life approach.

The researchmakes three major contributions to address the issues identified: a
capalility preparedness evaluatiaconceptualframework, formulation of preparedness
levels and a code of practice.hd thesis synthesises a new concepit@ahework for
determining armament gstems compatibility using a joint integrated mission

environment foarmament force application and an associated methodology that provides
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guidance and recommended practices to improve current adhoc pradteesvorking

with networkenabledcomplex SoSs. The conceptual framework uses a NEdQe of
practice for Expermentation test and certificationof networkcentric complex adaptive
armament systems employing kinetic and -Roretic effects using a @oint fires:
Armamentintegrated MissionEnvironmen® .The grounded theory study used for the
research makes a coiution to several areas of concern with the application of joint
fires by our joint task forces in operations by fostering the rigour needed during
experimentation, test and training so as to inform commanders and stakealdeas
level of confidencepredictionbased on quantifiable daéa towhich current an@volving
threat(s)can be defeated.

The thesis validatethe conceptual frameworksing four major case studies to

illustrate the utility of the methodology in different areas of concern andatedithat the
contributions can substantially ameliorate key aspects of the problem situation: traditional
air-armamentsystems, a sensor and kinetic SoS, a test range upgrade, akiheton
ECM systems. These studies informed the refinement of theodwtyy and
recommended practice for use in thiwe Eyesand NATO networkenabledarmament
environments.
The use of such an ongoingyhole-of-life experimentation test and certification
approach is an absolutely vital underpinnimgthe Information Ag to provide the
scientific rigour necessary in amendithg current NATO certification basis 8TANAG
7068 (2001) for future Five Eyesand NATO joint fires applications bgur Joint Task
Forces.

The thesis identifies the extent of the problem that afrees the absence of an
established methodology to evaluate military task force joint fires capabilities and
outcomes in applyingnetworkenabled armament. The operational and technical
framework, code of practice and preparedness levels will also hiitse fat assessing
the confidence in all substantigystemof-systens where both successful outcomes and

safety are paramount in defeating threat(s).
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DEFINITIONS AND GLOS SARY OF TERMS

Agents Individuals within an interacting population, each may have only limited
freedom to react to themeighbours yet the behaviour of the whole (emergent) may be
much more complexCollections of agents are sometimes called 'swarfdgéntbased
models (ABMs) areentral to complexity research.

(Open) Air Installed SystemsTestbeds. Ranging from smallvehicles with pod
mounted components or systems to large air@aft shipsdesigned for spreallench
installation and testing adensorsEW andmissionAvionic sytems. They permit the
open air flight testing ofsensorsEW components, sufystems, systems, or functions of
avionic suites in early development and modification, often before the availability of
prototype or production hardwaréfter AGARDOgraph ®0 Vol 28(2012)

Aircraft. ~ Man-made machines that fly. This includes fixed and rotary wing

aircraft/aeroplanes both inhabited and uninhabited.

Aircraft Store. Any device intended for internal or external carriage a
mounted on aircraft suspension artbase equipment, whether or not th

item is intended to be separated in flight from the airciaéte also Store.

Aircraft stores capability. The capability provided by specified aircraft stores
configurations which are certified to be airworthy andetseapproved operational

suitability, effectiveness and preparedness (readiness and sustainability) criteria.

Aircraft stores certification. An engineering, operational and logistics activity that
results in the documentation by the Technical and Opesdtibirworthiness Authority
Representatives and Capability Manager that specified aircraft stores configuration(s) are
operationally suitable, effective and that the preparedness status of the established
integrated logistics support meets the endorseddipral Requirement for the aircraft
stores capability.Formal approval for authorisation and Release to Service of an aircraft
stores configuration is accomplished through publication of appropriate technical orders

and manuals and the provision of tmaig in use of the systems.

Aircraft Stores Certification Engineering Data-package A document that, for
specifiedaircraft stores combination, documents all st@ed aircraft CEDPs covering
all engineering and operational aspects relevant to aircrafesstcompatibilityin
accordance wittMIL -HDBK-1763(1998) as a source for production of technical orders.

An ASCEDRP is requested for all State aircraft stores combinations.

Aircraft Stores Clearance. Primarily asystems engineering activiixged in mosEive

Eyes and NATO countries to formally document in a Flight Clearance, or similar
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document, the extent of aircraft stores compatibility within specified ground and flight
operating envelopes determined by the Techiigalorthiness Authority typicallyat the

Engagement an8ystemof-systens (SoS) level.

Aircraft stores compatibility . The ability of each element of specified aircraft stores
configuration(s) to coexist without unacceptable effects on the physical, aerodynamic,
structural, electrical, et@romagnetic [, optical] or functional characteristics of each other
under specified ground and flight conditiaypically at the Engagement asystemof-
systens (SoS) leve NATO AAP 6 (2010)

Aircraft Stores Configuration. An aircraft stores configuti@n refers to an aerospace
platform, incorporating a stores management system(s), combined with specific
suspension equipment and aircraft store(s) loaded on the aircraft in a specific pattern.
An aircraft stores configuration also includes any dowrdodm that specific pattern
resulting from the release of the store(s) in an authorised employment or jettison

sequence(s) [typically at the Engagement @ystemof-systens (SoS) level].

Aircraft Stores Compatibility Flight Clearance. A documenissuedby the Technical
Integrity / Airworthiness Authority that explicitly defines the extent of aircraft stores
compatibility to safely prepare, load, carry, employ and/or jettigmtific aircraft stores
configurations within specified ground and flight opgerg envelopes. This document is
a mandatory basis required by mbate Eyesand NATO nations for release to service of
the aircraft stores configuration®su st r al i a 6 s2 (2010) states, fa BXampk
ABef ore any air cr mdybe flswnoan aircraftcstorast congpatibilayt i o n
[flight] clearance, authorised by the ADFedhnicalAuthority Regulator(or delegate) is
required. The Qerational Airworthiness Authority is responsible for developing
operational procedures and revisingirtikg programs to integrate the store in to the
oper at i ngThe AD§ tTARNha® delegated the responsibility for approval of
ASCENG Flight Clearances to Director [now CO] ASCENG at AOGSG&ccordance
with AAP 7001.0532003Regulation 1 Annex A and Relation 3.5.9

Analogy. A form of reasoning in which similarities are inferred from a similarity of two

or more things in certain particulars. Analogy plays a significant role in problem solving,
decisionmaking perception, memory skills, creativity, @anation, emotion, and
communication. It is both the cognitive process of transferring information from a
particular subject (the analogue or source) to another particular subject (the target), and a
linguistic expression corresponding to such a prockssa. narrower sense, analogy is an
inference or an argument from one particular to another particular, as opposed to

deduction, induction and/or abduction where at least one of the premises or the
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conclusion is generalThe wordanalogycan also referat the relation between the source
and the target themselves, which is often, though not necessarily, a similarity, as in the

biological notion of analogyTutty (2005)

Armament. Force equipped for war, military weapons and equipment, process of

equippingfor war. Concise Oxford Dictionai1964)

Armament Systems Certification Engineering Data-package (ASCEDP). A
document that, fospecifiedarmament systemsombinatiors, documents all storesnd
vehicleaircraft CEDPs covering all engineering and openatl aspects relevant &SC
in accordance witthe JAIME CODExas a source for production of technical orders. An

ASCEDRP is requested for all Statermment systemsombinations.

Armament SystemsCompatibility . The ability of each element of specifia@nament
systems configuration(s) tocoexist without unacceptable effectsn the physical,
aerodynamic, structural, electrical, electromagnetic, optical or functional characteristics
of each other under specified ground and flight conditions typicalljeaEhgagement
andJTF Family ofSystemof-systens (FoS) level.

Armament SystemsCompatibility Clearance. Primarily asystems engineering activity

used in mosFive Eyesand NATO countries to formally document inASC (Flight)
Clearance, or similar documie the extent of national and internatiorsimament
systems compatibilityincluding aircraft stores, compatibility within specified national
and international JTF Conops ground and flight/sea operating envelopes determined by
the Technical LandAir / SeaworthineséSpace / CybeAuthority to establish Technical
Integrity and Operational Contrtypically at the Engagement and JTF FoS level.

ASC. Depending on contextraditionally it has stood foAircraft Stores Compatibility
and now also refers tArmament Systems CompatibilityThe former is treated as a

subset of the latter.

Autonomy. A form of system that can act independently, e.g. a robdsed in
complexity to refer to active teleologlcagents rathethan passive ones, i.e. agents with

internal goals that can act differently in identical external circumstances.

Availability . The degree to which the services of a system or component (aka element)
are operational and accessible when edebly their intended/authsed users. In the
context of security, availability pertains to autlsed servicefactions only, and the need

for availability generates the requirement that the system or component is able to resist or
withstand attempts atnauthorsed deletion or denial of service, regardless of whether
those attempts are intentional or accidental. N@B808, IEEE Std 610.121990 A
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measure of the degree to which an item is in an operable and committable state at the start
of a missionwhen the mission is called fon accordance wittthe Conops or at an
unknown (random) time. Operational Availability can be defined, when operated in an

operational mission scenario, as:

_ TotalUptime
0 e
TotalUptime+ Total Downtime

_ Numbenf systemseady
and Ao=
Numberof systemgprossesse(

Avionic architecture. An avionic architecture describes the form, fit, function, and
interface characteristics of the hardware and software elements that characterise the

airborne mission systemlutty (2005)

Blind Buy. An acquisition in which the identitpf the acquirer and/or user(s) is

intentionally concealed from the suppliérutty (2014)

Calibration [of models]. The process of adjustingumerical or physical modeling
parameters in the computational model for the purposes of improving agreement with
experimental data. It is directed toward improvement agreement of computational results
with existing experimental data, not determining the accuracy of the results. Calibration
affects 6how fard from the exi sredictioganeg X per |
still retain an acceptable level of confidence in the prediction. Calibration does not
generate the same level of predictive confidence as validaliaity (2005)

Capability. Ability to implement power. Tutty (2005) Aquality that enalds the
achievement of an outcome. (ADF circa 2004) In the Australian military context it is
The power to achieve a desired operational effect in a nominated environment, within a
specified time, and to sustain that effect for a designated period of time.
Commonwealth of Australi2012) h US parlance it is the ability to achieve a desired
effect under specified standards and conditions through combinafiovesyand means

to perform a set of tasks. CJCSM 3170(BA04) In the UKit is the ability toexecute a
specified course of action that is defined by a user and is expressed-eaguipment
based operational term&lK MOD (2010)

Capability Preparedness Level (CPL) Capability Preparedness is the capability for
identified systems/SoS/FoS to pesd to directed contingencies within a specified time
frame for a given duration; it is a combination of the readiness and sustainafbihty
capability. The CPL is a score from 0 tofb@ the demonstrated capability preparedness
by demonstrating thifequency of occurrender Operations an&afetycritical Systems
/ S0S/ FoSand the expectednissionConfidencelevels have been metA SoS having a

CPL 5 meanghat the Capability is now defined and has been certified as demonstrating 3
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sigma variane for safetycritical systems and 36 confidence of mission successful by
inspection, analyses afd &E.

Certification. The end result of a process which formally examines and documents
compliance of a product, against predefined requirements and stwndardhe
satisfaction of the certificating authorityThe act of issuing a certificate that provides
assurance that an entity, including product, service or organisation, complies with a stated
specification, standard or other equipment

Certification Basis. The set of standards which define the criteria against which the
design of aircraftspace, land or sea going vehictesrelated equipment, or changes to

that design, are assessed to determine th&spage/land/se@rthiness

Collateral Damage Esimation. (CDE) The unintentional damage or incidental
damage affecting facilities, equipment or personnel. Occurring as a result of military
actions directly against targeted enemy forces or facilitiesh 8amage is not unlawful

so long as it is naxcessive in light of the military advantage anticipated from the attack.
Intent is the key element in understanding the military definition as it relates to target
selection and prosecution. Note that military necessity along with distinction, and
propationality are three important elements of international law governing the use of

force in an armed conflictTutty (2013)

Commonality. A state achieved when groups of individuals, organisations or nations use
thesamedoctrine, procedures and equipmeRATO AAP 6 (2010)

Compatibility. The suitability ofproducts, processes or servides use together under
specific conditions to fulfil relevant requirementsvithout causing unacceptable
interactions NATO AAP 6 (2010) The capability of two or moreems or components

of equipment or material to exist or function in the same system or environment without
mutual interference; or capable of orderly efficient integration with other elements in a
system. Tutty (2005)

Computation fluid dynamics. (CFD) CFD merges classical branches of theoretical and
experimental science with use of numerical computation. CFD simulations are used to
improve understanding of fluid physics and to foretell the state of chemistry, such as
turbulence and combustion. In CFDmslations, the main sources @frror are:
insufficient spatial discretization convergence, insufficient tempdadadcretsationd

convergence, lack of iterative convergence, and computer programimittg.(2005)

Complex. 1. an association of related things often in intricate combination..2. a

conjunction of vari ed contributing or
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Interestingly, complex is listed as a synonym focomplicated We b st er 6 s Th
International Dictionary of the English Language Unabridgéaicago, IL: Britannica.
1986. Vol 1. pp. 485 and 4

Complexity. The interaction of many parts, giving rise to difficulties in linear or
reductionst analysis due to the nonlinearitf the inherent circular causation and
feedback effectsCalrescq2007)

Complex System One not describable by a single rultructure exists on many scales
whosecharacteristics are not reducible to only one level of descript®ystems that
exhibit unexpected features not contained within their specificati®ystems with
multiple objectives.Abbott (2009)

Complex, Adaptive System (CAS) A form of system containing many autonomous
agents who selbrganize in a coevolutionary way to optimise their separate values.
Abbott (2009) Systems made up of many densely interconnected but |lerdebendent
parts The dense interconnection allows multiple feedback loops that enable CAS to
adapt and learn from experience. Kelly & BalméX310)

Complexity Science The study of the rules governing emergence, thestcaints
affecting seHorganisation and general system dynamics in nonlinear adaptive interacting
systemsThe study of the collective behaviour of macroscopic collections of interacting
units that are endowed with the potential to evolve in time.

Complexity Theory. The study of how critically interacting components -eetjanize to
form potentially evolving structures exhibiting a hierarchy of emergent system properties.
Tutty (2011)

Complicated. 1. marked by an interrelationship of diverse and often numerous parts,
elements, notions, phases, or influences difficult of analysis, solution, or
understanding..2. having many interconnected units: not simple or easy to fabricate or
compr ehWext o&r 6s Third I nternati onal Di cti
Unabridged Chicago, IL: Britannica. 1986. Vol 1. pp. 485 and 4

Concept. n. a thought, idea, or notion, often one deriving from a generalised mental
operation. Tutty (2005)

Confidence A stae of being certain either that a hypothesis or prediction is correct or
that a chosen course of action is the best or most effective. Scientifically, a situation can
only be judged after the aim has been achieved or not. Confidence can brilélseif
prophecy as those without it may fail or not try because they lack it and those with it may

succeed because they have it rather than because of an innate abitiy2012)
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Confidencelevel. The percentage of all possible samples that can be exigecinclude

the true population parametelf. confidence intervals (a measure of the reliability of an
estimate) are constructed across manyrsép data aayses or repeated (and possibly
different) experiments, the proportion of such intervals tbatain the true value of the
parameter will match th€onfidencelevel. The value is represented by a percentage so
that we can say we are 99% confident that the true value of the parameter is in our
confidence interval. If a corresponding hypothesis tas performed, theConfidence

level is the complement of the respective level of significance,9%66 confidence
reflects a significance level of 0.05ln plain English, with a 95%Confidencelevel,
Operational Commanders should be 95% confident thepeaific joint fires mission

when acting as part of a JTF FoS can be successfully performed, i.e. there should be less
than a 1/20 or 5% chance of mission failure. It is a cumulative distribution function
which describes the probability that a realued variablex with a given probability
distribution will be found to have a value less than or equal tan the case of a
continuous distribution, it gives the area under the probability density function from
minus infinity to x. Importantly, it is meanto attribute uncertainty, rather than
randomness, to the uncertain quantity. The recommended CPLs establish a minimum
threshold that car should be set higher for individual armament systems and or by

Commanders.

Conops. Concept of Operations. A cleand concise statement of the line of action

chosen by a commander in order to accomplish his mission.

Constructive simulation. The closedoop forceon-force simulations employed by the
modeling and simulation and military operational research comragnifince designers
choose the initial parameters, start the simulation, and run it to completion, there is no
human intervention in the play of the simulaticdnalytic wargames sometimes use such
simulations but the human intervention is essentiallwéeh runs.In some quarters, the

term constructive simulation is used to describe large S€CalemandPost exercise
(CPX) drivers. Inthe Five-Eye nations,the term is NOT used in this way and such tools

would be considered to btumanin-the-loop simulatons. GUIDEXx (2006)

Cooperation. The i dea that two agents can increa
rather than bycompetition. This assumes that resources adequate for both exist, or are
created by the interaction, and relates to synergy (sgnetgevolution) and
‘compositional evolution'NATO AAP 6 (2010)
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Countermeasures. That form of military science that, by the employment of devices
and/or techniques, has as its objective the impairment of the operational effectiveness of

enemy activity.

Countermeasures Dispensing System(CMDS) A system that dispenses expendable

countermeasures, such as chaff and flares.

Credibility. Results are worthy of belief and confidence. The fundamental elements that
build credibility include: 1) quality of # people involved, 2) quality of the physics
models, 3) the V&V conducted, 4) uncertainty quantifications and sensitivity analysis.
Oberkamf and Ro{2012)

Critical Operational Issue. (COI) A key operational effectiveness or operational
suitability isswe that must be examined during T&E to determine the system capability to
perform its mission. A COI is normally phrased as a question to be answered in

evaluating a systems operational effectiveness/suitability.

Critical System. A system determined to @ such vital importance that its engineering,
production, evaluation, sustainment, assurance, acquisition, and subsequent operation

must be governed by focused system assurance activitigsy. (2011)

Critical Technical Parameter/lssue (CTP/l) A quariitative or qualitative parameter

of system performance whose measurement is a principal indicator of technical
achievement.  Critical technical characteristics must be testable, measurable and
verifiable.

Criticality . A relative measure of the consequesof a failure mode and its frequency

of occurrence.

Cyber warfare. Any action involving the use of the cyber domain characterised by the
use of the electronics and the electromagnetic spectrum to store, modify and exchange
data via networked systems asigated physical infrastructure in order to attack an enemy,

or impede enemy assaults. US JP232014). The relationship to EW and use of the
EMS is pictorially shown below, Israg2014).

Danger Close. The term included in the method of engagemegirest of a call for fire

which indicates that friendly forces are within close proximity of the targeis is the

region in which thd’robability of Incapacitation (PI) criteria results in distances derived
from US JMEMs where 1B < Danger Close < IE that may be approved for
Operational Commanders to use in comi§autty 2010)

Demonstration. An event to exhibit a prototype or explain an already known fact or
observation. May be a source of information for a decision, orpr@ayde evidence or

justification for further experimentationGUIDEXx (2006)
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Design Certificate. A document providetby the authority responsible for the design of
either a new type of technical equipment, a major upgradederince equipment, or a
design change to isenice equipment, which formally certifies that the offered design

complies, with the exceptions quoted therein, with specified requirements and standards.

Design Disclosure. The provision of specified a priori design documentation,
procedures, qualificatioand test reports of known provenance from which airworthiness
and the extent of aircraft store®mpatibility can be determined. The scope of the
design, qualification and test data to establish the form, fit and functional characteristics
and ensures ¢h traceability of the aircraft and stores configuration and associated

performance characteristics.
Deterministic and Probabilistic Methods for RoSls.

0 Deterministic methodsleterminethe maximum possibleange and area around a

firing point for which it ispossible for weapons, fragments or impact debris to pass
or fall. A Deterministic WDA is then derived for where this occurs under normal
firing conditions on a specific range. Importantly, the risk for a Deterministic

WDA is not quantified however, igjualitatively considered to be low.

0 Probabilistic methodsuse agreed risk management practices to allow the direct
estimation of risk, and a comparison with a known acceptable risk criterion allows a
WDA to be determined.

Dialectic. A method of argumenglso calleddialecticsor the dialectical methadwvhich

has been central to both Indic and Western philosophy since ancient times. The word
"dialectic" originates in Ancient Greece, and was made popular by Plato's Socratic
dialogues. Dialectic is based @ dialogue between two or more people who hold
different ideas and wish to persuade each other. This is in contrast to rhetoric, which is a
relatively long oration conducted by a single person, a method favored by the Sophists.
Tutty (2011)

DMO. Deferce Material Organisation responsible for the ADF's acquisition and
sustainmenbf major capital equipment and systemBo be replaced by the Capability

Acquisition and Sustainment Group (CASG), Commonwealth of Australia (2015).

DMPI. Desired mean poirdf impacti amilitary euphemism traditionally calledthreat

or atarget.

Effects. Are the physical, functional or psychological outcome, event or consequence
that results from specific military or nemilitary actions. A result or impact created by
the application of military or other powe&mith (2003)
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Effects-Based Operations. (EBO) Coordinated sets of actions [in the cognitive
domain] directed at shaping the behaviour of friends, foes, neutral in peace, crisis and
war. Smith(2003)

Electromagnetic Compatibility. (EMC) The ability of systems, equipment, and devices
that utilise the EM spectrum to operate in their intended operational environments
without suffering unacceptable degradation or causing unintentional degradation because
of EM radidion or response. It involves the application of sound EM spectrum
management; system, equipment, and device design configuration that ensures
interferencefree operation; and clear concepts and doctrines that maximise operational

effectiveness.

Electromagnetic Hardening. Action taken to protect personnel, facilities, and/or
equipment by filtering, attenuating, grounding, bonding, and/or shielding against

undesirable effects of EM energy.

Electromagnetic Interference (EMI) Any EM disturbance that inteupts, obstructs,

or otherwise degrades or limits the effective performance of electronics and electrical
equipment. It can benduced intentionally, as in some forms of electronic warfare, or
unintentionally, as a result of spurious emissions and responriatermodulation

products, and the like.

Electromagnetic Pulse (EMP) The EM radiation from a strong electronic pulse, most
commonly caused by a nuclear explosion that may couple with electrical or electronic

systems to produce damaging current arthge surges.

Electromagnetic Spectrum (EMS) The range of all possible frequencies of
electromagnetic radiationThe "electromgnetic spectrumdf an objecthas a different

meaning, and is instead the characteristic distribution of electromagnetic radiation
emitted or absorbed by that particubdnject.

Electronic Warfare. (EW) Any action involving the use of the electromagnetic
spectrum odirectedenergyto control the spectrum, attack an enemy, or impede enemy
assaults via the spectrum. It isvall-acceptedvarfighting discipline that operates in and
across the physical and logical domains as shown pictorially below, (2044).

Emission Control. (EMCON) The selective and controlled use BM, acoustic, or

other emitters to optimise command and control capabilities while minimising, for
operations security: a. detection, by enemy sensors; b. mutual interference among
friendly systems; and/or c. enemy interference with the ability to execute a military

deception plan
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Emergence System properties that are not evident from those of the pArtsigher

level phenomenon #t cannot be reduced to that of the simpler constituents and needs
new concepts to be introduced. This property is neither simpbggregate one, nor
epiphenomenal, but often exhibits 'downward causatigiodelling emergent dynamical

hierarchies is gdral to future complexity researcfiutty (2011)

Enabling System. A system that complements a systefvinterest during its life cycle
stages but does not necessarily contribute directly to its function during operation.
ISO/IEC 1588 (2008)

Endogenous. From the acient Greek words” 3 U (ersdon) meaningd nner 0 or
0i nt)arnndalgb gn o mi me a n, referg to ¢hapooduced ariginatingpor b e 6
growing from within, i.e. aclosed system. For exanple, in the simple supply and
demand model, a change in consumer tastes or preferences is unexplained by the model
and also leads tendogenoushanges in demand that lead to charigebe equilibrium

price. Also indicates &orrelation between parametand the error term. Loop of
causality between the independent- (xput and cause) depgent variables (y = f(x)).

Tutty (2012)

Environment. The natural (weather, climate, ocean conditions, terrain (land or water),
vegetation, dust, etc.) and induced (electrical/electromagnetic, interference, heat,
vibration, acoustic; illumination; chemigalbiological, radiation; and battlefield
conditions etc.) conditions that constrain the design solutions for consumer products and
their | ife cycle processes. An fAoperatio
environmental conditions, anticigat system interfaces, and user interactions within
which the system is expected to be operated. -SMD-810G (2010)

Error. A discrepancy between a computed, observed or measured value or condition and
the true, specified or theoretically correct valuecondition. (2) Human action that
results in a fault. Examples include omission or misinterpretation of user requirements in
a specifications, and incorrect translation or omission of a requirement in the design
specification. A recognizable deficiencyni any phase or activity of modelling and
simulation that is not due to a lack of knowledge. These are categorized by as either
acknowledged (such as rounff error in digital systems and physical approximations
made to simplify the modelling of a phydigarocess) and unacknowledged (such as

blunders and mistakes, such a programming errors). AIANT1998)

Evaluation. The review and analysis of quantitative or qualitative data produced during
current or previous testing or operational usage, or auatibins thereof, tdetermine the

worthiness of the item tested or to aid in making systematic decisions. DI(G) {X0G 8
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(2010) The process of determining, by whatever means, the quality of a concept or
system of interest by comparing it against appsadpricriteria or requirementswhen

done practically or empirically, this is enacted by testiGf§/IDEx (2006)

Evaluation Criteria. Standards by which accomplishments of required technical and
operational effectivenegdssuitability characteristics, oresolution of operational issues
may be assessed.

Exercise. A simulated manoeuvre or operation involving [some or all of] planning,

preparation, and execution (usually for the purposes of trainag)DEXx (2006)

Exogenous. From the Greek wordé&xodmearing ®utsidéand alsaignomig refers to

an action or object coming from outside a systelhis the opposite oendogenous
something generated from within the systerin an economic model, aexogenous
change is one that comes from outside the madel is unexplained by the model.
Similarly, a change in the consumer's income is given outside the mBdélanother

way, an exogenous change involves an alteration of a variable that is autonomous, i.e.,
unaffected by the workings of the model. Irelam regression, it means that the variable is

independent of all other response valuéstty (2012)

Experimentation. n. the act or practice of making experiments; a product that is the
result of a long experiment. In the scientific methodex@rerimeat is a set of actions and
observations, performed to verify or falsify a hypothesiglentify a causal relationship
between phenomena. The experiment is a cornerstone in the empirical approach to
knowledge. GUIDEX (2006)

Explosive Ordnance. (EO) All munitions containing explosives, nuclear fission or

fusion materials and biological and chemical agents.

Factor analysis. A statistical method used to describe variability among observed,
correlated variables in terms of a potentially lower number observed variables called
factors. Factor analysis searches for fir such joint variations in response to unobserved
variables. The observed variables are modelled as linear combinations of the potential

factor, plus Oerrord ter ms.

Family of Systemof-sysems. (FoS) A FoS! results when independent and useful SoSs

are integrated into a larger system that delivers unique capabilifiesachieve joint

1 Note that this acronym is significantly different to US CJCS Instruction 3170 (2007) use
of the term Family Of Systems (FOS) asthe latteri s d e f i Betdf systesns thad
provide similar capabilities through different approaches to achieve similar or

compl ementary effects. o0 and Adoes not acquire
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mission capabilitiesthe FoS should be considered to be made up of SoS. The
distinguishing feature is #t such FoS do not have a
single management authority except when they come

together to undertake/conducttime-dependent

capabilities or missionsunder an Operational
Commander The FoS capability has another set -
Measures of Effectiveness/Performance e $SoS
MOE/MOP to describe the collective level of
emergence expected and may not have been formally accepted by Defei®are Fo
denoted in the thesis and JAIME CODEXx with the symbol shaivaveat right.

Fault. i. A defect that can cause of one of mdailures. ii. An accidental condition

that causes a functional unit to fail to perform it required functitutty (2005)

Five Eyes TheFive-Eyenations are Australia, Canada, New Zealand, UK and the US.

Fires. The effects of lethal or nelethalweapons. (NATO AAP 6)-ires are "the use of
weapon system® create a specific lethal or nonlethal effect on a target. All fires are
normally synchronized and integrated to achieve synergistic results. Fires can be
delivered by air, land, maritime, @pecial operations forces.As agreed by the Fives
Eyes inUS JP 309 (2006) and FM 39.32(2010

Function. A task, action, or activity expressed as a weobn combination (e.g. Brake

Function: stop vehicle) to achieve a defined outcome.

Functional Requirement. A statement that identifies what a product or process must

accomplish to produce required behaviour and/or results.

Force Protection ECM. (FPECM) The use of EA for the purpose of protecting
platforms (vehicles, vessels and aircraft) and perddnoen damage. NATO AAP 6

(2010
the grouping. In fact, the member systems may not be connectedint o a whol eo. Th
term as used in this paper is more closely alig

espoused by Sageand Cuppan (2 01 1) wherein a SoS échoosesd to

FoS1 a coalition of the willing. Similarly Krygiel (1999) defines a taxonomy for such
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Guarded Frequencies. Frequencies from which intelligence is derived as result of ES
against adversary electronic systems. A guarded frequency may be subject to EA.
NATO AAP 6(2010

Hardware-in-the-loop. (HITL) Test fcilities that provide a secure environment to test
techniques and hardware against simulators of threat systenmeary HITL facilities
contain simulations of hostile weapon system hardware or the actual hostile weapon
system hardwareThey are used tdetermine threat system susceptibility and to evaluate
the performance of systems and techniqueSARDOgraph Series 300 Vol 28 (2012)

High-Energy Laser (HEL) Weapon A system that directs light energy at targets using
the properties of coherent EM ration. HEL systems are often categorised by the
method of excitation, cooling, or the gain materi8lome HELs are gadynamic lasers.
These lasers are pumped by combustion or an energetic chemical re&dios. lasers
have a liquid gain medium or aliguid-cooledand many now are solid statéll lasers
can be formed into a tight beam because of the propegh&Erence, meaning that the
phase relationship is preserved to the point that interference of the waves can occur.

High-Power Microwave. (HPM) HPM weapons are systems that emit RF energy at
high peak power levels and are often categorised by the banetifitdguency ratio of

their waveforms. These are typically very large ratiosSfhey have been divided into
narrowband, wideband, amndtra-wideband HPM devices have a smaller effective range
than the EMP effects of a nuclear weapoNarrowband devices tend to operate on
specific electronic vulnerabilities in the target and therefore, require knowledge of enemy
systems to be effectiveUltra-wideband devices tend to be simpler and cheaper, using
powerful transient waveforms, and requiring less knowledge of the tafgétw HPM
weapons function by making use of psysemsory or neural phenomena, rather fhah

high power levels, toater human actions or cause confusion among attacking troops.

Hazard. A hazard is a situation with the potential for harm to life, health or property.
Hazards of Electromagnetic Radiation to Ordnance (HERO) HERO is concerned
with the accidental acttian of electreexplosive devices (EEDs) or otherwise activating

electrically initiated ordnance due to RF fields. The HERO Classifications are:

a. HERO Safe. Any ordnance item that is percussion initiated, sufficiently

shielded, or otherwise protectddat al | EED6s contained

FOS with three dimensions: autonomy, heterogeneity and dispersion which is most

useful.
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to adverse effects (safety or reliability) when the item is employed in its expected
environment, provided that the general HERO requirements are observed.

b. HERO Susceptible. Any ordnance item containing EE s proven ( by
analyses) to be adversely affected by RF energy to the point that the safety and/or
reliability of the system is in jeopardy when the system is employed in its

expected environment.

C. HERO Unreliable. Any ordnance item, includindnbse having a HERO Safe or
HERO Susceptible classification, whose performance is degraded due to exposure
to the RF environment when its internal wiring is physically exposed; when tests
are being conducted on the item that results in additional electanakctions to
the item; when EEDs having exposed wire leads are present, handled, or loaded in
any but the tested condition; when the item is being assembled or disassembled;
or when such ordnance items are damaged causing exposure of internal wiring or
components or destroying engineered HERO protective devices; and those items
which have not been classified as HERO SAFE or SUSCEPTIBLE by either test

or design analyses and are subject to the restriction.

d. HERO Unsafe. Any ordnance item, that when int&al wiring is physically
exposed on any ordnance item to the RF environment that may cause accidental
initiation or detonation; when tests are being conducted on the item that result in
additional electrical connections to the item; when EEDs having egpose
leads are present, handled, or loaded in any but the tested condition; when the
item is being assembled or disassembled; or when such ordnance items are
damaged causing exposure of internal wiring or components or destroying
engineered HERO protéet devices; and those items which have not been
classified as HERO SAFE or SUSCEPTIBLE by either test or design analyses
and are subject to the restriction.

Human-factors. Those elements of system operation and maintenance that influence the
efficiency with which people can use systems to accomplish the operational mission. The
important elements dfumanfactors are the equipment (e.g., arrangement of controls and
displays), the work environment (e.g., room layout, noise level, temperature, lighting,
etc.), the task (e.g., length and complexity of operating procedures), and personnel (e.g.,

capabilities of operators and maintainers).

Human Performance. The abi |l ity of actual users and
performance standards including adlility and maintainability, under the conditions in

which the system will be employed.
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Improvised Explosive Device. (IED) A device placed or fabricated in an improvised
manner, incorporating destructive, lethal noxious, pyrotechnic or incendiary clemica
and designed to destroy, incapacitate, harass or distract. It may incorporate military

stores, but is normally devised from mamlitary components. NATO AAP @010)

Information Assurance. (IA) Measures that protect and defend information and
information systems by ensuring their availability, integrity, authentication,
confidentiality, and nonrepudiatiofutty (2011)

Installed System Test Facility (ISTF) Facilities that provide a secure capability to
evaluate systems that are installed onjnbegrated with, host platformsThese test
facilities consist of anechoic chambers in whigke-space radiation measurements are
made during the simultaneous operation of systems and host platform mission
systems/avionics and munitionAGARDOgraph Sees 300 Vol 28 (2012)

Integrity. The quality of a system or component that reflects its logical correctness and
reliability, completeness, and consistency. In security terms, integrity generates the
requirement for the system or component to be protemfyadhst either intentional or
accidental attempts to (1) alter, modify, or destroy it in an improper or unauthorized
manner, or (2) prevent it from performing its intended function(s) in an unimpaired

manner, free from improper or unauthorized maniputatitutty (2013)

Interchangeability. The ability of ongoroduct, process or service to be used in place of
another tofulfil the same requirementsA condition which exists when two or more
items possess such functional and physical characteriaicso be equivalent in
performance and durability, and are capable of being exchanged one for the other without
alteration of the items themselves, or of adjoining items, except for adjustment, and
without selection for fit and performance. NATO AARZ2D10)

Interoperability. The ability of systems, units, or forces to provide the services to and
accept services from other systems, units, or forces, and to use the services so exchanged
to enable them to operate effectively together. The ability to act togatherently,
effectively and efficientlyto achieve Allied tactical, operational and strategic objectives.
Thethree levels of standardisation for interoperabiliy used by the ASCC nations are:
CommonIinterchangeablandCompatible NATO AAP 6(2010

Infrared (IR). EM radiation with a wavelength between 0.7 and 300 micrometres.

Infrared Countermeasures (IRCM) EA techniques directed against-¢Rided

weapons.

JAIME. Joint fires application of Armament in an Integrated Mission Environment.
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JAIME Capability. The capability provided by specified JAIME vehicle and
mission/weapon systems, including aircraft stores, configurations which are certified to
be land/air/seaworthy and meets approved operational suitability, effectiveness and
preparednesgreadiness and sustainability) criteria typically theé Mission and JTF

Family of Systemof-systens (FoS) level.

JAIME Clearance. Primarily asystems engineering activiged in mosFive Eyesand

NATO countries to formally document in a Clearanaesimilar document, the extent of
national and international JAIME, including aircraft stores, compatibility within specified
national and international JTF Conops ground and flight/sea operating envelopes
determined by th®perational and echnical Land Air / Space Seaworthiness Cyber
Authority typically at the Engagement and JTF Familpgétermof-systens (FoS) level.

Joint Fires. Fires applied during the employment of forces from two or more
components, in coordinated action toward a common tagedNATO AAP 6(2010),

US JP 309 (2006) and US Joint Publication FM-0®.32 (2010. The following
definitions fromUS JP 309 (2006) the NATO Allied Range Safety Publication (ARSP),
and the US RCC Standard 32D07) apply:

a General Public: People whoare not declared/identified awmissionessential
personnel or critical operations personnahd are therefore unknowingly involved
in an 'Involuntary Activity' and have not provided an informed consent to be placed

at such risk.

a Individual Risk Criteria . Individuals must not be exposed to a probability of
casualty greater than one in a million for any single mission/event. If fatality risks
are also incorporated into the risk management process, then individuals must not
be exposed to a probability ddthlity greater than one in ten million for any single

mission/event.

a Involuntary Activity: No choice was made by the person affected which placed
them in a position of increased risk; or the activity participated in or the item used
was one that is geredly done or used by more than 99% of the population.

Examples: bathing, using coins, or drinking glasses.

a Mission-essential Those persons and assets necessary to safely and successfully
complete a specific hazardous operation or launbb have providednformed
Consent and are explicitly cited in operations or test/trial pldhsamples include
the military personnel undergoing the operation, test and/or training event and the

range personnel involved in the activity.
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u Probability of casualty: The likeihood that a person will suffer a serious injury or

worse,including a fatal injury from a hazardous event.

a Probability of fatality: The likelihood that a person will die from a hazardous

event.

Deterministic WDA

100
|

Probabilistic WDA

/
-

Distance from missile launch (km)

50

Distance from missile launch (km)

N

RANGE

NALININAPNY,

50

Figure Definitions 1. Deterministic Maximum Energy Boundary (Black) and
Probabilistic WDAs (Red) and a Training or Test Range Boundary (Green)

a Peacetime Training Criteria - Mission-essential/ Involved / Informed Consent
ithe RCC32107 standard enables Ainfor med,
to risk no wose than equivalent hazardous commercial activities such as mining...
The 6Greend Line / Region is thkB8E6dfore
Mission & 3E5 / Year and Collective Fatality < 3/ Mission & 1E2 / Year.
This also assumes thahé Joint Fires Mission-essentialPersonnel boundary or
Green Line and Region is defined as having a Probability of Incapacitation (PI)

of less than 1E3/ Event / Mission.

a PI. Probability of Incapacitation - Equates to serious or worse injury. Assumed
to be the RCC criteria. = Australian Medical Casualty categories need to be

ultimately assessed for alignment/consistency.
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U  @ublic Riskd Useof the RCC 3210 7 6 P u b’lcritedais Reicasnknénded As
shown inthe JAIME CODEXx V2.0 Appendix B anddures7.8and 7.9 t he 6Bl u
Line anddRangeBoundarycriteria is therefore summarised as: Individual Fatality
< 1E7°/ Mission & 1E6 / Year and the Collective Fatality <& Mission & 1E
3/ Year.

a Risk: Risk is a measure that accounts for both théaddity of occurrence and the
consequence of a hazard to a population or installatidgnless otherwise noted,
risk to people is measured in casualties and expressed as individual risk or

collective risk.

o Collective Risk The total risk to all individua exposed to any hazard from an

operation.

o Cumulative Risk. The total risk to individuals exposed to any hazard from

ongoing operations usually on a per annum basis.

o Voluntary activity: The person affected made an informed choice that placed
them inan increased position of risk compared to the rest of the population. This
includes career and job choices. Examples include repetitive motion injuries,

recreational boating, etc.

0  Weapon Danger Area/Zone. Defined separatelyan example isalso shown at
Figures 7.8 and 7.9.

Joint Fires Operational Categories. The following terms are recommended for future

SoS & FoS use in support of the Joint Fires operational framework:

1  Operational Category Ai_mission andsafety-critical operations The output or

function directly affects the immediate performance of the vehictg, @n aircraft

flight control/data link system interface with an aircraft) and personnel within the
RoSIWEMDAdur i ng ¢6Danger Closed operations
could reasonalglbe expected to result in death or serious injury to personnel, or

significant damage to property, with limited crew capacity to effect recovery action.

2 Note that the earlier version of the RCC 321 STD has been used by Australia as best
practice in the absence of any accepted public policy having to be made in the Australian
context. Australia has been fortunate that the conservative analyses done to date to the
fi 1-& @asualty criteria has served us well and that legislation has not had to be fausted

on defence through any bad accidents or incidents.

3 This thesis and the CODEX uses the accepted scientific convention of citing units of

measure where 4.669*107 = 4.669E-7 so as to remove any typographical ambiguities.
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This is the category that Flight Termination Systems withauhanin-the-loop

(i.e. autonomous) onformation used for targeting would conceivably need to be
for 6Danger Closed Joint Fires applicat
probability of casualty/fatality per event) or for Force Protection ECM systems
during operations All changesto such systems must be reviewed and approved by

the affected Chief Engineer and the Operational Commander

i Operational Category B 1 mission-critical 1 safety affected operations The

output or function is relied upon by the crew for the safe operafidineovehicle

and operations. The failure of a Category B system could possibly result in injury
to personnel or damage to property if crews are unaware of the problem and fail to
execute normal recovery procedures. This would be the category mostfdikely
targeting information assurane@d is the standard to which @8d UK weapons

are intended to be designed to and fire corsystemsafetymeasure$currently in
accordance wittMIL-STD-1289D, MIL-STD-882 and MIL-HDBK-1763 et. al].

This is the leel that Test Rangesuch as Woomerand key elements @& u st r al i ao
Training Are@ operationsare be designed tameet, so as tocater for future
networkenabledoperations, test and training depending on the risks associated
with high explosives or energgpplications: i.e. many training simulators could be

at this level if the high explosives/energy events were replaced with a emulator, or
simulator in case of a triggeringAll changes to such systems may require review
and approval by the affected Chi&ngineer and will be approved by the

Operational Commander

i Operational Cateqgory C i mission affected/advisory i 6 n esafety-critical 6

operations The output or function is used by the crew for advisory orsadety
purposes only. The failure of a €gbry C system would not be expected to result
in injury to personnel or damage to propertelineation between key mission

systems and generic ICT services is required.

Joint Task Force. (JTF) A force comprised of assigned or attached elements obtwo
more services established for the purpose of carrying out specific task or mission. NATO
AAP (2010)

Kuzon et. al. (1996)6 d e a d | of performaree@ monitoring. The common errors in

the social scienceme termed afite s ev en O diecladdd ayTatg (R0AH.6 ar e

Lines of Operation. (LOO) Descrbeshow military force is applied in time and space
through decisive points on thaATOaAAHMG t o t |
(2003)
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Live simulation. Simulation of military operations in a Bvenvironment with actual
military units and with real military equipment and operational prototypes, with only
weapon effects being simulateGUIDEX (2006)

loc. cit. Abbreviation of loco citato: in the same passage already quoted.

Logistics supportability. The degree to which system characteristics and planned
logistics support (covering resources such as test, measurement and diagnostic
equipment, spares and repair parts, technical data support facilities, transportation
requirements, training, manpew and software supportability), including manpower,

meet system peacetime availability, readiness and wartime utilisation requirements.

Maintainability. The ability of an item to be retained in, or restored to, specified
condition when maintenance is figmed by personnel having specified skill levels,
using prescribed procedures and resources, and equipment at each prescribed level of

maintenance and repair.

Manpower supportability. The identification and acquisition of military and civilian
personnelwith the skills and grades required to operate and support a material system

over its lifetime at peacetime and wartime rates.

Measure. A measure is a standard by which some attribute of interest is recorded.
GUIDEX (2006)

Measure of effectiveness.(MOE) 1. Tools used to measure results achieved in the
overall mission and execution of assigned tasks. MOEsagpeerequisite to the
performance of combat assessment. 2. A criterion used to assess changes in system
behaviour, capability, or operational @mmnment that is tied to measuring the attainment

of an end state, achievement of an objective, or creation of an effect. URJP0L0)/

ADDP 3.14(2009) The metrics by which a customer will measure satisfaction with
products produced by the techalieffort. AAP 7001.0532003). Measure designed to
correspond to accomplishment of missamirjectives and achievement of desired results.

US CJCSI 3170.02H2007) MOEs may be further decomposed into Measures of

Performance and Measures of Suitability.

Measure of Performance. (MOP) A measure that describes the influence or benefit of

a concept in terms of its internal structure, characteristics and bahavi®UIDEX

(2006) A criterion used to assess friendly actions that is tied to measuring task
acomplishment. NATO AAP 6 (2010 / ADDP 3.14(2009) Measur e of a s
performance expressed as speed, payload, range, time on station, frequency, or other

distinctly quantifiable performance features.Several MOPs and/or Measures of
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Suitability may berelated to the achievement of a particuleerformance. A
performance measure that providkssign requirements that are necessary to satisfy an
MOE.

Measure of Suitability. (MOS) Measure of an items ability tbe supported in its

intended operation# nvi r onment . MOS6s typically re
availability, and hence reliability, maintainability, and the items support structure.
Sever al MOS6s and/ or MOPs may be related t

Method. A formal, wdl-documented approach for accomplishing a task, activity, or
process step governed by decision rules to provide a description of the form or

representation of the outputs.

Model. Any representation of a function or process, be it mathematical, physical,
descriptive. They are typically of two categoriés representations (employing some
logical or mathematical rule) and simulations (which mimic the detailed structure of the
system and may include representations of subsystems or components) thathmaalg be

up of one or several of: physical, graphical, mathematical (deterministic) and statistical
(probabilistic).

Modelling. The process of e¢wtruction or modification of a model.

Modelling and Simulation. (M&S) Computer simulations are now used toiges
investigate and operate engineered systems and to determine the performance of these
systems under various conditions. Loss of accuracy in M&S are normally associated
with two broad categories of uncertainty and error. In determining the creddmlity

accuracy of M&Sanddepends on the purposes for which the simulations are to be used.
NATO staff conventions. NATO staff conventionare

J1i Personnel J21 [Operational]intelligence
J31 Operations J471 Logistics/ Maintenance
J571 [Deliberae] Plans & Strategy J61 Communication / Information
J71 Training / Experimentation SystemgOperations
J81 Financeand Human Resourcesl9i Policy, Legalandd@resentation
J= Joint can be replaced iy = Ground A = Air/N = Navy'S = Special Oper@ins.
Networks. Connected systems, the properties of which do not entirely depend on the

actual units involved but on the dynamics of the interconnections.

Network-centric warfare. A networkcentric force has the capability to share and
exchange informton among the geographically distributed elements of the force:

sensors, regardless of platform; shooters, regardless of service; and decision makers and
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supporting organizations, regardless of location. In short, a neteotkic force is an
interoperéle force,a force that has global access to assured information whenever and
wherever neededTutty (2005)

Table Definitions 1. The Normal Distribution - with Capability Preparedness Level
criteria ranges highlighted in colour.

Range Population inrange EXxpected frequency Approx. frequency for a
outside range daily event
e N 0.6827 1in3 Twice a week
e N 0.86638 1in7 Weekly
e N 0.954 1in 22 Every three weeks
e N 0.9875 1in81 Every 11.5 weeks
. ) Every 43 years
e N 0.9999367 1in 15,787 _ T o
(i.e.twice in a lifetime)
e N 0.9999932 1in 147,160 Every 403 years
. ) Every 4,776 years
e N 0.99999942 1in 1,744,278 _ _ _
(i.e.once in recorded history)
e N 0.999999998 1in 506,797,346 Every 1.388 million years
e N 0.9999999999974 1 in 390,682,215,445 Every 1.070x1dyears

1 1
e erf (%) 1int™ef ﬁ) Everym%days
Network-enabledoperations. An information superiorityenabledconcept of operation
that generates increased combat power by network@mgors, decision makerand
shootersto achieve shared awareness, insesl speed of command, higher tempo of
operations, greater lethality, increased survivability, and a degree -sfysetironisation.
In essence, it translates information superiority into combat power by effectively linking
knowledgeable entities in theatbtlespace. The power oietworkenabing is derived
from the effective linking or networking of knowledgeable entities that are
geographically or hierarchically dispersed. The networking of knowledgeable entities
enables them to share information andatmrate to develop shared awareness, and also
to collaborate with one another to achieve a degree ofsgetthronisation. The state
achieved when fighting units, sensors and decision makers are linked in a robust,
continuous way that increases situatibawareness and the capacity to act decisively that

is superior to their adversarieutty 005)
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Neutrosophy. A form of philosophy that emphasises paradox and the complementary
and contextuahature of truth. This fits in with the idea of balance, emphasised within
complex systems in the notion of 'edgfechaos'. Neutrosophic Logigoes beyond fuzzy

logic by adding an axis for indeterminacy and thus takes into account not only what is
measued but also what is not, a more whole systems or intrinsic logic better suited to
complex systemsTutty (2011)

Ontology. The philosophical study of the nature of being, existence or reality in general,
as well as the basic categories of being and tie&tions. Traditionally listed as a part

of the major branch of philosophy known as metaphysics, ontaegls with questions
concerning what entities exist or can be said to exist, and how such entities can be
grouped, related within a hierarchy, andbdivided according to similarities and
differences. The principal questions of ontology are "What can be said to exist?" and

"Into what categories, if any, can we sort existing things?"

Open Air Range (OAR) Tesftraining facilities used to evaluate sgms in
background, clutter, noise and dynamic environmernigpically these resources are
divided into subcategories of test ranges and airbderal/seanstalled systemtestbeds.
Open ar test ranges are instrumented and populated with-fidglity manned or
unmanned threat simulatorAdditional emitteronly threat simulators are also used to
provide the high signal density characterising typical operational EW environments.

Open-Loop. A system in which the output has no effect on the inputadig

Open Systems Architecture. A systems architecture that employs a modular design

and, where appropriate, defines key interfaces using widely supported, corsaselis
standards that are published and maintained by a recognized industrial standards
ogani zati on. € Interface standards specif
relationships between the variousements (hardware and software), to permit

interchangeability, interconnection, compatibility and/or communicaftiarty (2005)

Operational Assessment.An evaluation of Operational Effectiveness and Operational
Suitability made by an independent operational test activity, with user support as
required, on other than production systenibe focus of an operational assessment is on
significant trends noted in development efforts, programmatic voids, risk areas, adequacy
of requirements, and the ability of the program to support adequate Operational Testing.
An operational assessment may be conducted at any time using technology
demonstrairs, prototypes, moelps, Engineering Development Models, or simulations,
but will not substitute for the Initial Operational Test and Evaluation necessary to support
Full Rate Production decisions. GUIDEX006)

Pagex| of Ixx


http://www.calresco.org/lucas/logic.htm

Operational Control. (OPCON) Transferale command authority that may be
exercised by commanders at any echelon at or below the level of combatant command
(command authority). Operational control may be delegated and is the authority to
perform those functions of command over subordinate farsedving organizing and
employing commands and forces, assigning tasks, designating objectives, and giving
authoritative direction necessary to accomplish the mission. Operational control includes
authoritative direction over all aspects of military @i®ns and joint training necessary

to accomplish missions assigned to the command. Operational control should be
exercised through the commanders of subordinate organizations. Normally this authority
is exercised through subordinate joint force comman@nd Service and/or functional
component commanders. Operational control normally provides full authority to
organize commands and forces and to employ those forces as the commander in
operational control considers necessary to accomplish assignadnsis©perational
control does not, in and of itself, include authoritative direction for logistics or matters of
technical controladministration, discipline, internal organization, or unit training. US JP
1-2 (2010 and NATO AAP 6(2010)

Operational effectiveness. The degree of mission accomplishment of a system when
used by representative personnel in the environment planned or expected for operational
employment ofthe system, considering organisation, doctrine, tactics, survivability,
vulnerability, and threat, including countermeasurB$(G) OPS 431 (2013)

Operational environment. A composite of the conditions, circumstances, and
influences which affect the employment of military forces and bear on the decisions of

the unit commander

| permissive. Operational environment in which host country military and law
enforcement agencies have control and the intent and capability to assist operations

that a unit intends to conduct.

i uncertain. Operational environment in which host government forces thene
opposed to or receptive to operations that a unit intends to conduct, do not have
totally effective control of the territory and population in the intended area of

operations.

1 hostile. Operational environment in which hostile forces have control taed
intent and capability to effectively oppose or react to the operations a unit intends to

conduct.
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Operational equipment Actual equipment designed for use by operational units to
accomplish their mission, as distinguished from that equipment ddsogiefor training

purposes.

Operational evaluation. Operational (field) tryouts of the training system. US DOD JP
1-02 (2010 The test and analysis of a specific end item or system, insofar as practicable
under Service operating conditions, in order determine if quantity production is
warranted considering: a. the increase in military effectiveness to be gained; and b. its
effectiveness as compared with currently available items or systems, consideration being

given to:

1 personnel capabilities toamtain and operate the equipment;
1 size, weight, and location considerations; and

1 enemy capabilities in the field.

Operational Flight Program. (OFP) The software performing the executive functions

of a system; analogousmto a computerds ope

Operational readiness. The ability of a force elemerdr elements (unit / formation,
ship, weapon system or equipment) within a specified period of time, to perform the
missions, functions or tasks for which it is organised or desighéd.O AAP 6 (2010)

Operational Requirement The required levels of operational suitability, effectiveness,

and preparedness criteria for specified vehicle/aircraft stores configuration(s) from
establishment of an Initial/Final Operational Capability through to thennBth
Withdrawal Date. The Operational Requirement shall identify Critical Operational Issues
and associated Measures of Effectiveness/Performance that are approved and have been

endorsed by the Capability Manager for:
a. routine inservice operations fdraining and combat,

b. contingencies where the capability is not required to be logistically supported for

routine peacetime operations.

Operational suitability. The degree to which a system can be satisfactorily placed in
field use considering availaltif, compatibility, transportability, interoperability,
reliability, peacetime training and wartime usage rates, maintainatslfety,human

factors, logistics supportability, documentation, and training requirements.

Optimisation. The search for the global optimum, or best overall compromise within a

(typically) multivalued system. Where interactions occur many optima are typically
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present (the fitness landscape is 'rugged’) and this situai®mo analytical solution,

generally requiring adaptive solutions.

Phronesis. According to Aristotle, the wisdom learned from action that allows you to
make choices about what to do in given situatioh. is in opposition to Sophia.
Carpente2013, @ 18)

Plug & Play Weapons. A concept of interfacing systems that defines the level of
standardisation across system, software, electric, mechanical and environmental domains
that enablesan air vehicle to exploit the operational capabilities of a weapstoré

without the need to have modifications embodi&dtty (2005)

Post diction. Replication of previously obtained results.

Prediction. n. 1. Something foretold qredicted a prophecyprediction] pr @ d @k &b n ]
2. the act ofpredicting Pre meanstefore and dlictioné has to do with talking.So a
predictionis a statement about the futuréhe use of a model of a physical system for
which the model has NOT been validated. This a narrower @f¢he general meaning

of prediction today as it eliminates past comparisons with experimentation data, i.e., it is
a prediction not apostliction. Without this restriction, then one is only demonstrating
previous agreement with experimental data invihledation databaseThe processes or
activities of V&V should be viewed as historical statements, i.e., reproducible evidence
that a model has achieved a given level of accuracy in the solution of specified problems
[to be able to perform postdictionsAIAA G-077 (1998) Prediction comes from the

latin Awhat the soothsayer tells ydand] that aforecast[or postdiction] typically
implies planning under conditions of uncertainty and suggests having prudence, wisdom
and industriousness, more like theaywwe now use the term foresight todayA

prediction involve more art than science than does a foreza3iver (2013)

Preparedness. The ability to respond to directed contingencies within a specified time
frame for a given duration, it is a combimatiof the readiness and sustainability of a
capability. Commonwealth oAustralia(2012)

Prisoners Dilemma A problem whereby a prisoner gets freedom by giving evidence
against a fellow villainbut only if the fellow prisoner does not do the same. If both keep
quiet a better overall result will obtain than either if both confess, or if just one confesses;
yet for an individual the best result is still to confegs example of a nozero sum

game, where cooperation pays both partiBall (2004), Axelrod(1997)

Process. A sequence of tasks, actions, or activities, including the transition criteria for

progressing from one to the next, that bsiagout a result.
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Product. An element of the phsycal or system architecture, specification tree, or system
breakdown structure that is a subordinate element to the system and is comprised of two
or more subsystems. It represents a major consumer product (e.g., automobile,
aeroplane) of a system or aajor life cycle process product (e.g., simulator, building,
robot) related to a life cycle process that supports a product or group of prodiets.
termproductis used iNANSI/EIA 632(1999)to mean: hysical itemsuch as a satellite

(end produagt or any of its component parter(d products a software item such as a
standalone application to run within an existing systéend product or adocument

such as a plan, orservicesuch as test, training, or maintenance supporegarpment

such as aimulator (enabling products).

Professiorrof-arms. Those personnelwho are uniformed members of a professional
military force. Thisonly includesthose personnel who are professionally involvelivim
experimentationtrials and employment of arms: libey kinetic, norkinetic or cyber

based in so faasthey are used to destroy or neutralise threats.

Propinquity. From the Latin for propinquitas "nearness”, is one of the main factors
leading to interpersonal attractiorit refers to the physical orsgchological proximity
between people. Propinquity can mean physical proximity, a kinship between people, or a
similarity in nature between things ("likattractslike"). Two people living on the same

floor of a building, for example, have a higher propinquity than those living on different
floors, just as two people with similar political beliefs possess a highpmpraty than

those whose beliefs strongly diffeCan be usedo measure the amount of (utilitarian)

pleasureor pain that a specific action is likely to cause.

Protected Frequencies.These are frequencies designated to be used by friendly forces
for a particular operation and free from friendly EA either for the duration of the

operation or at specified times.
Provenance. The place of origin, as of a work of art, etc.
Rate of Effort. RoOE.

Readiness. The ability of a force element or elements (unit / formation, ship, weapon
system or equipment), within a specified periodtiofie, to perform the missions,

functions or tasks for which it is organised or designed.

Region of Significant Influence. (RoSl) The defined land, sea or air space, which is
exposed to hazardous impacts or functioning of kinetimitions, their fragments, or
their submunitions, or norkinetic effects of electromagnetic high directedenergy

under normal firingconditions. There is an accepted low probability that munitions,
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fragments, sumunitions, propelled debris or electromagnetic effects may escape. The
dimensions of a RoSI are determined by a combination of the degree of accuracy of the
energy source, theweapon, the type of munition, an accepted degree of human error and
the conditions of firing.The RoSI is defined with respect to a designated firing point and
arcs of fire for a stationary weapon system/launch platform, or nominal firing point and
firing region for a moving weapon system/launch platforithe RoSI excludes gross

human errors.

Reliability. The probability that an item will perform its intended function for a
specified interval under stated conditions. The probability of success foe-sggyl

items, such as rounds of ammunition. Reliability is usually reported:

a. Mean Time Between Failure (MTBF)For moreor-less continuously operated
equipment, the ratio of total operating time to the sum of critical and major failures.
MTBF is someitnes modified to mean flight hours between failurdéean Time
To Repair (MTTR) may also be the preferred metric for high reliabiftigsion

critical systems.

b.  Mission Reliability. For equipment operated only during a relatively skoriation
missicn (as opposed to equipment operated roofless continuously), the
probability of completing the mission without critical or major failure under the
conditions stated in the mission profile. Frequently expressed ast®pRF),
wher e At o atien amdiMIBFiisandefthad mbove. Mission reliability is
defined as the ability of an item to perform its required functions for the duration of

a specified mission profile.

Requirement. A statement idetifying a capability, physical characteristic, quality

factor that bounds a product or process need for which a solution will be pursued.

Requirements baseline. The composite set of operational, functional, and physical

requirements that serve to guide development and management decision processes.

Research & Experimentation (R&E) A process to obtain information to support

objective assessment through systematic experimental testing of novel, advanced and
complex aerospace systems and technologies, and to confirm whether or not a risk is
containedwithin acceptable boundaries to develop these systems and technologies into

capability systems'.

Responsible Test Organisation. The authorised/accredited organisation formally
assigned responsibility for the conduct of tmedelling and simulationtest andor

experimentation.
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Generalised Scientific Method Generalised T&E Method
I. Develop Hyvpothesis
1. Identify Question/Problem 1. Identity COIls
2. Formulate Hvpothesis 2. Formulate Evaluation criteria

II. Experiment

3. Plan/Design the Experiment 3. Plan/Design the Test
4. Conduct the Expertment 4. Conduct the Test
5. Analvze Results 5. Analvse Results

I11. Collect & Analvse Data to test Hvpothesis
6. Check Hypothesis 6. Compare with Thresholds

7. Retine Understanding 7. Retest or extrapolate

Table Definitions 2. Comparison of Scientific Method and Test& Evaluation,
Crouch(2007)

Risk. The effect of uncertainty on objectivedSO 31000 (2009) and AS/NZS 4360
(2004). A measure of the inability to aclwe program objectives within defined cost and
schedule constraints. Risk is associated with all aspects of the program, e.g., threat,
technology, design processes, or Work Breakdown Structure elemdintsas two
components: the probability of failing tachieve a particular outcome, and the
consequences of failing to achieve that outcodAU (2008 See also Joint Fires risks.

As articulated by economists in simpterms/ plain English t i s O6somet hi ng
put a pr i ®21pasifed by Rilvan(2Ph3)

Risk Management The activities associated with risk management preparation, risk
assessment, risk handlirgption assessment, and risk control. ST (2009) /
AS/NZS 4360(2004. All plans and actions taken to identify, assesitigate, and

continuously track, control, and document program risks.

Robustness. The degree to which a component or system can function correctly in the
presence of invalid inputs or stressful environmental conditions, including inputs or

conditionsthat are intentionally and maliciously created. IEEE Std 61(1.920)

Rules Of Engagement.(ROE) Directives that set out the circumstances and limitations
within which commanders may apply military force to achieve military objectives in
support of goernment policy, and guide the application of force, but in doing so they
neither inhibit nor replace the command function. NATO AAR@.0)
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Scenario. A description of the area, the environment, means, objectives and events
related to a conflict or a @is during a specified time frame suited for satisfactory study
objectives and the problem analysis directives. GUIIE06)

Selfsynchronisation. Acondi ti on where fiforce el ement :
actions without (eterm seHomydnisasian ds)not esedrintthe agdme T
context as it has a specialized meaning in which it is used in conjunction with objects

without any cognitive capability or free will. Moffg2005)

Significant Change. A change in the vehicle/aircraft (iluding mission systems) and/or
store configuration which necessitatasformal reassessment of the aircraft stores
compatibility. A significant change to eithewvahicleaircraft or store form, fit, function
and qualification limits, requiring reassessrth of vehicle/aircrafand mission system

compatibilitywith the storas caused by the following criteria:

a. Any change to the external aerodynamic shape of the vehicle/aircraft or store that
may affect physical fit, performancéandlingflying qualies and/or separation

characteristics.

b.  Any change in basic vehicle/aircraft or store structural characteristics, including the
addition/deletion of any antennae, vents, drains, probes or ducts that may affect the

store in any way.

c. Any change to th#lutter/aeroelastic or wing mass distribution characteristics of the

vehicle/aircraft.

d. Any change in the vehicle/aircraft Basic Weight Configuration that affects the

carriage and employment of a store or stores combination.

e. A 12.7mm (0.5") or grdar change in store C of G (excluding any allowable

tolerances).
f. A 5% or greater change in store weight.
g. A 10% or greater change in store pitch, roll or yaw moments.
h.  Any change in functional concept, including weapon delivery mode changes.

I.  Any degradation in the Electromagnetic Radiation environment affecting the

electromagnetic compatibility of the aircraft/store configurations.

j.  Any degradation in the HERO/HERP/HERF characteristics of the vehicle/aircraft or

store.

k.  Any change in elgrical/electronic connector characteristics or their location.
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I.  Any change in store suspension lug location.
m. Any change in arming wire or lanyard routing.

n. Any change in vehicle/aircraft or stores fuze safing, arming design or Hazard

Classificaton Code.
0. Any change in vehicle/aircraft or stores environmental qualification or tolerance.

p. Any change in vehicle/aircraft thrust or stores ballistic and/or propulsion
characteristics.

g. Any change in stores explosive fill or casing affectingsblperformance or store

fragmentation patterns.

r.  Any change in vehicle/aircraft or store OFP software or SMS changes that affects
the operation, employment or accuracy of the stmréOperational Category A

systems

s.  Any change to the vehicle/airdtastore or Safe Escape Manoeuvres that causes an
increase in the Minimum Safe Release Height or Region of Significant Influence

(Weapon Danger Area/Zones/Safety Template) during employment of the store.
t.  New nomenclature for either vehicle/aircraftstore.

u. Individual changes that do not necessarily make a significant change which, when
considered cumulatively, result in a significant deviation from the design
specification of the presently certified aircraft and/or store are considered to
constut e a significant change. The term
Suspension Equipment. AAP 7001.053 (2003)

Similarity.  State of being similar, a point of resemblancBAP 7001.067(2004)
1. Closeness ohppearancéo something else. Zphilosophy The relation of sharing
properties Tutty (2013)

Simulation. A time-variant model. GUIDEX (2006) The exercise or use of a model.
(That is, a model is used in a simulation.) AIAA0G7(1998)

Simulation method. Broad category of simulation techniques with identifiably different
benefits and disadvantages for supporting defense experiment&tich.asonstructive

simulation, analytievargame, HITL simulation, live simulatiorGUIDEX (2006)

Smal-world. A term associated with the phenomenon explored by Professor Abraham
Mi | gram i n tdatemining thédégeceswfifreedodbetween any human in

the world wherein any human can be reached within six degrees, Ha0kif p 247).
Today te termis most often attributed to Wait2002 and(2002a), although others have
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used the term in the context of computing and the world wide web created from
Engl i shimBemérsL e e 6 s 1 9té&iOprotocplp @d methods pioneered by
Douglas Engelert and Ted Nelson and the ARPANET dating from 1969 into a new
system browsing on t he DrbuhcarrWatstis,an Australianc o u | ¢
who attendedthe ADF Academyprior to his ground breaking discoveries with Steve
Strognatz in Watts an&trognatz(1998), which lead into the works by Barabasi and
Alberts (1999) and Arquilla and Ronfeld(2001) amongst others about network
properties, social sciences and the implications he discovered related to complexity
theory in 2006, let alone humaedaisionmaking.

Software architectures. ISO/IEC/IEEE 42010 establishes common terminology for
architecture frameworland specifies requirements for standardization of frameworks.

An architecture framework is defined as:

conventions, principles and practis for the description of architectures
established within a specific domain of application and/or community of
stakeholders

An architecture framework is specified by:
1. the relevant stakeholders in the domain,
2. the types of concerns arising in that domain,
3. architecture viewpoints framing those concerns and
4. correspondence rules integrating those viewpoints cited before.

Frameworks conforming to the standard can include methods, tools, definitions, methods

and other practices beyond those specified.

Contemporay f eder al guidance suggests thinking

architecture:
1 Business processes and activities
1 Data that must be collected, organized, safeguarded, and distributed
1 Applications such as custom or -0ffe-shelf software tools
1 Technobgy such as computer systems and telephone networks

Sophia. The wisdom gained from bookdlt is in opposition to phronesisCarpenter
(2013, pg 18)
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Standard. A description of a process, material, or product meant for repeated use in one
of more appliations and covers materials, processes, products and services. NATO AAP
6 (2010) ANSI/EIA632(1999 defines a Standard as that

a. establish and evolve a complete and consistent set of requirements that will

enable deliveryf feasible and costffective system solutions;
b.  satisfy requirements within cost, schedule, and risk constraints;

c.  provide a system, or any portion of a system, that satisfies stakeholders over

the life of the products that make up the system.

d. provide for the safe and/or cesffective disposal or retirement of a

system. o

Standards drive interoperability in mogay-to-day things such as use of the roads,
weights, distances, power, paper, data exchange, and even alcohol measures. To that end
the following was provided to ASCC WP 20 members to assist in their understanding of
what the issue meant in ordering a simple

at the time of what turned out to be the last official meeting):

State. A conditionthat characterises the behaviour of a function, subfunction or element

at a point in time.

Store. Any device, excluding air cargo or underslung loads, intended for internal or
external carriage and mounted on aircraft suspension and release equipmgd; whe

not the item is intended to be separated in flight from the aircraft. Stores inclide air

air missiles, auto-surface/suisurface missiles (guided weapons, torpedos, etc), ballistic
weapons (rockets, bombs, mines, gun ammunition, grenadestegyn@ devices,
sonobuoys, signal underwater sound devices), fuel and spray tanks, dispensers, pods
(refuelling, gun, electronic warfare, reconnaissance, thrust augmentation, etc), targets,
chaff and flares from countermeasures dispensing systems, am$ Stospension
equipment (racks and dispensem)L -HDBK-1763 (1998)

Stores Suspension Equipment. The definition of stores suspension equipment is
included inNATO AAP 6 (2010). For the purpose$ this document aircraft guns and
countermeasure dispsars for flares and chaff are also considered to be stores suspension

equipment.

Suitable. The degree to which a system can be satisfactorily placed in field use
considering:availability, compatibility, airworthiness, transportability, interoperability,

reliability, peacetime training and wartime usage rates, maintainability, shiethan
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factors, logistics supportability, documentation, and training requirements.
Commonwealth of Australi@2012)

Sustainability. The ability to support a force element force elements in the
performance of its missions, functions or tasks for which it is organised or designed to
perform, after it is deployed or committed to operatiol@mmonwealth of Australia
(2012)

System An integrated composite of people, protuand processes that provide a
capability to satisfy a stated need or objectivEutty (2005). Today theINCOSE
Systems Engineering Handbook defines it as the: "homogeneous entity that exhibits
predefined behaviour in thealworld and is composed of heterogeneous parts that do
not individually exhibitthat behaviour and an integrated configuration of components
andor subsystems.dand "A system is a construct or collection of different elements that
together produce results nobtainable by the elements alonelhe elements, or parts,

can include people, hardware, software, facilities, policies, and documents; that is, all
things required to produce systefasel results. The results include system level
qualities, propertiesgharacteristics, functions, behaviour and performantke value

added by the system as a whole, beyond that contributed independently by the parts, is
primarily created by the relationship among the parts; that is, how they are
interconnected."An aggregation of end products and enabling products to achieve a
given purposeANSI/EIA-632 (1999) A set or arrangement of elements and processes
that are related and whose behaviour satisfies customer/operational needs and provides
for life cycle sustainment of the productsEEE Std 1220(1998) A combination of
interacting elements organized to achieve one or more stated purp8S¥#=C 15288

(2008) The combination of elements that function together to produeedpability to

meet a need. The elements include all hardware, software, equipment, facilities,
personnel, processes, and procedures needed for this purpose. The end product (which
performs operational functions) and enabling products (which provideyide support
services to the operational end products) that make up a systBIASA Systems
Engineering Handboo{004)

System assurance.The justified confidence that the system functionsx@sded and is

free of exploitable vulnerabilities, either intentionally or unintentionally designed or
inserted as part of the system at any time during the life .cy@leis ideal of no
exploitable vulnerabilities is usually unachievable in practicggregrams must perform

risk management to reduce the probability and impact of vulnerabilities to acceptable
levels. Tutty (2013)
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Systemof-systens. (SoS) A SoS results when independent and useful systems are
integrated into a larger system that dekvemnique capabilities.Abbott (2009) The
distinguishing feature of a SoS over a large monolithic system is that a SoS comes into
being from a series of acquisition actions and typically has no one single management
entity. Kwon & Cook (2010), Chen & Clthier (2008) In plain English this means for
example that the ABC Orion Maritime ISR and Response Capability covers the aircraft
vehicle, the flight and mission simulators, the Mission Replay & Analysis Module
Systems, the various Mission Systems sa¢heaESM and acoustic systems, thetital

Air Control Officer and fire control systems, many various and opaque Intelligence
Systems as well as the weapons and sonobuoys askuethermorefiBoth individual
systems and SoS conform to the acceptenhitieh of a system in that each consists of
parts, relationships, and a whole that is greater than the sum of the parts; however,
although an SoS is a system, not all systems are BaSed on a recognised taxonomy

of SoS, there are fourtypesof SoSavii ar e found i n @I andoD t «
Dahmann(2008), these are:

A f Vi r t\rmadl SoS lack a central management authority and a centrally agreed
upon purpose for the systemftsystems. Largscale behaviour emergesand may
be desirablé but tis type of SoS must rely upon relatively invisible mechanisms to

maintain it.

A Collaborative. In collaborative SoS the component systems interact more or less
voluntarily to fulfil agreed upon central purpose3he Internet is a collaborative
system. The Internet Engineering Task Force works out standards but has no power to
enforce them.The central players collectively decide how to provide or deny service,
thereby providing some means of enforcing and maintaining standards.

A Acknowledged. Acknowledged SoS have recognized objectives, a designated
manager, and resources for the SoS; however, the constituent systems retain their
independent ownership, objectives, funding, and development and sustainment
approaches. Changes in the systems are baseadllaboration between the SoS and

the system.

A Directed. Directed SoS are those in which the integrated sysfesystems is built
and managed to fulfil specific purposes. It is centrally managed duringtdamg
operation to continue to fulfil those goses as well as any new ones the system
owners might wish to address. The component systems maintain an ability to operate
independently, but their normal operational mode is subordinated to the central

managed purpose. o0
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System Readiness Levels (SRL) A UK MOD based score between 1 and 9 that
communi cat e$y sat epmmn oMlaetcurdist y against the sys
as shown at Figure Definitior’ls UK MOD (2010)
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Figure Definitions 2. UK System Readiness Level&JK MOD (2010)
System Dynamics The study of how systems actually behave, using models to simulate
the assumptions and rules being follow&ften the behaviour seen is very different than

the behaviour people expect.

Systems Engineering An interdisciplinaryfield of engineeringhat focuses on how to
design and manage complex engineering projects overlitbeaycles Issues suclas
reliability, logistics coordination of different teamsreuirements managemgnt
evaluation measurements, and other disciplines become more difficult when dealing with
large, complex projects.Systems engineering deals with wqmlocesses, optimization
methods, ad risk managemertbols in such projectsit overlaps technical and human
centered disciplines such asntrol engineeringindustrial engineeringorganizational
studies andproject managemenSystems Engineering ensures that all likely aspects of a
project or system are considered, and integrated into &wAMSI-EIA 632 (1999 was
developed from MILSTD-499B (1994). From this ISO/IEC 152882008) was
developed as a standard coverprgcessesand life cycle stagesvhen the need for a
common Systems Engineering procefamework was recognized.filSO 15288 is
managed by ISO/IEC JTC1/SC7, which is the ISO committee responsible for developing
ISO standards in the area of Software and Systems Engind&@/¢=C 15288 is part of

the SC 7 Integrated set of Standards. Other standards in this domain include: ISO/IEC TR
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15504 which addresses capability; ISO/IEC 12207 and ISO/IEC 15288 which address
lifecycle and ISO 9001 & ISO 90e® which address quality. hE standard defines
processedglivided into four categories: Technical, Project, Agreement, and Enterprise.
Each process is defined by a purpose, outcomes, and activities. ISO 15288 comprises 25
processes which have 123 outcomes derived from 403 activitemmple life cycle

stages described in the document are: concept, development, production, utilisation,

support, and retirement.
Technical Processes
Stakeholder Requirements Definition Process (Clause 6.4.1)
Requirements Analysis Process (Clause $.4.2
Architectural Design Process (Clause 6.4.3)
Implementation Process (Clause 6.4.4)
Integration Process (Clause 6.4.5)
Verification Process (Clause 6.4.6)
Transition Process (Clause 6.4.7)
Validation Process (Clause 6.4.8)
Operation Process (Clauget.9)
Maintenance Process (Clause 6.4.10)
Disposal Process (Clause 6.4.11)

Al SO/ 1 EC 15504 is the reference model for
levels which in turn consist of the process attributes and further consist of generic
prectices) against which the assessors can place the evidence that they collect during their
assessment, so that the assessors can give an overall determination of the organization's
capabilities for delivering products (software, systems, and IT serviCles)standard
[covers]: software developmenprocesses [and] all related processes in a software
business, for exampleproject managementconfiguration managementquality

assuranceand so on to cover six business areas:

f organizational
f management

1 engineering

Pageliv of Ixx


http://en.wikipedia.org/wiki/Software_development
http://en.wikipedia.org/wiki/Project_management
http://en.wikipedia.org/wiki/Configuration_management
http://en.wikipedia.org/wiki/Quality_assurance
http://en.wikipedia.org/wiki/Quality_assurance

1 acquisition supply

T support

1 operations.
In a major revision to the draft standard in 2004, the process reference model was
removed and is nowelated to thdSO/IEC 12207(Software Lifecycle ProcesgesThe
iIssuedstandard now specifies the measurement framework and can use different process
reference models. There are five general and industry models in use. ISO/IEC 15504
contains areference modelThe reference model definespeocess dimensioand a
capability dimension The process dimensionlefines processes divided into the five

process categories of:

f customer/supplier

1 engineering

1 supporting

1 management

T organizationo

i Ca p a bevels ard process attributesFor each process, ISO/IEC 15504 defines a

capability levelon the following scale

Level Name

Established process

Performed process

Incomplete proces

4 Colours have added by the author to highlight the correlation and applicability of this
model to the Capability Preparedness Levels, see Figures 7.4 and 7.5, and Table
7.2.

Pagelv of Ixx


http://en.wikipedia.org/wiki/ISO/IEC_12207
http://en.wikipedia.org/wiki/Software_Lifecycle_Processes
http://en.wikipedia.org/wiki/Reference_model

The capability of processes is measured using process attributes. The international

standard defines nine process attributes:

f

f

f

f

1.1 Process Performance

2.1 Performance Management
2.2 Work Product Management
3.1 Process Definition

3.2 Process Deployment

4.1 Process Measurement

4.2 Process Control

5.1 Process Innovation

5.2 Proces®ptimization 0

AEach process attribute consi srefarthesf one or

elaborated into practice indicators to aid assessment performaack.process attribute

Is assessed on a fepoint (N-P-L-F) rating scale:

f
f
f

f

The

Not achieved (0 15%)
Partially achieved (>15%50%)
Largely achieved (>50985%)
Fully achieved (>8% - 100%):

rating is based upon evidence collected against the practice indicators, which

demonstrate fulfillment of the process attribute. ISO/IEC 15504 provides a guide for

performing an assessmenfThis includes: the assessment process, the Infodehe

assessment, and any tools used in the assessment.

The JAIME CODEXx uses a Five Tier non-linear scale and criteria as described in the

definition of CPL at Table 7.2. The almost linear scale indicated here is better than most,

which is why ités included for nowgknemllgnce but su
thought to not be fully representative of criteria needed for future CAS and network-

enabled systems.

See also Savvides and Fitzgerald (2002) foraCMMicrit i que f or todayds engir
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Systems Thinking The systems approach relates to considering wholes rather than
parts, taking all the interactions into accouhtconsiders processes rather than things to

be primary.

Synthetic environment. A computer based representation of tealworld, usually a
current or future battlespace, wi thin whi
The players could be computa@mulations, people or instrumented real equipment. SEs

are usually taken to include a set of networked and interoperating simulatiors.

broader sense, SEs are credibly synthesized military environments other than real
operations.GUIDEXx (2006)

Taboo frequencies. Frequencies that are of such importance to friendly operations that
friendly EA may not be employed on them, e.g. distress frequencies, vital

communications frequencies or early warning air defence radar frequencies.

Tactics, Techniques andProcedures. (TTP). Thecore of theséncludewith respect to
the JAIME CODEx as the core subset being able to understand, write, and conduct
independently the V&V of the

-1 Operatord Flight Manual

-2 System Preparation / Maintenance Manual

-3 Systemkoading Manual

-4 Tactics Manual

-5 Mission Planning Tools
Target. The object of a particular action, for example a geographic area, a complex, an
installation, a force, equipment, an individual, a group or a system, planned for capture,
exploitation, natralization or destruction by military forceBIATO AAP-6 (2010)
Task force. 1. A temporary grouping of unjteinder one commander, formed for the
purpose of carrying out a specific operation or missibnSemipermanent organization
of units, under ne commander, formed for the purpose of carrying out a continuing
specific task. 3. A component of a fleet organized by the commander of a task fleet or
higher authority for the accomplishment of a specific task or tadksrfO AAP 6 (2010)

Taxonomy. The practice and science of classification. Typically this is osgahby
Osupesrutbytpyepe d r el at i ons hi mcalizationsrelatiooships! e d ¢
or less formally, parernthild relationships. In such an inheritance relationship, the
sultype by definition has the same properties, behaviours, and constraints as the
Osupertyped plus one or more addi tForonal
exampl e, car is a subtype of oOovehicl ed. S

is a car. The term "military taxonomy" encompasses the domains of weapons,
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equipment, organizations, strategies, and tactics. The use of taxonomies in the military
extends beyond its value as an indexing tool or rekegping template for example,

the taxonomymodel analysis suggests a useful depiction of the spectrum of the use of
military force in a political context. A taxonomy of terms to describe various types of
military operations is fundamentally affected by the way all elements are defided an
addressedl not unlike framing. For example, in terms of a specific military operation, a
taxonomic approach based on differentiation and categorization of the entities
participating would produce results which were quite different from an approach based
on functional objective of an operation (such as peacekeeping, disaster relief, or-counter
terrorism). Tutty (2011)

Technical Control. (TECHCON) Mandatory or specialised guidance provided by an
authority in the performance of an assigned responsibilitymilitary terms, it is the
provision of specialist and technical advice by designated authorities for the management
and operation of forces. It is exercised by the designated authorities through the
capability manager. For forces assigned to operafitechnical control is exercised
through Chief of Joint Operations and technical control advice may not be modified but
may be rejected in part or in total by a commander in consideration of operational factors.
In practical terms, it is the organisat(s) formally assigned technical responsibility for
certifying the technical integrity and suitability of the system/product and that it has been
specified, designed, constructed, maintained and operated to approved standards and
limitations by competerdnd authorised individuals who are acting as part of an approved
organisation and whose work is both certified and accepted on behalf of Defence. DI(G)
OPS 22 (2011) and Commonwealth okustralia ADDP 00.1 (2001) See also

Operational Control.

Technical Data-package A general description for a logical, organised collection of
technical data necessary to suppodefined requirement. DI(G) OPS5412 (2010)
For the purposes of the JAIME CODEX and this thesis a TDP constitutes a CEDP.

Technical Integity. An items fithess for service, safety and compliance with

regulations for environmental protection. DI(G) OR5-@12(2010)

Technology Readiness Level(TRL) The original NASA definitionsriginating from
Mankins (1995) are at TablBefinitions 2, current US DoD and ADF definitions and as
used byTenix (2006) for exampleand many otheprime system integratoiis as such
many have used this model translated into systems and even capability cemtbxés
in US DoD DDRE(2009)where this table wasourced for Tutty2010).
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Table Definitions 2. Technology Readiness Leve|&JS DoD DDRE (2009)

1 Basic principle observed and reported. Studies or initial investigations
undertaken.

2 Technology concept and/or application formulated. Potential apiphsa
have been identified.

3 Analytical and experimental critical function and/or characteristic proof of
concept.
R&D has been initiated, work towards validating the concept done.

4 Component and/or breadboard validation in lab environment.
The basic elements of the system/ product have been integrated to show
will work.

5 Components and/or breadboard validation in relevant environment.
A higher fidelity validation of the system/ pratt in a realistic environment.

6 System/suisystem model or prototype demonstration in a relevant and ol
realistic environment.

7 System prototype demonstration in operational environment. Prototype
demonstrated.
OProductionisationdé can commence

8 Actual system completed and mission qualified through test and
demonstration.
Actual system/ product has been successfully tested / qualified.

9 Actual system proven through successful mission operations.
Actual system / product has been successfidlgied.

Test. Any program or procedure which is designed to obtain, verify or produce data for
the evaluation of concepts, capabilities or performance of systemsys@ns and
components against predetermined operational and techegqalements.DI(G) OPS

43 (2013 / LOG 810 (2010) i. A practical or empirical event to evaluate a concept or
system of interest by measuring it against appropriate criteria or requirenieirsthe
experimentatiorsense, the means détermining the veracity ad hypothesis.GUIDEX
(2006)

Test and Evaluation. Test & Evaluationis the process by which a system is compared
against technical or operational criteria througktingand the results arevaluatedto

assess performance against ag@édria. T&E s usually conducted to assist in making
engineering, programmatic or process decisiansl to reduce the risks associated with

the outcome of those decisions. In control theory and management terms, T&E can be
best thought of as the negative feedbaclploa the capability life cycle management
process. DI(G) OPS 4B(2013)
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Test objectives. Provide an overview of what will be tested during a particular phase, as
well as identifying the information required to evaluate whether a specific characteristics

of a system meets the requirements. For each critical suitability issue there should be an
objective which supports theecisionmaking process. For each test or test phase, the
objective should be supported by a welderstood test hypothesis. Thebthesis may

not necessarily be a fAstatistical hypothe
made as a consequence of the test results. If the test does not influence a decision, but

only provides useful data or information, then it is ugui@imed an experiment.

Test Plan A document developed by the test organisation which states the
circumstances under which a test and/or evaluation will be executed, the data required
from the test, and the methodology for analysing the test results.

Ted Report. A test report documents the equipment or concept used in the
test/experimentgontains the data obtained from executing the test/experiment, describes
the conditions which prevailed during the test execution and data colleatidrthe
evaluaton of the results.

Threat. i. An enemy, or potential enemgerson organsation or physical object/entity

that intends to cause harm (i.e. limit, neutsali or destroy effectiveness of current or
projected mission, organization, or item of equipmenoref or mal | vy, a thr
malevolent actor, whether awrganization or an individual, with a specific political,

social, or personal goal and some level of capability and intention to oppose an
established government, a private organization, or anpacoeed s oc i Atéer nor m
Duggan, Thomas, Veitch and Woodg@20D07) and NATO AAP §2010). ii. Those

foreign capabilities such as doctrine, numbers, type, force or characteristics of actual or
projected systems which impact the operational effectivesessivability, security or

cost of a system.

Training. The process of teaching, familiarizing and bringing to a known and common
skill level operators or users of a concepsystem. Often categorized as individual, team
or collective training.GUIDEXx (2006)

Type | Error . Rejectingnull hypothesis when it is true.
Type Il Error. Failing to reject a null hypothesis when it is false.

Uncertainty. A potential deficiency in any phase or activity of the modelling process
that is due to a lack of knowlgd. Uncertainty is usually treated by: sensitivity analysis
and uncertainty analysisAIAA G-077(1 9 9 8) Can be viewed as

measur e@Ql3).Si | ver
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Validation & Verification. (V&V) The process of checking that a product, senace,
system meets specifications and that it fulfiléssintended purpose. V&V is one of the
disciplines of the overarching function of T&E. V&V are key components of Quality
Management Systems such as ISO 9@0D4). Independent V&YV is the particufarm

of the V&V discipline that, due to the increasing complexity of systems, is growing in
importance due to the independent techniques and methodologies employed in IV&V
which arewell-suitedto the acquisition of complex systemg&V are ongoing activies

that do not have a clearly defined completion point. Completion or sufficiency is usually
determined by such a budgetary constraints and intended uses of the model. All
encompassing proofs of correctness, such as those developed in mathematise, anal
do not existing complex modeling and computational simulation. AlAB/G(1998)

Validation. The process of evaluating a system or component during or at the end of the
development process to determine whether it satisfies specified requirer@Gentgms

that the system, as buiédns urwaydulbtuiltalettights f v t
thingo . | NCOSE @Q®&) Nalidatbb af &S is the process of determining

the degree to which a model is an accurate representation oéaheorld from the
perspective of the intended users of the model. In validation activities, accuracy is
measured with respect to experimental data, i.e., reality. The fundamental strategy of
validation if the quantification of error and uncertainty in thenaeptual and
computational models. The recommended validation method is to employ a building
block approach with progressively simpler phases: subsystem cases, benchmark cases and
unit problems. However, benchmark solutions are extremely limited icothelexity of

flow physics and geometry; and all experimental data have random and bias errors, which
may cause the measurements toldms accurate than the CFD results. In essence
validation provides evidence that the right model is solved. AIAB7G(1998)

Verification. Addresses whether the system, its elements, its interfacescaechental

work products satisfy their requirements n s u r eysu butilhitarighto i | NCOSE S
Handbook (2011) Verification of M&S is the process of determiningat a model
implementation accurately represents the developers conceptual description of the model
and the solution to the model. In verification activities of the complex engineering
system of interest, accuracy is generally measured with respectctonteek solutions of

simplified model problems. The fundamental strategy of verification is the identification

and quantification of error in the computation solution. Comparing computational
solutions to a highly accurate solution is the most accurate raliable way to
quantitatively measure the error in the computational solution. However, highly accurate

solutions are known for a relatively small number of simplified solutions (usually
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analytical, benchmark numerical to ordinary differential equatibpartial differential
equations wherein as one move from analytical to ODE and PDE solutions, the accuracy
of the benchmarks clearly become more of an issue). Indeed, nontrivial computer codes
cannot be proven to be without errbrmuch less models gbhysics. In essence,

verification provides evidence that the model is solved right. AIAB7G(1998)

Warfighting experiment. Although this term is used by most of the TTCP natiomns

not used in the GUIDEXTTCP GUIDEx(2006) AG-12 has found thats meaning is

not consistent across the nations and it is not helpful in communicagr@U | DE X 6 s
message.For example: in some countries it is taken and used to imply experimentation
only in warfighting scenarios, rather than in all military operajon some it is taken to
mean only experimentation involving the presence of warfighters in their operational
role; and in some it is taken to cover all empirical military analyses, not just

experimentation as described in this guide.

Wargaming. A synthesis of warfare with a defined ruleset, involving the msilfied
and adversarial engagement of human playevdargames may or may not use an
experimental approach as describedha GUIDEX. The possible range of underlying

computer simulation suppos:i

i. none (i.e.seminar or tabletop wargames);

ii. an Analytic Wargame (i.eturn-based adjudication); or

iii. a HITL simulation (e.g.Janus or JSAF) (i.econtinuous human interaction).

iv. Human interaction with wargames is usually, but natessarily, abstract, in that the
real organizational structures and manning levels are not accurately represented. For
example, two or three officers may represent an entire headqujavtech never

matches reality]

Yin-yang.fi t r a doiChinesepirgyih: y ¢ n y I8ematly;means "shadow and light" or

Taiji: and is used to describe how seemingly oppositecontrary forces are
interconnected and interdependent in the natural world; and, how they give rise to each
other as they interelate to one other. The concept of yin and yang is often symboli[s]ed

by various forms of the familiafaijitu symbol [a variant of which as used for the
JAIME is as shown below to signify a 0st
compl ementary mani festation of Od&pomdyessd ¢
best known in TWay20ly n cul tures. 0
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ABBREVIATIONS

ADF Australian Defence Force

ADTEO ADF Test and Evaluation Organisation

AFHQ Air Force HQ, ADF

AFRL (US) Air Force Research Laboratory

AHQ Army HQ ADF

ANAO Australian National AudiOffice

ARDU Aircraft Research & Development Unit RAAF
ASCEDP Armament Systems Certification EngineerDgtapackage
ASCENG Aircraft Stores Compatibility Engineering SquadrBAAF
BDA Battle Damage Assessment

BKPM Bad Karma per Minute

CCRP (US) Command &Control Research Program

CDE Collateral Damage Estimation

C2 and C4ISR Command, ControlcemmunicationsComputers Cooperation and
Collaboration, Intelligence, Surveillance and Reconnaissance

CAF Chief of Air Force, RAAF

CAGE Coalition Attack Guidanceperimentation

CAS Complex, adaptive system

CASG Australiabés Capability Acquisitio
to as DMO herein, as it was called at the time of writing

CDF Chief of Defence Force, ADF

CDG Capability Development Group

CDIS CrossDomaininformation Sharing

CIED CounterlED

CIEDTF CIED Task ForceADF

CoBP Code of Best Practice

CODEXx CoBPfor Experimentation

COol Critical Operational Issue

Conops Concept of Operations

CPL Capability Preparedness Level

CTI/P Critical Technical IssuéParaneter

DI (Australian) Defence Instruction

DCAF Deputy CAF, RAAF

DIE Defence Information Environment

DIS Distribution Interactive Simulation

Pagelxiii of Ixx



DISN
DMO
DoD
DoDAF
DOT&E
DREN
DR/P/SN
DSTO
DTEN
E3

EA
ECM
EM
EMC
EMI
EMS
EO
EOD
EP

ES
ET&E
ETC
EW
FEG
FIC
FMR
FOB
FOC
FoS
FPECM
FPS
FRD
FOT&E
FT3
FTS
GAO

(US) Defense Information System Network
Australiads Defendmeow@aSGer i
Departmat of Defence

DoD Architectural Framework

(US) Director OT&E, OSD

(US) Defence Research and Engineering Network
Defence Restricted/Protect&acretNetwork
Defence Sience and Technologyrganisation
Defence Test and Expmentation Network
Electromagnetic environmental effects
Electronic Attack

Electronic CounteMeasures
Electromagnetic

EM Compatibility

EM Interference

EM Spectrum

Explosive OrdnancéElectroOptics
Explosive OrdnancBisposal

Electronic Protection

Electronic support/surveillance
Experimentation, T&E

Experimentation, &E and Certification
Electronic Warfare

Force Element Group

Fundamental Inputs to Capability

Final Material Release

Forward Operating Base

Final Operational Capability

Family of S

Force Protection ECM

Function(al / and) Performance Specification
Functional Requirements Document.
Follow on Operational Test and Evaluation
Flight Test Techical Team SCI NATO STO
Flight Termination System

(US) Government Accounting Office
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GIG
GSE
GPS
GUIDEX
HERO
HLA

HQ

HW

IED

IMD
IME
IMR
InterTEC
10

IOC
IOR
ITEA

W
JAIME
JANETT
JASSM
JCTC
JFCOM
JDAM
JIEDDO
JIMES
JIOR
JMETC
JMPI
JNTC
JOoC
JTEM
JTEN
JTF

KHI

KPI

(US) Global Information Grid

Ground Support Equipment

Global Positioning System

(TTCP) GUIDe to Experimentation

Hazards of ElectromagnetiRadiation to Ordnance
High Level Architecture

Headquarters

Hardware

Improvised Explosive Device

Intelligence Mission Data

Integrated Mission Environment

Initial Material Release

(C4ISR) Interoperability Test and Evaluati Capability
Information Operations

Initial Operational Capability

Initial Operational Release

International T&E Association

Information Warfare

Joint fires Armament IMEQ

Joint Analysis Netentric Evaluation Testing Bdkit
Joint Air toSurface Strike Missile

(Australian) Joint Combined Training Capability
Joint Forces COMmand, Norfolk, VA, US DoD
GPSaidedJoint Direct Attack Munition

(US) Joint IED Defeat Organisation

(US) Joint Inteoperability Modular Evaluation System
Joint 10 Range

Joint Mission Environment Test Capability

Joint Mean Point of Impact

(US) Joint National Training Capability

Joint Operations Command, Bungendore, ACT, ADF
Joint T&E Methalology

(US) Joint T&E Network

Joint Task Force

Key Health Indicator

Key Performance Indicator
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LSA
LSPSPO

LvVC
MILS
MOB
MOD
MOE
MOS
MOP
MTBF
MTDS
MTTR
NACTS
NATO
NECSI
NEO / NCW
NEW
NSITE
OCD
OLA
OPCON
OODA

OCPF
OR
OSA
OSD
PACE
PACOM
PdS
PICS

PJHQ
RAAF

Logistic Support Analysis

Land SelfProtection SPO, EW Branch, Electronic
Division, DMO

Live, Virtual and Constructive

Multiple, independentevels of security

Main Operating Base

(UK) Ministry of Defence

Measure of Effectiveness

Measure of Success

Measure of Performance

Mean Time Between Failure

Mission Training through DistributeSimulaton

Mean Time To Repair

(US) National Air CombatTraining System

North Atlantic Treaty Organisation

New England Complex Systems Institute
Network-enabledperations / Networgentric warfare

Network-enabled weapon

Systems

(TENA) Network Systems Integration and Test Environment

Operational Concept Document
On Line Availability: i.e. serviceable

Operational Control

Observe, Orient, Decide, Act. a strategic conchpt decision

making developed by COL Jon A 40
AOODA
Operational Capability Preparedne$gPamework

usually referedtoa s an Loopo
Operational Release

Opens Systems Architecture

(US) Office of the Secretary of Defence

PACOM Air Operations CenteZyber Experiment
PAcific COMmand, US

Product Schedule

Second?o

Physical, Information, Cognitive and Socidbmains a strategic

conceptual model for the LVC environment
Permanent Joint HQ, Northwood, UK
Royal Australian Air Force
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RACY
RAF

RAM

R&E

RoE

ROE

RoSI
RPA/NV
(NATO) RTO
RTO

SAE

SCI
SDREN
S&T
SIMAF
SIMDIS
(NATO) STO
SOA

SPO

SoS
STANAG
STPASec
SW

TDL
TECHCON
T&E
TEMP
TENA
TRL

TSPI
TTCP
TTP
UAS/V
UCAV
USAF
USN

Risk-Yin and Confidencerang model

Royal Air Force

Reliability and Maintainability

Research & Experimentation

Rate of Effort

Rules Of Engagement

Region of Significant Influence

Remote Piloted Aircraft/Vehicle: the correct teronif  a
Research and Technology OrganisatidATO, see STO
Responsible Test Organisation

Society ofAutomotive Engineering

NATO Systems Concepts and Integration

(US) Secret DREN

Science & Technology

(US) Simuhtion am Analysis Facility

NfnDroneo

3-D Analysis and Display Toolset for test and training mission data

S&T Organisation, successor to the NATO RTO
Serviceorientat@ Architecture

Systems Program Office

Systemof-systens

(NATO) Standardisation Agreement
SystemTheoretic Process Analysis for Security
Software

Tactical Data Link

Technical Control

Test and Experimentation

T&E Master Plan

Test & Training Enabling Architecture
Technology Rediness Level

Time and Spatial Position Information

The Technical Cooperation Program

Tactics, Techniques and Procedures
Uninhabited Air System/Vehiclsee RPA/V

Uni nhabited Combat RRAOY
US Air Force

US Navy
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VCDF
VPN
V&V
WPA
WRC
WSMR
WTR

Vice CDF, ADF

Virtua Private Network
Validation and Vrification
Woomera Prohibited Area
Woomera Range Complex
White Sands Missile Range
Woomera Test Range
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in air-armamentor serving in Afghanistan on the ground with thiwe Eyesand the
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El i zabet h tyowhAosen undiiting Devotion over the many yeafra husband
experimenting, testing and employiag-armamentnd electronic warfare in remote and
seemingly goeorsaken parts of the world has giveim so many joys along with two
lovely, remarkably wétadjusted childrenSamuel Colin NormanBSc (Nursing) and
Sar ah We ndBBRA, & Well bs aaudghter idaw Kahlia, BA, and granechildren,

Lincoln Norman and Eleanordsel.

May the future holdnuchmore yang than yin for them and our future getena.

Pagelxix of Ixx



ACKN OWLEDGEMENTS

This work would not have been possible withoutdhensorship of the research by Tenix
Aerospace Divisionbébs Engineering Manager,
the various Chief of Air FADrMae BiAskin, AMar s h a
(now Air Chief Marshal and Chief of Defence Forc&geoff Brown, AM, BEng Air
CommodoregGa vi n 0L e o 6(nold AivMaestsal andACKief of Air Forcend the

wel comed support by my wvarious sepArvisor
PhD and Warren McDonald, CS@ow both AirVi ¢ e Maand Mr8ill lGawrgnce

PSM, along with theparticipation, encouragement, and wisdom provided by so many
people. In particular, UniSA Professor Stephen Cook as$ociate Professddavid

Cropley and the many, margcademic staff and studerdsknowledged at the website

who made inputand for me to get the epiphany needed for doing research rathenyhan

just engineering my wathroughproblemspresented

The ASCC, Five Eyesand NATO RTO AVT, SCI and FT3SMEs as well asDSTO,

ITEA, FTSAand SETE conference participardsnservativelyover300 strong, provided
significant help by reviewing the formulation of the research plans and methods, the
research questionnaires from hell and the rebegaapers with (far too) many comments
and changes to improve the body of work. The gratitude | f@védar too many
unnamed organisations and the individuals from those organisations that participated in
interviews cannot be expressed satisfactoriljiope that | have faithfully included your
ideas into the thesis and the JAIME CODEXx and this work fulfils your expectations.
Your patience and work will not be in vain when the JAIME CODEX starts its long road
through the V&V/ NATO standardisation procesand STANAG 7068 emerges to help

continue the long tradition of cooperatiand interoperability

Except where specifically noted, imagery is primariipom the RAAF 92WG
Photographic and AOSG, ARDU and ASCENG. All other acknowledgements are
included inthe original cited papers such &stty (2005) and McKee and Tuti2012)

for example.

Finally, Annie and the author canodot expre
for her work with the author on numerous papers and helping sheypestrarch ahhelp

make thehesis into what it came to be

Pagelxx of Ixx



PART |

MOTIVATION

Pagel of 364



Page 2 of 366



Preface

U

Si ego certiorem faciam, mihi tu delendus Eris’. Often attributed to Homer in The lliad

This thesis draws on knowledge of ghefessiorof-arms in Australia,the Five-
Eye natiors and North Atlantic Treaty OrganisationNATO) nationé based onthe
extensive involvement with the testing and design approval/acceptance of over a
thousand national and international kinetic weapons andkimetic warfaresystems
(i.e., electronic warfare / information operations) agstemof-systens (SoS) in creating
both the product and theperational and technicalanagement of the producing/enabling
systems introduced tenhancduture operations at each of these levdtsintentionally
starts with the use of the quot e Systemessd i n
Engineering Thesis at Tutty (2005). This new wesykthesises a conceptdedmework
for an integrated environmeir the force application of armameanhd an associated
methodology that provides guidance/direction to improve current practicethereby
help many of the good people we do have using such systems better able to perform
networkenabled, SoS operations.The conceptual framework and recommended
practices ar@alidated byfour case studies that illustrate the utility of the methogplio
different areas of concern: traditional armament systanisSystemof-system(SoS)
certification a sensor and kineti80S a test range SoS upgra@sd norkinetic ECM
S0Ss undergoing -ased ansi tcioombaftr om dnraq al
serviced having been delivered straight [
testing within theFive-Eye nations Thesecasestudiesdirectly informed the refinement
of theconceptual framework, thmethodology andhe recommendegracticeto provide

the scientific and rigour necessary féiive Eyesand NATO operations, providing

7 The authoritative translation is considered to be: fif | told you, | would be forced to
destroy you Erisa Of note, so as to put the original quote into context, Eris was the
Greek Goddess of Chaos.

8 Which nowincludesAustr al i a as an 0 En hoatheopedhtioRahr t ner & i n

technical, logistics and scientific fora.
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increased confidence for armament applications when employettimorkenabled

lethal complex adaptive environments.

The research underpinning this thesis was coedugéart time over six years while
the author was engaged fall-time employment at arexecutivelevel in Australian

industry, public service and Air Force.

What was the research problem Conventional wisdom acknowledges that
soldiers, sailors, marines dnairmen involved in networknabled effectbased
operations on the battlefield of tomorrow could be inundated with voluminous and

sometimes conflicting data from multiple netwar&pable systems and sources,

potentially resul t i Regearchr& EXperimgntation (R&E), Tastv e r |

& Evaluation (T&E), and Validation and Verification (V&V) are generally accepted
today as major activities during the acquisition and capability systems development cycle
amongst the Five Eye and NATO nationd’hes disciplines are usetb examine
adherence to requirementharacterise systems performance and suitalilityrder to
provide theusers and theacquisition communigés with insights into emerging and
upgraded technologies To what extent can decisiomakers rely on these types of
activities to predict outcomes for future military nedfusugh? Key questions arise when
looking at future technologieand systems 1) what assurance is there that a system or
any project is going to deliver asperationdl-useful capability; 2) what information

must be collected; 3) what role should T&E play in obtaining future capabildiebow

is the commanders true intent defined for technologies implementation when fieglding
the systems and any users trainedtsnusemay be over a decade awa) how can
technology keep pace with emerging threats that will probably be using disruptive
technologies and with constantly changing actors (especially when the majority of these
actors are not part of the defencectorand ahead of obsolescence that occurs quicker
than the acquisition systems can apprietelone fieldits replacement)?) how do we

keep our combat edge when military and civilian IT based systems obsolescence is faster
than the acquisition capabylitdevelopment and major capital equipment approval
process.To that end, research usiaggrounded theory study to gain data and develop a
conceptto determinedo what degree should experimentation be used to enhance the
confidence in Australids future military capabilities being operationally effective,

suitable and prepared?56

Why do conventional approaches not address this wellSurprisingly, there is

still no accepted international standard

military systens let alone a methodology to evaluate a task forasability for conduct
of operational j oint fires rmeEnabledsysten®of- i n
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systens (SoS) environments that may involve machiognachine exchanges with no
humanin-the-loop interactionseven whenemploying kinetic and nchinetic effect8.
Most project managers use it as a On-ecesssé
hoc and often ilidefined discipline; even the systems engineers have more discipline in
thar application of T&E in their validation and verification V&V activities than the
typical use of T&E by the acquisition and sustainment communities, waodiel. To
enforce greater discipline, the U®ere the first nation to mande the use of
developmerdl and operational T&E for major systems/programs by an act of Congress
thereby making it the law to do so. More recently, military experimentation has had a
resurgence with the development of new tools and use of the TTCP GUIDEXx (2006) has
started to haw greater consistency in use of terminology and test approaches than even
traditional test and evaluatiornThe techniques required to develop, test, experiment and
certify ever increasingly complegafetycritical systems and/or capabilities will involve
unique skills and experience which have not yet been wiaedylable amongst most
NATO or Five-Eye nations How can the typicalprojectcentric culture used in
contemporary material acquisition processes better inform the key stakeholders as to
whether future networkcentric system and families a&fystemof-systens (SoS) and

what the author has termefmilies of systemof-systens (FOS) are going to deliver
operationallyuseful military capabilitiesthat can defeat future threais one of the
centralquestions during acquisiti@n Finally how the military and public of such nations
attain confidence in the use of potentially higher levels of autonomous joint fires
capabilities neesito be explored with scientific rigo@nd less sensationalisonhhubris.

The author habad what many say is a unique career in the military, public service,
industry and military service again. He has been intimately involved thatrcurrent
methods used for capability development, systems engineering and managemiesspract
by Australia and by th€ive Eyesfrom operational, technical, business development and
test perspectives. Based on the research undertaken the authoerttidied the key
elements that could enable the research question to be addissseglags to joint fires
capabiliies The hypothesis that a NATGOCODe of (bes) practice for the
Experimentation test and certificatiofCODEX) of networkcentric complex adaptive

9 The debate about Remote Piloted Aircraft RPA)ver sus use of ftrreeent erm 6D
6Uni nhabi t edissmptomafiedh and typifiespthe challenge the military
generally and the public especially has with a (nhot unintentionally) alarmist media news
cycle. In many ways this fails to help shape the debate we do need to have in a
meaningfully way to address the safety and the ways and means to do this logically and

with scientific rigour.
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armament systemgmploying kinetic and nehkinetic effects (finally) using adJoint
fires: Armament Integrated Mission Environmeré or QJAIME CODEXx6 has been
investigated using over 300 subject matter experts invdhoad the various and diverse
areasquantifiabldrom all around the world

Along the way, each nation has not surpgsy been evolving and changing their

capability development/managemeenterprise risk manageménsystems engineering

and T&E" approaches: many of whiareseeking to improve defence outcomes. In the

case of Australia, Commonwealth of Austrgle®12 a) changed Def enced:
Output model as shown at Figure 0.1, T{913). Fortunately for the subject research

this new model, along with recent Capability Development Group (CDG) changes,
support the proposed operational capability modejdiot task forces extremely wéfl

The author contends that such changes need to be taken to the next level and that without

10 see ISO 31000 (2009) and AS/NZS 4360 (2004). The former standard followed the
|l atterds lead in taking an enterprise view of r
a process for looking beyondt he 6édown sided of risk across the
including an organisation& strategic planning. Most users of risk management
techniques would acknowledge that their risk management staff would still be thinking in
terms of addressing the negative aspects despite the above definition having
specifically changed that traditional perspective. See also COSO (2004) for a US
consensus based standard which focuses on the internal control of enterprise risk

management.

11 The acronym T&E h & deen ssedwithen westere defec@ 0 6
communities mostly to described the 6Testd6 and
neither aspect was being done well within the major government-lead systems
devel opments of the 1950 éefencehdNASApmoedsfar06s by th
example. The failures were so great and very public that US legislation was put in place
under U.S. Title 10 Section 2399t o ensur e t hat O0Operational T&E®
reported to Congress prniotri alo parpopd uocvtail o no6f adn do we >
significance of agreements by the Five-Eye nations with the Director of OT&E as
discussed later. The need for national legislation is unique to the US amongst the
developed nations and is therefore an obvious major legal difference between the Five-

Eye nations in their approaches to T&E. The term Experimentation, T&E or ET&E is
being proposed to help promote better cooperation across the capability systems life
cycle.

12 That said, the model is an intriguing mix of functional and organisation structure
constructs that drives systems engineering purists to distraction and is opaque to insiders
and outsiders as to how it should work end-to-end and how the outcome and output focus

is to be achieved. The model is an improvement but needs considerable more work.
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the use of the proposed framework and recommended practice that Commonwealth of
Australia(2 01 2 a) and the man)ANADeunddst cannot evgribe r vy 0 s
actioned/resolved with extant approaches. Maybe that is the intended outcome of some
within Defence and industry, but it is certainly not the outcome that the Service Chiefs

and Commander of Joint Operations Command expected to defeat threats against

Australia when directed to do so by Government.

|

Departmental Lead

Strategy &
Policy

Capal
Management & Acquisition &
Reporting Sustainment Joint Force

Integration i :
Land Capability 9 Joint Force Operations

Capability
Development

g

Sclence &
Technology

Defence
Support

Air Capability Joint Force : d
arrison &
lIHuman Estate Coordination & Jdoint Force In-Being
esources MBnRnemant Preparedness

Shared
‘Capability

A\ 4
Y

3

Security I I Legal |

A
I Logistics | l National Intelligence Products |

|Audir. & Controls

[l

Training I

National & International Engagement j
& Advice to Government

¢ : 7 ol | Obligations to Government I

L.
>

ENABLING CAPABILITY CAPABILITY
— _
FUNCTIONS MANAGEMENT ~— 7 INTEGRATION OuTPUTS

Figure 0.1 Defence Business & Output Model
Commonwealth of Australi€2012)

This thesisexamines the shifto a jointforce-level Systemof-systens (SoS) test
and experimentatiomethodology by théive-Eye nations It will examine what these
nations arenow doing to determine where it is best to spend efforts in a resource
constrained environment to ensuvar Joint Task Forces can achieve the campaign
objectives. It discusses impacts on tlkeaperimentation and T&Eommunites at large,
with emphasis on capability preparedness in particular and the realities of the impact of
the Information Age on those So&quirements and level of preparedness. The current
progress in the research validating the capability preparedness framework,
acquisitiortlsustainmenbusiness modsland the technical capabilities to facilitate SoS
testing in therealworld is reviewed. The author then discusses what the implications of
small fleet sizesare on how such capabilities areurrently measured during the
acquisition and sustainment phases. A seemingly radical way ahead that will enable
Defenceto do more of the righttigh-end effectsbased things by leveraging training and

testing capabilities through integrated training, test and experimentation opportunities
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with joint fires decisionmakingin the information age is also proposed. In short, the
research activities explatewhether such a CODEx and a tailorable STANAG for test

and experimentation can promote interoperaBilignd enhance the confidence in our
future networkenabled SoS into operationally suitable and effective kinetic and non
kinetic military capabilities mongst thé-ive Eyesand broader NATO nations. The gaps
identified in current approaches and validation strategies are described as confirmed by
numerous national and internationally refereed papers, presentations and extensive case
studies from the tretce s i reatworlle ®&f a n aRive Byescosnmuhityt h e

very much at war for the whole time the research was being conducted.

Personal Motivation. The author wasnotivated to undertake this study at a
personal, professional and more philosophieakl, based on a belief from within the
system that Defence was still not achieving the best outcomes in weapons systems
compatibility, performance and safety and many people could not see where and why
their individual activities were more important fitreir organisation than others, Tutty
(1998). As many people would be aware such views were developed from personal
experience and formally documented in Tutty (2005) as well as other pdpees the

years, Defence has also been subjected to the mangd anvar i ed Obusi ne

reengineeringé6 and owor king smarter not
instigators, who are atbo often unable themselves to even conceptualise the breadth of
activities required to safely certify air weapons as operaflipreffective and suitable,
tried to harness the influx of information technology into the workplddas wasbased
on no rationale apart from expectations f
met primarily at the expense of an experiencemtkiorce who could, or by making
organisational changes without knowledge of basic military concepts of operations or
realities Mor® changéwas always better without necessarily confirming that such
actions were reducing risks or increasitng confidencein Defence meeting agreed
outputs and outcomes. Hodge (2010) articulates this situation well from his experience
over this period too, and his sentiments
Many were overworked meeting short-term demands and appeared progressively less
clear about their future, not knowing what was important for them and their organisation

or their business beyond the short term. It seemed to me a reality that traditional

methods of setting and following directions werefalli ng t o hel p people sort

13 Interoperability, when used without context or explanation, is one of the most often
misused terms in the Defence lexicon. It can mean commonality, interchangeability

or compatibility of any matter of things from: products, processes or services.
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6 n e e @angequently, people worked harder at meeting organisational targets from

their groupds per spect igog relationshipsmborefrequénflye ct t hat

became competitive rather than collaborative. Raised expectations for organisational

learning and growth appeared to have grown quicker than new processes that help

peopl e to 06seedMotelappeared twlaaye beeh said dbout the uncertainty

and ambiguity of the future than had been offered in ways to deal with it.

More often than not it is organisational competition / inaction, organisations not
caring or knowing who has the leed: oO6whodés on firsté, the or
to be 60doing something@opt ebsgaoir Eatwi ¢ m® u
subject matter expertise that contributes
intention of the thesis and the resulting JAIME CODEX is to better inforrfritteeEyes
and the key NATO nations such that they aréebeprepared for further cooperative
developments The thesis can significantly reduce the time to conduct the V&V and start
on the journey to focusing on defence output and outcomes related to joint fires that can
confidently defeat future adaptive, diptive threat(s) with a consensus based, tailorable
STANAG.

The journey taken so far with the research was certainly not as expected, but has
been enlightening personally and professionally as the outcome, based on the research
data, was found to be signi cantly di fferent to that pr e
master 86 s pr o gpropases to share enly those podions of that journey that
directly affected the research method and outcomes. For those who wish to follow that
journey in detailf r om Teni x06s interests i n resear
proposing a fundamentally new capability preparedness framework to attain confidence
in joint fires in operations, training, test and experimentdtianth Families of SoS, the
many questionaires, papers and presentations made since the research proposal was
made and the wider armament community made aware of it in 2006 can be fadbwed

www.maltutty.comand in the enclosures at Volumes Il. Surpridingpoth the wider

Defence andacademic communities are, in the main, seemingly unaware of joint fires
and current practices. Hopefully, this thesis can change not only that but provide a
thorough basis for future capability preparedness andp#wplecertric outcomes
focusedactivities theFive Eyesand NATO should be doing as a matter of course in the

professiorof-arms

14 Onethathasa scope which directly affects theatre level operations and strategy, our

national strategy and e®@®M2. 6grand strategyo, L a
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The ancient Greek author Homer immortalised the war Goddess Eris in his literary
works, describing her msfé@éwaeadakdngcar gat Wl
analogy for contemporary military actions that do not follow a disciplined approach. By
changing theFive Eyesand NATO focus to a more structured asuentifically-based
approach, the resulting expanded and enhamethodology will yield a level of
confidence and assurance in firefessiorof-armsnot previously experienced, and this
will ultimately lead to improved overall warfighting capabilities for Australia, fines

Eyesand NATO. And Eris will no longer beomfortable in the domain
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Chapter 1

Introduction

a

Now, there are two ways of learning to ride a flying machine; if you are looking
for perfect safety, you will do well to sit on a fence and watch the birds;
but if you wish to learn you must mount a machine and become acquainted
with its tricks by actual trial.
Wilbur Wright, Miracle at Kitty Hawk

1.0 Background

Today test & evaluationT&E) and, more recently, scientific research and
experimentationR&E) and systems engineeringo6s Valid
activitiesare now generally accepted, at least amongdtitheeEye nations, as kemajor
activities during thecquisition anatapability systems development and management life
cycl e. The contemporary wisdom is that ot
soldiers, sailorsmarinesand airmen will be presented with evecrn@asing voluminous
and often conflicting data from multiple netweckpable systems and sources in the
increasingly smallvorld of the Information Age.Krulak (1999) for exampleraised the
notion of the Gstrategic corporélwho must lead his fire teamvhile obtaining mission
instructions from remote command in rapidly changing tactical situations and be ready
fight, do peacekeeping operations and provide humanitarian aid all in the space of three
contiguous bl o c-eelunitiieadereds te ke m@epedadent dctoowand
mak e maj or The @eryinatureooh feitdre asymmetric warfare requires ttiet
O0strategic cor por as$uéh daaadd intformatmipesblerrovapidly r e c e |
processit, coordinate andmnake systematic @sponses t@otentially technologically
60 di sr thedté ooring tfrom all dimensions bey exploited effectively with
synchronised, appropriate and balanced respoBsasken (1999)Corbin et al(2007).

Many are concerned that when conducting JairgsF operationallyour warfighterswill
face O0cognition overloaddéd with the myriad

15 see US Joint Publication 3-09 (2006), JP 3-09 (2006) and Joint Publication FM 3-09.32
(2007). A complete discussion about its application by the ADF is at Commonwealth of
Australia (2010) and Tutty (2010).
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opportunities prior to being committed to comlmierations Alberts et. al. (2001)
Ultimately, T&E needs to iolude the vhdation, verification and operationf such

systems to confirm their operational suitability, effectiveness and establish whether such
6overload6é is beyond the ability of our p
excel now and into the future.

The recent Senate I nquiry into Defencebd
equipment Commonwealth of Austra(2012a) however, stated that:

Defence's projects for acquiring major capital equipment face an array of internal and

external forcesandi nf |l uences é[ and] é are of a scale and
‘formidable and ever-increasing challenges'. The problems identified in defence

procurement, however, are largely a function of the organisation's own makingd

unintentionally self-inflicted. In effect, Defence has a flawed management structure that

stymies the work of dedicated, professional and in many cases highly skilled personnel.

The Senateds Il nquiry made 28 recommend
industry to consider. While thermre some concerns with the timelines of the other
reviews cited that have occurred over the same space in the last decade or more, the
Inquiry accurately portrays the challenges faced by Defence and the nature of Defence
procurement with such fragmenteadacontinuously changing Committee, organisational
structure and accountabilities. In effect, the Australian Government (rightly) remains
unconvinced as to the military preparedness of the capabilities being acquired and the
governance arrangements foemh to be sustainéd. For the national outlays being
mad e, a O6way forwardé is wurgently needed
during the Senate Inquiry are addressed and so Australia can achieve the required

confidencen its operational capabilés for the outlays being made.

In the Australian context thethave been almost yearly reviews of Defence and
procurement approaches. Some of these were the driving forces behind thés author
research areathe Defence Efficiency Review(2000) and the Kinnaird Review at
Commonwealth of Australi@003) Not thatall thesereviews were misdirected but the

ability to implement such measures in an organisation with0D00personnel, a $26b

16 Furthermore, given the spate of external reviews and the influx of personnel within
Defence who now have someform of d&égovernanced responsibility
free to raise concerns with achieving Governmen
seeking Omor EOGrjeuasstsiufriacnactei omiét h all the risksbo.
often many SMEs feel such concerns have had little or no perceptible bearing on
Defence and the Governments understanding of the agreed concept of operations

(Conops) and the effects-based outputs being sought.

Page 12 of 366



yearly budget and a major equipment acquisition process constagiiting block
obsolescence of key combat capabilities and decaying infrastrudbileeimplementing

the | atest riseno israall ohallenfjel. MReécenmt gegiews have docusdent
Defenceds inabil ity t o compr e heversthose | y a
directedby Government through legislatiar thosewith which Defence has publically
agreed toaddresys Such external reviews by Mortimar Commonwealth of Australia
(2008),Rizzo (2011)and the Australian National Audit Offi¢2010, (2012 and(2013)

in addition to numerous Senate Inquiries such as discussed above have repeatedly
highlighted some common themigem Davies and Thomso(2013) that this research
confirms with a strategy for being able to help analyse root causes affectadgjlitap
preparedness. These themes include:

| ficapability developmerit organisation and processes

| improving advice to government when seeking approval

1 improving accountability and advice during project implementation
)l

reporting on progress with reform [afich things as] processes and the committee

structure n Def enceo

ANAO (2013) not only highlights the obvious observation many of the reviews
make abouthe military memberé short tenure in capability development but also the
high civilian turnover atall e vel s . Aln the past 14 years
of government in September 2013, there had been seven Ministers for Defence and six
Defence secretaries, with an average tenure of 2 years and 2.2 years respectively
ANAO (2013 para 89). Ta u t heaperéesce in the military, APS and industry is that
APS members move more frequently and bot!l
management / guidance / mentoring and are repeatedly being posted into positions for
which they have not hasufficient education, training or experienc€o exacerbate the
problem today, most organisations have bdewnsizedto havingdigital position®
t hat need to be O0fully operatived <creatir
Furthermoreyeliance on staff with minimal o r 0 d skilenteanpthatrihgyband

many of the good ones anéienunavailable for training and/or attending conferences.

Defence is nown the early phases of anotl2efenceWhite Paper which includes
specific consder ati on of 0 D e fFesh Rrigciples iRelviews lead o0 and
former Rio Tinto Australian head David Peevédihe results of these will serve to shape
the future force structure, the DCP and how CDG, the Services and DMO will work
together and wdn t form the DMO wil/l now t ake. Di |

witnessing a return to the haediged geopolitical confrontation and with large
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authoritarian countries such as Russia and China dissatisfied and aggrieved by their place
in thenwofiFdo Australia then, Aemdefescboul d
pl anning and force structure priorities. [
€ may i mpact on ADF postur e, but shoul d n
needs tayive priority to a maritime strategy that ensures we have predominant naval and

air combat power in our own region. The army needs to ftekeamphibious
responsibilities seriously é [in a an ar e:
South Chim Sea and from Southeast Asia to the South Pacifi®atatctica € about
17 per cent of th& a r tsurféice and is montrivial task for a defence force of less than

60 000 fulttime personnel Our armed forces must be able to operate decisivelyein

part of the world and with a clear techno
i mportant but what does this mean in ach
operational andacticatlevels and how do we know it has been achieved givesn
region of interest Acontains more than ha
(India), the second and third largest economies (China and Japan), the most populous
Muslimst ate in the world (Il ndonesi a)Firstand s
i ndications are that the First Principles
will significantly reshape the current Force Structure Review andGbeernmenis

White Paper by recommendirtige most significanthanges since Sir Arthur Targes i n
1973 which merged the various service departments and set up the current diarchy of a
Chief of the ADF and Defence Department Secretary, Nicholson (20%6me, the

author included, suspect that given the increasing tempo of the reviews, paits polit

aside, if Defence cannot be seen to reform the current acquisition and sustainment
mechanisms internally as a result of the First Principles Relngulementation US

styled legislation such as U.S. Title 10 will ressidt as to better shape behavioansl

consistency

Given the importance one might associate with the Government and the public
having confidence in their militaryds caj
likely joint operations when directed to do by Governmemny find itsurprising that
the e i s no accept ed oribenthemarin aiteridar nadidatingbasdd a nd a
veri fying -alomasgsies or nslitarg pldtformcentric systemof-systens

(SoS}y'l et alone tomemabwdd, 6mempvietckand nand apt i

17 see US DOD SoS Guide (2008) and Abbott (2009). The distinguishing feature of a SoS
over a large monolithic system is that a SoS comes into being from a series of acquisition

actions and typically has no one single management entity.
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kinetic effect capabilities as part oflaint Task Force (JTF)The techniques required to

develop, experiment, test and certifige ever increasingly complexsafetycritical
systems and/ or capabiliti easvolwiurigoe skillsemdns i
experience which have not yet been widely available even amongst most haAiDOs,

NATO ALWI 1l (2004). How the typicalprojectcentric culture used in contemporary

material acquisition processes can better inform the key staleeb@s to whether future
networkcentricsystemof-systens is going to deliveoperationallyusefulcapabilities is
key?Whi |l e this is not a uniquely Australian
to not develop or manufacture significant aiftia weapon systems indigenously has

meant Australia has sought to influence its major Allies who do and from whom we need

to purchase and sustain such capabilities.

One of the most significant studies that investigated the challengesetitiork
enabing the extant NATO aircraft stores capabilities was NATO ALWI Il (2004). The
study was conducted by a NATO Armament Advisory Group with extensive interest by
the Air Standardisation Coordinating Committee (ASCC) Working Party 2@ion
armamentthrough whch Australia was able to formally gain visibility and to also
provide advice to national participants. The implications and recommendations of this
study were a significant contribution to the need for the subject research and were
extensively explored ding the research program to contribute further in a number of key
areas. Of particular note to this research, the NATO ALWI Il (2004) Lines of Operation
(LOO), recommended significantly greater NATO cooperation being needed in
communications hetworkerabling (hardware, security, protocols, etc), interoperability
of mission planning (concepts of operations and interchangeability if not commonality)
and a more consistent NATO approach to aircraft stores certification by each nation
(certification criteria consistent T&E standards and processes) amongst other things for
air launched weapons to achieve better interoperability, Tutty (2005). Furthermore,
ALWI Il (2004) recommends in one of the LOO / major areas/threads for research and
development that thextant US MIL-STD/HDBK-1763, in conjunction with several other
key performance and information protocol standards, be used as the basis for revision and
eventual promulgion as a NATO STANAG inthesoal | ed 0610620g30r t er

years.

Given the intetion for greater availability of performance data and information
sharingjher e seems to be ready use of many st a
6howo) t hat oftemnygalolfy doendal sometdled i awhg by ad
understandwherdthey should or should not be used. In particular, the Defence Material

Organisation (DMO) and Service Capability Managers continue to primarily use normal
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distributionsaveraged over a yeéor performance measuring and amereasinglytrying
to use ths information with networked SoSs and small fleets of equipmEme. authois
well known for hisongoing passion abotlieé u s e a noflanaytical B@sd

Applicability of such metricstools in thei ncr easi pgolryy d 6 s noafl |t
Information Age’ were also drawn from the literatyreome of themost significant in
recent years being: Alberts (2005nleb(2007 and(2012)°, Watts(2002), Silver (2012)
and Ferguso(2012) *

The current methods used for capability development, systems engyeerin
management and experimentationgsii& Evaluation practices and the key elements
identified that could enable these questinesdedo be addressedl'he hypothesis that a

18 Which is now resulting in many traditional hard book sources ceasing publication.

Encyclopaedia Britannica, forexample, had it 6s | ast hardback versi
Whi | e Wi dsgoysesdal verifiability and a neutral pointofviewd, it does come w
a significantc h a |l | e n g epossibility lof ineceueate @r inconsistent and explicit

cont.entTohi s is also the challenge of todaybs sec

as TENAs software environment, whether to publish or not in the open literature. The
area is the object of much research of itself. Furthermore, Schneier (2004) etal
recommends the use of such open source codes for security and so on given the

significant improvements in robustness that result.

19 In most of his works, Taleb criticises the risk management methods used by the finance
industry and warned about financial crises, subsequently making a fortune out of the late-
2000s financial crisis. He advocates what he calls a "black swan robust" society, meaning a
society that can withstand difficult-to-predict events. In Taleb (2012), he proposes
"antifragility” in systems, that is, an ability to benefit and grow from random events, errors,
and volatility, as well as "stochastic tinkering" as a method of scientific discovery, by which
he means experimentati on -aledngsteaad chtbp-dawnd er r or 6
directed research.

20 |n his latest book on the nature of western civilization, Ferguson (2012 p xix) makes the
critical obs er fadnoisuwhmthingsrak the future; ssngulam only future,
plural. There are multiple interpretations of history, to be sure, none definitive i but there
is only one past. And although the past is over, for two reasons it is indispensible to our
understanding of what we experience today and what lies ahead of us tomorrow and
thereafter. ... the past is really our only reliable source of knowledge about the fleeting
present and to the multiple futures that lie before us, only one of which will actually
happe n . 0 His comments with respect to weapons an
knowledge on p 83 and pp158 are of particular insight. So beware of the 06l ess
past i f you weren6t there but knowl edgeably wuse
inform the risks associated with which one(s) of the multiple futures can confidently

ensure military capabilities are appropriately safe and effective in their use.
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NATO AGARDOgraph could lead to atailorable aircraft stores certificatioNATO
STANAG has beelnvestigated.

This thesis therefore seeks to promote awareness and discussion on where
experimentation can be used to improve the operational use and understanding of
net work centric operations anacdesinaoraliesper al
and coalition partners as we undertake the transformation to a neimiprkenabled
force.

1.1 Complexity.

While there isalsono universally agreed definition foramplex systemas yet,
the term is usually applied to systems wdtma n'y  sctoruopn geldy degr ees o
and are generally seen todayfascollection of autonomous elements that interact both
with each other & with their environment and that exhibit aggregate, ensemble and
macrebehaviours that none of the elemeaits hi bi t 6, Al berts & Hay:¢
0 s y sis, éawéver, highly overused, with it being casually applied to everything from
home entertainmentsystem, to the affairs of government of a nation and to the planets
orbiting the Sun. Addedtothemixs t he use of adjectives fo
6complicatedd and 6écomplexd often without
i mpl i ed. Today many Ocomplicated systems
their & systems) myp be reduced to their parts for both design and analysis purposes so
that their behaviour and even any emergent properties can be predicted to a high degree

of certainty and confidence during validation, verification and operations.

Complexity science isthe emerging field potentially providing some better
insights into the fundamental principles and theorycfamplex engineered systerasd
their patterns of behaviour frequently using aetuctionist ways of thinking often
drawing on lessons from théolbgical sciences understanding of nature its€lémplex
adaptive systemare special cases of complex systems that are designed to have the
capacity to change and o0l earndé from exper
containing many autonome agents who setirganize in a coevolutionary way to
optimise their separate values. Complex systems often use networks that may be seen as
being configured for an overall purpose. They would, ideally, be designed to provide
versatility, robustness amubtential for growth and scalability rather than optimised for
narrow functionality. The researcuddressedhe experimentation of complex, adaptive
aerospace mission systems employing kinetic anekimaatic effectsin operations in the
joint mission emironmenti which does mean interfacing and cooperating with land and

maritime environments.
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However, surprisingly it seems to many

static entity that fails to adapt and use the Information Age to use new techtiwbgy

can be O6disruptived. Bracken (1999) S
technology6é6 changes the game. The resul t]
and changes the standards by which | eade
supports Brackends view that this 1s a |

mindsets in implementing the proposed operational capability framework for joint fires
within NATO. Smith (2014) gives one of the most cogent unclassified views dn thé
Worl d Changing Technol ogieso as shown at

today.
UNCLASSIFIED

11 World Changing Technologies

m Airpower _— RPVS Slide info by Colonel M.V. Coyote Smith, PhD 2014

m Spacepower - high fidelity cluster satellites

m Cyber — defense/attack; most ISR in future

m 3D Printing —since 1984; originally medical/dental app

m Robotics-Soldiers/Marines robotized; autonomous bots

m Currency — Bitcoin in 2008 as Internet crypto-currency

m Nanotechnology-5-10x (50-100x) more powerful explosives
m Biotechnology—By 2025 many genetically engineered cures
m Nuclear Weapons — 9 currently have (lran/Myanmar next?)
m Directed Energy — lasers as wpns; EM Pulse against grid?

m Cognition Harvesting-brain-to-prosthetic interface; psych
warfare; manufactured memory?

UNCLASSIFIED Delivering C2 Combat Capability

Figure 1.1. The 11 World Changing TechnologiesSmith (2014)

1.2 The Research Problem

Kill Boxes encompassing unlimited open season on DMPIs [targets] |
is NOT currently part of our western doctrine!

Latitude, Longitude and Altitude (ie GPS) Aided targetting
vice using smoke from rockets/artillery is also NOT part of our TTPs.

Joi nt fA ol BMPdsanfthe deal-world needs practice in the Commands
duri ng training NOT just in the i M«

Colonel Ross Raoberts, USMC, Commander JFIITT, April 2008

Previous research by the candidate investigatediajwents in military aircraft
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electronic (avionic) systems that are needed Aaoistralian Defence Forc€ADF)
operational requirements feffectsbasedoperations to be effective. Recently there has
been an ever increasing barrage of articles in the bigeature and press highlighting

the importance of netwoskentric warfare (NCW) concepts and netwerkabled
operations (NEO) to future ADF warfightin
the impact that evolutionary and ever increasingly compggtems, technology
readiness and the science of networks have on the rate at which such new capabilities can
be created and demonstrated in the Australian context to meet evolving operational
concepts and their robustness in use. Many of these systeynsveliabe utilising
complex adaptive systems and networks as the underlying technology that will need to be
understood for them to be used in military aerospsatetycritical and missioncritical
applications. If such research can demonstrate thatbseitigour has been applied, it

can be expected to significantly influence the approaches the ADF uses to certify that
such capabilities are operationadlyitable, effective and preparéat peacetime training,
exercises and watr.

The fundamental problethis research was intending to address was:

To what degree should experimentation be used to enhance the
confidence in Australiads future mi.l

operationally effeawve, suitable and prepared?
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Sub-problems

The subproblems used to explore this research problem were:

1 Sub-problem 1 7 What is the utility of the contemporargapability

development and management models that are th use

1 Sub-Problem 2 i What is the suitailty of contemporary systems
engineering, interoperability and experimentation practices for complex,
adaptive military mission system capabilities intending to be netewabled

and used with armament?

1 Sub-Problem 37 Is a code of best practice thatorporates modelling and
simulation into experimentation, modelling & simulation and ground and
flight Test & Evaluation frameworks achievable ntlvat can serve to give
operati onal staff more confidence I

networkenabled mission systeris

1 Sub-Problem 47 Determine insight from case studies of the application of
this code of best practice and modelr¢alworld mission system upgrades
andnetworkenabledperational experimentation.

1.3 Research Method

13.1 Approach used. The following Five-phase were employed to address the

research problem:

i Phase 17 Review contemporary defence capability development models,

experimentation, interoperability and operational preparedness directives.

)i Phase 21 Conduct a groundedheéory study into thesystems engineering,
experimentation, test and evaluation, preparedness directives, project management
and Alliances/Accords for undertaking capability engineerirfg complex,
adaptive military mission system capabilities intendingegametworkenabled and

used withair-armament

1 Phase 3i Conduct a Gap Analysis between current practices and leading ideas

relevant to the research problem.

1 Phase 4i Based on the findings from the literature reviews and groutickaty,
propose a code®f best practice fosystemsengineering, interoperability and
experimentation that incorporates modelling and simulation into ground and open

air Test & Evaluation and experimentation frameworks?
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1 Phase 5 Determine insight from case studies of the apion of this code of
practice and model toeatworld armament mission system upgrades and to

networkenabled operation experimentation.

13.2 Research Schedule. The phases usedor this research is shown iRigure
Summaryl and detailed in the Researeloposal V2.0 and Research Proposal Schedule
V2.1 atTutty (2008)

1.3.3 Researchmethodology and rationale

Today manycritics contend that the traditional Test & Evaluation approaches have
only been partially succ e sthefconfidencenwe shoudldo r mi 1
have in our defence capabilities. Not having an agreed international stamdard
benchmark criteriais symptomatic of this. This is being compounded by the
interconnectedness of future capabilities. Many nations are using rerpéation
techniques to address some of these concerns during teajptraining events and
exercises. Tutty (2011b) reviewed the experimentation implications of complex
capabilities at Tuttyf2011a) and discusses howst& Evaluationand experimentatio
can better inform key stakeholders as tavhthe typicalprojectcentric culture used in
contemporary material acquisition processes for future netegmicic SoS are going to

be able to stadeliveing operationallyusefulcapabilitiesas a matter afours@
1.3.4 Sub-Problems

Sub-Problem 1 i What is the utility of contemporary capability

development and management models that are in use?

Purpose. This sub-problem was used to explore and interpret current theories for
the contemporary standards andst practices in use for improving awareness of
confidence in capability development.

Nature of the Process. This subproblem was intentionally very diverse, but

required, in the first instance, some description and explanation of the preferred approach.

Methods of data collection. Presentations by the author at international
conferences with the International T&E Association (ITEA) and the Asia Pacific Systems
Engineering Conference (APSEC) 2007 at Tutty (2006) and (2007) respectively provided
a wider han normal broadcast announcement of the proposed research. Furthermore, a
Tenix sponsored UniSA project on related studies was also initiated that year which
resulted in work by Kennedy (2007) and Nesterov (2007) that contributed to the body of
knowledge needed for this suproblem. Extensive literature searches of relevant

domains have proved fruitful as can be seen from the extent of the new work identified in
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the References section. Further literature searches and a Descriptive Survey of
companies ahindividuals involved withair-armamentand NEO was used to ascertain if

any unpublished opesource standards or practices are applicable to the Australian
context of mission systems armdt-armament The author also needed to ensure that
experienced peonnel were drawn from each of the systems engineering and
experimentation disciplines that will be engaged in NEO for C2, avionics, M&%iand
armament Since the time of the research proposal the candidate had initiated a project
with the NATOReseark & Technology OrganisatioRTO) (now renamed to Science &
Technology Organisation (STO) in 2013) Flight Test Technical Team (FT3) to address
the proposed research (a process that has taken over five years too). The NATO RTO
FT3 activity ensured a farder level of engagement with subject matter experts (SMES)
from a more diverse national and cultural perspective now that the candidate is again
serving with the ADF. Ongoing literature searches were also conducted given the rate of
change happening ime field. A Descriptive Survey from companies and individuals
involved not only with the hardware and software portions of the avionics but also
software engineering in othbrgh-risk applications need to be conducted to ascertain via

a Content Analysig any unpublished opesource standards or practices are applicable

to the Australian context such as the proposed Weapon Data Link Network for the US
joint force operations, Winters (2007). The author also needed to ensure experienced
personnel were drawfrom each of the disciplines that will be engaged in the NEO for
air-armament The process may be based on changing or unknown variablegHaisk

design applications that also has fundamental, ever increasing and considerably more
time-critical, human interaction withsoftwarebasedsystems required. Assessing the
personal views of the end users is obviously fundamental to the acceptance of such NEO

systems into the ADF arfdve Eyes

Form of reasoning used in analysis Inductive and deductive reaning will be

required.

Communicating findings. Narrative to describe reaction to recommended

standards and best practices.

Sub-Problem 2 1 What is the suitability of contemporary systems

engineering, interoperability and experimentation practices fditang

aerospace mission system capabilities intending to be netwmatiled and

used withair-armament

Purpose. Subproblem needs to explore, interpret and build a theory.
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Nature of the Process. Subproblem has potentially unknown variables, an
emergat design that is probably context bound in terms of avionic (i.e., complicated
systems) and not yet context bound for NEO systems (i.e., complex, adaptive systems).

Methods of data collection In parallel with the Descriptive Surveys and research
for the other sulproblems, this subroblem required that a recommended approach be
drawn out of surveys/interviews? The author also needed to ensure representative

personnel were drawn from each of the disciplines.

Form of reasoning used in analysis ContentAnalyses and Inductive reasoning

was required to draw inferences from the literature and surveys.

Communicating findings. Narrative.

Sub-Problem 37 Is a code of best practice that incorporates modelling

and simulation into experimentation, ground ahdhf test frameworks

achievable now that can serve to give operational staff more confidence in

the operational utility of networknabled aerospace mission systems

intended for use withir-armamer?

Purpose. Subproblem explored, interpreted and builconceptual model for the
recommended standards and best practices for experimentation. This will need to be
described and then confirmed by Suioblem 4.

Nature of the Process.This subproblem was to be more focused, but required in

the first instane some description and explanation of the preferred approach.

Methods of data collectionIn parallel with the surveys and research for the other
subproblems, this subroblem required that a recommended approach be drawn out of
surveys/interviews? Thegearcher will also need to ensure representative personnel are
drawn from each of the disciplines. This gubblem was intended to gain the most
insight for the research with the NATO RTO FT3 project initiated by the candidate. The
author also visited ral used SMEs at the National Test Pilot School (NTPS) for
contemporary flight test applications to be included in the surveys.

Form of reasoning used in analysis Inductive and deductive reasoning was

required.

Communicating findings. Narrative to desdne reaction to recommended

standards and best practices.
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Sub-Problem 41 Determine insight from case studies of the application

of the framework and code of best practice and modelsabworld

aerospace mission system upgrades and to nesvailed opration

experimentation / capability models.

Purpose. To devise and implement a validation strategy for recommended models,

standards and best practices. This then needed to be described and then confirmed.

Nature of the Process.This subproblem was tde more focused, but required in
the first instance some description and explanation of the preferred appbeaehal

diverse case studies wexreailable within thewvailable window

Methods of data collection. In parallel with the Descriptive Survegsd research
for the other sulproblems this suproblem required that a recommended approach be
drawn out of Descriptive Surveys/interviews and observation/recording of some Cross
Sectional Studies to obtain quantifialdata based on representative castedies or
observation of ongoing Accord project during this phase by tBeABcord orgarsation
with representative stakeholders and users being involvidgde method depeed on
extensive personnel involvement in the setting(s) and the pilot/case gtaphcts
selected. The researcher also meekd ensure representative personmele drawn from
each of the disciplines to ensure the lessons learned are robust in agtat ve a
phenomenological study. This is quite appropriate as such studiesocaratgabtaining
information about culture, Leedy & Ormerod (2001) and (2010). This subproblem also
gained significant insights from the NATO RTO FT3 Panel project initiated by the author
to ensure that the methods proposed are appropriate to flight awpestalled systems
test.

Form of reasoning used in analysis Inductive and deductive reasoning was

required.

Communicating findings. Narrative to describe reaction to recommended
standards and best practices as wellaay statisti@ally significant data was to be

explaind if the validation phase or test cases can be implemented in the time available.

1.3.5 Research Design.

This analysis clearly indicates a mix of qualitative and quantitative metssts
for researching and collecting datar the problem and the suproblems posed as

follows:
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Sub-Problem 1. Literature search and qualitative surveys/intervievesew
conducted Tutty (2006 and (2007) presentations at the "LASC ITEA
Symposium, DEFNET 2006 and the inaugural APSEC 2007 soughtsintere
in the proposed research. These presentations highlighted the historical
context with the likes of Blanchard and Fabri¢RD06), NATO ALWI I
(2004), Alford (2001), Filmer(2003), Mayer(2007), Welch(2006) and the
numerous outstanding papers at tB# International Command and Control
Research and Technology Symposium (ICCRiBified by Hiniker(2007).

The application of Service Oriented Architectures inter [dkarO ALWI I
(2004), Mayer(2007), Society of Automotive Engineering Standgi2307)

and MIL-STD-3014 (2004) will need to be addressedhe author has also
successfullyhad Australian representatigattend the Society of Automotive
Engineers ASL meeting, wherein very valuable insights into current and
future weapons integration stamda are being proposed and agreed.
Assessing the implications of developments with ISO/IEC 17(2Z®5,
Greenlegq2004), Rutar(2007) and Moon et gP006) as well as some of the
other referenced worksese undertaken in this phaseualitative surveys
were conducted with specific personnel and groups of representative,
experienced networkenabing software personnel and observation of
operations with aircraft avionic software development to determine
suitability. Layton (2005) andAlberts & Hayes(2007) provide by far the

best contexts for these survey$Voitalla (2006) and Kuzmick2006) also
provide views on weapon data link netwaybplicatiors. The specific issues

and recommendations raised in the audit of DMO and ADF Test &
Evaluation practicestaANAO (2002) and (2013) are also reviewed to
ensure that where ever possible they can be addressed. The work of Ball
(2004), Ormerod (2005), Grisogono (2007), Hanlon (2007)Véatts (2002

and (2011) to characterise the impact of power laws, critippiftg points,
metastability of complex adaptive systems/networks for future mission
systems and determine the ways to optimally conduct experimentation and

V&V with a whole-of-life approach.

Sub-Problem 2 Essentially the same as SBboblem 1, butvasfocused on
systems engineering, experimentation and end user communities. Note that
this subproblem wasalso explored in parallel with SuBroblem 1 and was

not especially easy with the different communities involved and the

significantly different outcoms to have meaningfully done them together.
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Use of the NATO RTO and TTCP to coordinate the proposed model was
investigated with NATO RTO as well as wiilkefence Science & Technology
OrganisatioDSTO) and the ADF.

Sub-Problem 3. Qualitative surveys wereonducted withspecific personnel

and groups of representative, experienced avionics and avionic software
personnel anabservation of operations with avionic software development
to determine the range of experimentation needed amd shiability as a
benchmark for a code of best practice. Specificalypport from
CommonwealtDSTO Air Operations and Weapons SysteDisisions, P-3,

F-111 and F/A18 avionic software support facilities, contractors,
experimental scientists, testers and airworthinesisosities was solicited for
qualitativefaceto-faceinterviews and questionnaires. The limited number of
organisations available in Australia was again a major area of concern with
the sample size. ThiBubProblem warranted the time to invest in agkkey
overseas organisations the same questions in the hope answédsbe
received to meet the schedul®ualitative surveys will also be required with

the identified wider target audience (i.e., operational end users, DSTO,
Aerospace Operational Suppé Gr oupds Joint El ectron
Support Unit, 87 SQN, key international agencies and commercial software
developers being most notable) and an ethnography (based on more
applications in recent years Cropley & Harris (Undated) and Leedy and
Ormrod (2001, p.151) and (2013) is recommended to gain insight into the
cultural aspects of ADF users acceptancehef best practice options and
metrics to establish avionics suitability against agreed operational
requirements of NEO fasir-armament Use of the NATO RTO has already
been agreed in principle and The Technical Cooperation Program (TTCP) to
coordinate the proposed code of best practice will be investigated with DSTO
and the ADEF The candidate also used several key personnel NTPS for
contemprary flighttestapplications during which time personnel involved in
flight test training wil be included in the surveyd.ayton (2005) and
subsequent works also provided a good basis for survey respondents to gain
an understanding of the issues. Thlwalopment and discussion séveral
hypothetical pilot/case sties were investigated to establish the practicality

of quantifying best practice and metrics for Subblem 4 and application to

mission systems.
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Sub-Problem 4. Qualitative surveys were nducted with specific and
groups of representative, experienced personnel and operagoasbserved

to determine suitability. The research design also considered quantitative
descriptive surveys of a number of personnel from each stakeholder discipline
for the case studiesThe major concern was the ability to gain statistically
valid information with the limited industry base in AustraliQuantitative

trials of software support facility personnel and processes were also explored
to determine if meics can be determined across all disciplines to gain
statistically valid information on mission system performantae research
design could have involved case studies of a number of personnel from each
discipline with several project analyses/predicsiorOriginally it was hoped

that the Project Air 5276 schedule would enable systems being planned for
Capability Assurance Program (CAP 2) for upgrade of the38PData
Management and StoredManagement Systems would have timelines
conducive to use of theyStems Engineering Laboratory as part of the case
studies. The slow progress of the CAP program through the higher level
Defence Committees, however, made such a proposal tenuous and ultimately
untenable as the CAP 2 program had not achieved First Passvap in

2010 and was only approved in late 2013 (well over six years late to get to
First Pass) With the shift to the resulting joint fires focus in the research, the
author conducted comparisons between ongoing Australian projects to
validate the codeof best practice. Tenix FX0119A001A20 (2007) was
developed by the authass the framework until the code of best practies
developed for conduct of the Cross Sectional Studigte that given the wide
ranging strategies for-B Accord projects an egpimental approacthad
hopedto be formulated to investigate numerous dependent variables with the
systems engineering and experimentation approaches instituted by3the P
Accord Integrated Project Team. This garoblem also gained significant
insights fom the NATO RTO FT3 Panel project initiated by the author and
from TTCP involvement. The author also investigated use of NTPS to
determine if the methods proposed are appropriate to flight testauther

also sponsored, via Tenix and now the RAABSG and Lockheed Martin,

the Concept to Creation (C2C) Programith the Northern Advanced
Manufacturing Industry Group (NAMIG)) anExperimental Genesis

Uninhabited Air Vehicle Challengand leadership programvith numerous
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senior high schools participatingnd over 100 students every year
Concept2Creatio(R007).

1.4 Delimitation and Assumptions

Note that thighesisis derived from research primarily based on unclassified, open
sources. The results are unclassified, publically releasablegiaed the novity
associated with concepts and new approach useddthept necessarily represent the
extant official views of the Air Force, the Department of Defence or that ofesity of
SA, as yet. br those readers who are interested in the fuller contexheofviews
expressed or the references used, an original of T28@5) can be sought from UniSA
or copies of that and the key references themselves can be foundaat thehwelbsibes

used during the course of the PhD reseatelww.maltutty.com The author gratefully

acknowledges that this website was developed raathtained by 3 T O dVeapons
Systems Division staff to aieh the exchange of information with the many national and
international participants. Ahe behest of the Instityteopies of the significant papers

and presentations by the author have also been included in the enclosures.

The conclusions and results of the research should also be unclassified. Other
classified work was generated exteniiaut iswasnot central to the thesis itselSuch

work has been referenced, but not included.

The extant Asystems engi nan@& implemgriatioh r a me
status determined for contemporary standards of ANSI/EIA STO{B32), ISO 15288
(2008), I1ISO 122072008) the Capability Maturity Model Integrated modat CMMi
(2000) needs to be established to ensure requirements traceability and applicability to
ADF aerospace weapon systems. The recommended systems engineering approach used
by INCOSESE HandbooK2000, (2005 and(2011) as well as Hari & Crople2007)
wereconsidered.

The proposed standards and best practice should also be suitable, with minimum
tailoring, for the development of mission amsdfetycritical software for use with
network-enabledair-armament

The distinguishing characteristics of the research proposed to collect the necessary
data are that successful outcomes are based on the approach established by Cropley and
Harris (Undated) for UniSA EEET 5018 (2006) and Leedy @nmurod (2001 Table-3,

p.102) andZ013)
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15 Risks.

One of the original major risks identified in the Research Proposal at Tutty (2008)
was that the validation of the aerospace mission system models was originally relying on
Def encesd dled forvthe Cynmenwdalth coiuAustralia (20063FCAP 2
initiatives. This has been ameliorated as discussed earlier by monitoring the performance
of the emerging joint fires related project activities and the use of subsequent Air Force
postings involved wh capability management, development and acquisition. The Tenix
- C2C Program Concept2Creation (20@F¢nesis Uninhabited Air Vehicle Challenge
with several senior high schools participating under the Northern Advanced
Manufacturing Industry Group (NANB) provided an ongoing opportunity to investigate
the proposed code of best practice for mission systems, albeit with high school student
who may not have the maturity or cognitive abilities developed to be fully representative.
Support for use of the NAJ RTO, NTPS and TTCP to coordinate and investigate the
proposed code of (best) practice and model was also made available from the ADF and
DSTO.

The case studiesre key to the research findings. In a classic experiment
something new is developed and thead in casestudies, whereas as noted earlier, in
this research the framework developed with the author through these experiences, each
adding to the -ilnasa aadv adselsdremairfed ankgwatt tinh o r
these applications which mdahe framework did not have unconstrained usage. Joiner
(2015) also highlightsthat, in the case of this researdhese risk factors can be both a
strength in the robustness of the framework and a limitation in the wider communities
ability to apply the framework without the author. These risk factors will be

acknowledged where appropriate in the thesis.

1.6 Structure of the Thesis

After drafting the thesis outline accordingly, discussiaith academic stafénd
t he aut hor thdicatedulapte rtvh s oast hor 6s i dea to al
use of the capability preparedness levels was worthwhile and that is the appro&th used.

Consequently, the thesis is structured as follows:

21 Each part and section chapter therefore effectively develops the preparedness of the
research conceptual model and the JAIME CODEXx. Although somewhat artificial in that
the author would have liked the NATO V&V to have also been accomplished and will

have to be done separately.
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VOLUME |
PART I: MOTIVATION
CHAPTER 01 Preface
CHAPTER 117 Introduction
PART II: WHAT IS THE RESEARCH PROBLEM
CHAPTER 21 Traditional Approaches: Review of the Relevant Literature

CHAPTER 3 7 Current capability management approaches, Systems Engineering,
Interoperability and Experimentation Practices

PART llIl: WHA T WAS THE DATA COLLECT ION
CHAPTER 41 Interpretative data gathering
CHAPTER 5 - SoSmeasuring now

PART I'V: AN AUSTRALIAN SOLUTION TO RESOLVE THE RESEARCH
PROBLEM

CHAPTER 6 - Complex adaptive systems and joint fires military capabilities

CHAPTER 7 - Confidence in our future: T&E and JAIME Code of Best
Practice for Test, Experimentation & Certification Model

PART V: WHY ITWORKS AND 6SO WHATS®

CHAPTER 8 i Operational Capability Framework & JAIME CODEXx Validation
and Verification Case Studies

CHAPTER 9 - Conclusions
PART VI: &ANOW WHAT 6

CHAPTER 10 - Recommendations and Further Work

VOLUME Il
Includes all the published papers and presentations as Enclosures.

Within each part and chapter of the thesis Volume | there are sections and
paragraphs. Volumé includesthe requiredsupplementary artefacteade during the
course of the research. @imany other papers and presentatiesavailable at all the

organising committee/conference venues/websites and collecteghatmalkutty.com

under O6Ref erenceso6, t he author beli eves t¥

1) the research starting point from Tutty (2005) and even presentations while the Ethics

Review Committee duly considered the program of work:
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2) the intial presentations which were necessarily wide ranging given the breadth of the
subject (i.e., how we should fight wars in the Information Age) to determine the
interest in the proposed research and other research programs internationally:

3) determinehte priority research areas; and

4) finalise key research areas and how best to articulate the research findings for the

intended audiences to achieve the desiredetfedt with both: Defence and academia.

Note that each and every slide in Volume Wé&an attribution to the organisation

involved in sourcing the concept/finding via an image on the ,sladke the
Acknowledgements Slide as well as Tutty (2014). In later presentations, the
authords own original wor KIAIMEO Taa ssnoa nhiiagnh

Devil 6 i mage which i ncl u-tirescefieggsp!| i cati on

1.7 The Contribution to Knowledge.

In keeping with the de Geud 9 8 8 ) concept of ,Kpdhtanni n
(2004) capability experimentation and Commonweath Australia (2007
doi ngo  shisrthedisehasiaeheved its syntheses from learning through grounded
theory and experimentatiomith the proposed approach with critical review by national
and international subject matter experts and afseeveral diverse&ase studies. The
author makes three major contributions to address the issues identified: a capability
preparedness evaluation framework, formulation of preparedness levels and a code of
practice. Four case studies have validated that contributions can substantially
ameliorate key aspects of the problemhe author shes how joint fires application
which include systems andSoS that ardancreasingly usingcomplex and potentially
adaptive systemseed a change in approagsing aFamily of SoS model for assessing
the risks and more importantly the confidence that commanders and stakeholders can use
to visualse and understand the alternatives better that reflects how joint task forces
armaments are technically certified and operstily used.

The submission of this thesis takes the reader on most of that journey but, one
hopes, in a much shorter timeframe: such are the benefivofglearningas anactive

doing and experimentation culture
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There is nothing more necessary to the man of science than its history, and the logic of discovery.
The way error is detected, the use of hypothesis, of imagination, the mode of testing.
Lord Acton, 1890
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PART I

WHAT IS THE RESEARCH PROBLEM?
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Chapter 2

Traditional approaches: review of the relevant literature

U

At that time [in 1909] the chief engineer was almost always the chief test pilot as well.
That had the oO6fortunate resultd of eliminat

Igor Sikorsky, legendary US Helicopter designer and tester

2.0 Background

Tutty (2005) covered the issues with certifying aircraft stores capability at that
time and, as the author candidate does not plan to go over the same ground again except
to note tindamental changes that required further research and investigation: as there are
simply so many exciting things happening in the research area proposed, that such a
strategy was unwarranted. The Executive Summary for that research set the context and

stating point of this work as follows:

filn recent years there has been pofessienob| uti onary
arms. The shift has occurred away from the platform-centric view popularised by the

politicians and media as to how many tanks, planes and boats are needed for the

defence force, to that of a capability management construct that is to be network-

centric, interoperable and effects-based. This is achieved by treating the military

capabilities to achieve those end-effects as families of systems that need to be

managed across the whole life cycle. The ability to undertake predictive modelling

and simulation of the capabilities options available to a joint force commander to

achieve the desired end-effects in the time available means that network-centricity is

vital to capability development, as it is to those undertaking the combat operations.

The level of interoperability for network-enabled aircraft stores capabilities that are
based on aircraft stores configurations certified by nationally recognised airworthiness
bodies needs to, however, mature beyond such a technical emphasis to one of a
people emphasis by addressing the command and control, and organisational
elements to achieve certification of interchangeable aircraft stores capabilities at
acceptable levels of risk during concept development, capability definition, acquisition
and in-service phases. The current initiatives of the Air Standardization Coordinating
Committee member nations é chsaveral key commercial standardisation
organisations that will affect how future aerospace weapon systems will be integrated,
to achieve interoperability between joint, allied, and coalition forces will be critically

reviewed and options discussed to increase awareness of the challenges facing us.
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