
The profession of arms in the Information Age: 

operational joint fires capability preparedness in a small-world  

 

Malcolm G. Tutty  

A thesis submitted for the degree of Doctor of Philosophy 

Defence and Systems Institute 

School of Electrical and Information Engineering 

University of South Australia 

Mawson Lakes, South Australia 5095 

1 July 2015



Page ii  of xxvi 

_______________________________________ 

Submitted for Examination 

1 July 2015 

Revised Edition Addressing Examinersô Comments 

1 January 2016 

_______________________________________ 

Principal Supervisor: Associate Professor David Cropley 

Co-supervisor: Professor Stephen Cook 

 



Page iii  of lxx 

TABLE OF CONTENTS 

TABLE OF CONTENTS ..................................................................................................... III  

LIST OF FIGURES .......................................................................................................... VIII  

LIST OF TABLES .............................................................................................................. XII  

AUTHORôS DECLARATION ......................................................................................... XIII  

ABSTRACT ........................................................................................................................XV  

DEFINITIONS AND GLOSSARY OF TERMS ............................................................ XVII  

ABBREVIATIONS ........................................................................................................ LXIII  

DEDICATION ................................................................................................................ LXIX  

ACKNOWLEDGEMENTS ............................................................................................. LXX  

Preface  .......................................................................................................................... 3 

What was the research problem. ............................................................................................ 4 

Why do conventional approaches not address this well. ....................................................... 4 

Personal Motivation. .............................................................................................................. 8 

Chapter 1   Introduction  .................................................................................................... 11 

1.0  Background ................................................................................................................... 11 

1.1  Complexity. ................................................................................................................... 17 

1.2  The Research Problem .................................................................................................. 18 

1.3  Research Method .......................................................................................................... 20 

1.3.1  Approach used. .......................................................................................................... 20 

1.3.2  Research Schedule. .................................................................................................... 21 

1.3.3  Research methodology and rationale ......................................................................... 21 

1.3.4  Sub-Problems ............................................................................................................. 21 

1.3.5  Research Design. ....................................................................................................... 24 

1.4  Delimitation and Assumptions ...................................................................................... 28 



Page iv of lxx 

1.5  Risks.  ........................................................................................................................ 29 

1.6  Structure of the Thesis .................................................................................................. 29 

1.7  The Contribution to Knowledge. .................................................................................. 31 

Chapter 2  ............................................................................................................................ 35 

Traditional approaches: review of the relevant literature ............................................. 35 

2.0  Background ................................................................................................................... 35 

2.0.1  Enterprise Context ..................................................................................................... 41 

2.0.2  Aerospace Mission Systems Context ......................................................................... 44 

2.0.3  Operational Capabilities Context ............................................................................... 45 

2.0.4  International Perspective ............................................................................................ 47 

2.1  Capability development, management and preparedness ............................................. 50 

2.2  Effects-based operations ............................................................................................... 51 

2.3  Network-enabled operations ......................................................................................... 55 

2.4.  Key Concepts for Network-enabled Operations. ......................................................... 56 

2.6  Environmental Constraints and Challenges .................................................................. 62 

2.6.1  The Australian Defence Organisation ........................................................................ 62 

2.6.2  Complexity of the Australian Defence Organisation ................................................. 63 

2.6.3  The Revolution in Military Affairs ............................................................................ 65 

2.6.4  The Defence Culture .................................................................................................. 67 

2.7  Future Threats. .............................................................................................................. 68 

Chapter 3   Current capability management/preparedness approaches, risk 

management, systems engineering, test and evaluation, interoperability and 

experimentation practices ................................................................................................. 72 

3.0  Background on Australian Military Avionic System Capabilities ............................... 72 

3.1  Australian Defence Capability Management ................................................................ 74 

3.2  Defining capabilities in the US military ....................................................................... 77 

3.3  UK Defence Lines of Development .............................................................................. 81 

3.4  Capabilities over time. .................................................................................................. 81 

3.5  Future Operational Concepts. ....................................................................................... 85 

3.6  Capability Development ï and the óProblem Definition Spaceô in Defence ................ 89 



Page v of lxx 

3.7  Capability Preparedness ................................................................................................ 94 

Chapter 4   Interpretative Data Gathering .................................................................... 103 

4.0  Background ................................................................................................................. 103 

4.1  Complex adaptive systems and networks 101 ............................................................ 105 

4.2  Initiatives in Military Experimentation. ...................................................................... 112 

4.3  TTCP GUIDEx (2006) ................................................................................................ 113 

4.4  Relevance of Joint Fires becomes central to the research .......................................... 116 

4.5  Joint Fires TTPs criteria are óreverse engineeredô. ..................................................... 118 

4.6  Use of Modelling & Simulation .................................................................................. 119 

4.7  Test Range and Training Area network-enabling. ...................................................... 122 

4.8  Exploring the new world of Capability Preparedness. ............................................... 124 

4.9  Interpreting Probabilities and Terminology. ............................................................... 125 

Chapter 5   SoS measuring now ...................................................................................... 131 

5.0 Background .................................................................................................................. 131 

5.1 Measurement Refresher. .............................................................................................. 132 

5.1  Capability Maturity Models ........................................................................................ 136 

5.1.1  CMMi. ...................................................................................................................... 136 

5.1.2  DMO Project Maturity Scores ................................................................................. 137 

5.2  Test and Experimentation during acquisition versus in-service sustainment cultures 142 

5.3  Net-ready Key Performance Parameters and other information certification 

conundrums  ...................................................................................................................... 143 

5.4  Aircraft SoS Case Studies: Defencesô óNewô Material Acquisition and Sustainment 

Agreement (MAA/MSA) cultures ..................................................................................... 145 

5.4.1  Aircraft Stores Compatibility. .................................................................................. 146 

5.4.2  AP-3C Orion and E-7A AEW&C SoSs ................................................................... 148 

5.4.4  IED ECM Case Study .............................................................................................. 174 

5.5  Complex adaptive systems characterisation and agility ............................................. 187 

Chapter 6   Complex adaptive systems and joint fires capabilities ............................. 195 

6.0  Introduction. ................................................................................................................ 195 

6.1  Joint fires operational concepts ................................................................................... 196 



Page vi of lxx 

6.2  Future ADF Joint Force Operational Concepts .......................................................... 207 

6.3  The use of Simulation in an Integrated Mission Environment (IME) ........................ 213 

6.3.1  Air Force intentions for the Defence Synthetic Environment. ................................ 215 

6.3.2.  Australian Defence Synthetic Environment Intentions. ......................................... 216 

6.3.3.  Australian S&T for simulation and LVC. ............................................................... 218 

6.4  Network-enabled weapons .......................................................................................... 218 

6.4.1  Performance monitoring of ADF weapons .............................................................. 219 

6.4.2  Training Areas and Test Ranges .............................................................................. 220 

6.4.3  Managing Cognitive Complexity............................................................................. 221 

6.5  Time-criticality, synchronisation and optimisation .................................................... 224 

6.5.1  Background .............................................................................................................. 224 

6.5.2  The Importance of Time .......................................................................................... 224 

6.5.3  Time sensitive factors .............................................................................................. 227 

6.5.4  Implications for Operational Capability Preparedness P6 framework. .................... 228 

Chapter 7  Confidence in our future: the operational joint fires capability 

preparedness framework and the JAIME CODEx ...................................................... 229 

7.1  Background ................................................................................................................. 229 

7.2.  Initiatives in Military Experimentation. ..................................................................... 236 

7.3.  TTCP GUIDEx (2006) ............................................................................................... 237 

7.4  Introduction to the JAIME CODEx ............................................................................ 238 

Reactions to the JAIME CODEx Versions 1.1 and 1.4. .................................................... 250 

7.5.  JAIME CODEx LAYOUT ........................................................................................ 258 

7.6  Proposed Rules of Engagement for the development and maintenance of the            

JAIME CODEx .................................................................................................................. 259 

7.7  Future Test and Training Paradigms. .......................................................................... 259 

7.8  One Approach ............................................................................................................. 263 

Chapter 8   Operational capability framework and JAIME CODEx Validation                

and Verification: results of the grounded theory and Case Studies............................ 279 

8.0 Background .................................................................................................................. 279 

8.1 Method of Validation and Verification ........................................................................ 280 

8.1.1  The Grounded Theory continued ... ......................................................................... 280 



Page vii  of lxx 

8.1.2.  Historical Kinetic Effects ï ASC Case Studies Implications ................................. 287 

8.1.2.1  Aircraft Stores Compatibility. ............................................................................... 287 

8.1.2.2 Woomera Test Range. ............................................................................................ 288 

8.2  SoS Capability Framework V&V: Aircraft and FPECM SoS Case Studies:  

Availability from DMO and Serviceability in the Fleet .................................................... 291 

8.3  What needs to be done and the use of Factor Analysis .............................................. 294 

8.4 Experimental CODEx V&V ........................................................................................ 295 

Chapter 9   Conclusions ................................................................................................... 298 

Chapter 10  Recommendations and further work  ........................................................ 312 

10.1  A call to arms ............................................................................................................ 312 

10.2  Recommendations ..................................................................................................... 312 

10.3  Further Work ............................................................................................................. 317 

REFERENCES .................................................................................................................. 324 

ABOUT THE AUTHOR ................................................................................................... 365 

ANNEX A PROPOSED NATO STO óRULES OF ENGAGEMENTô FOR A-1 

APPROVING & MAINTAINING THE JAIME CODEx / STANAG 7068 

ANNEX B RECOMMENDED JAIME KEY PERFORMANCE AND HEALTH  B-1 

INDICATORS 

ANNEX C ASSIGNMENT OF JOINT FIRES OPERATIONAL AND TECHNICAL C-1 

AUTHORITY AND CATEGORISATION 

 

VOLUME II CO NTENTS 

SUPPLEMENTARY ARTIFACTS : 

1. Research Poster 2015 

2. JAIME CODEx V2.0 

3.  JAIME CODEX V2.0, The Tests 

4.  Risk-Yin and Confidence-Yang Assessment Model for JAIME CODEx V2.0 - PhD 

FoS and SoS Tool and Case Studies 

5.  JAIME Armament Systems Compatibility Plan V2.0 

6.  Doctoral Thesis Submission Presentation, The profession of arms in the Information 

Age:  operational joint fires capability preparedness in a small-world, 1 July 2015 



Page viii  of lxx 

LIST OF FIGURES 

Figure Definitions 1.  Deterministic Maximum Energy Boundary and Probabilistic 

WDAs and a Training/Test Range Boundary. 

Figure Definitions 2.  (UK) System Readiness Levels. 

Figure 0.1.  Australian Defence Business & Output Model. 

Figure 1.1.  The 11 World Changing Technologies. 

Figure 2.1.  Knowledge Abstraction of Network-enabled and the associated Military 

Representation of Operations. 

Figure 2.2.  Logical Models of óSensorô, óDecision makerô Information and óShooterô 

Engagement Grids of network-centric information flow. 

Figure 2.3.  Physical OV-1 model of óSensorô, óDecision makerô Information and 

óShooterô Engagement Grids of network-centric information flow. 

Figure 2.4.  Traditional Project Management óIron Triangleô of Cost, Schedule and 

Performance trade-off. 

Figure 2.5.  The military experimentation process of Alberts and Hayes (2002) and 

traditional T&E Maturity Model. 

Figure 2.6.  Network Centric Warfare architecture. 

Figure 2.7.  Network-Centric Warfare and the Physics-Information-Cognitive-Social 

(PICS) Domains. 

Figure 2.8.  Application of the Art & Science of War and the ñPICS Domains of 

Warfareò. 

Figure 2.9.  Intelligence óSurpriseô Examples from history since WWII. 

Figure 2.10.  Technology change opportunities and implications for future threats. 

Figure 2.11.  Contemporary future military óthreats. 

Figure 2.12.  Where is technology taking us. 

Figure 2.13.  Summary of Threats.  

Figure 3.1.  Australiaôs Capability Systems Life Cycle. 

Figure 3.2.  US Capabilities described with integrated architectures. 

Figure 3.3.  Evolution of the US Department of Defense acquisition framework. 

Figure 3.4.  SoS and LVC interaction during US Department of Defense acquisition 

development process. 

Figure 3.5.  Current US Department of Defense acquisition process in detail. 

Figure 3.6.  Capabilities based Enterprise, FoS, SoS and systems/component level. 

Figure 3.7.  FIC & Fundamental Outputs of Capability Effectors Criteria. 

Figure 3.8.  Australiaôs NCW Roadmap. 

Figure 3.9.  US LISI Model and Interoperability Attributes.  

Figure 3.10.  Components of Australiaôs Military Capability. 

Figure 3.11.  Defence Enabler and Operations Functions. 

Figure 3.12.  Defence Preparedness Requirements, Functions and Capabilities.   

Figure 3.13.  The Preparedness views on the Cycle of Capability. 



Page ix of lxx 

Figure 3.14.  The Air Force Capability Management System Framework. 

Figure 4.1.  System-of-systems Views. 

Figure 4.2.  Complex System-of-systems views. 

Figure 4.3.  Experimentation implications on capability replacement time. 

Figure 4.4.  Warfighting Experimentation Framework. 

Figure 4.5.  Recommended Representation of the [Australian] Defence Synthetic 

Environment ï Management of Capability. 

Figure 4.6.  Future Ranges & Test and Training Enabling Architectures - TENA and 

iNET Project. 

Figure 4.7.  Directed and Operational Levels of Capability Diagram. 

Figure 4.8.  Measuring Perceptions of Probabilities. 

Figure 4.9.  DMO Senior Design Engineers assessing adequacy of evidence to support 

certification. 

Figure 5.0.  Capability Management sponsorship and accountabilities for T&E 

Figure 5.1.  USAFRL ï ASCENG - DSTO F-111C ï PLOCAAS weapons bay active 

separation control DT&E at Woomera Test Range with an ASRAAM. 

Figure 5.2.  Tiger [Armed Reconnaissance Helicopter] ARH firing Hellfire during DT&E 

at Woomera Test Range. 

Figure 5.3.  Traditional, ónormalisedô Aircraft Stores Compatibility óRisk Tracking 

Chartô. 

Figure 5.4.  AP-3C Mission Systems in operations using the Tactical Common Data Link 

and Australian Special Forces using Rover III s. 

Figure 5.5.  Normalised Availability and Serviceability metrics against number of aircraft 

SoS. 

Figure 5.6.  Honour Systems Engineering RoI costs ï óPoorô Programs. 

Figure 5.7.  Honour Systems Engineering RoI costs ï óSuccessfulô Programs.  

Figure 5.8.  Woomera Test Range Hawke Review ï Indicative kinetic Weapon Danger 

Areas scenarios. 

Figure 5.9.  ISO/IEC 60825 Maximum Permissible Exposure levels and times for typical 

wavelength lasers - note the scale for MPE and especially for Exposure times. 

Figure 5.10.  Range Safety: Composite Non-Kinetic EM Danger Areas and deterministic 

Electronic LOS / Horizons for three JP 3024 scenarios.  

Figure 5.11.  Australian ASLAV FPECM system-of-systems óin-useô during Operation 

SLIPPER in Iraq and Afghanistan. 

Figure 5.12.  FPECM CMD&V Systems Engineering & Certification strategy: 

Organisational responsibilities. 

Figure 5.13.  ADF Up Armoured Land Cruiser 200 Sports Utility Vehicles and FPECM 

systems in-use during Operation SLIPPER in Kabul December 2013. 

Figure 5.14.  Australian Bushmaster and UK Foxhound FPECM system-of-systems 

interoperability trials during Operation SLIPPER in Afghanistan 2014. 

Figure 5.15.  NCW Maturity Model. 

Figure 6.0.  Joint Fires Conops ï Systems, SoS and FoS relationships during a Joint Task 

Force Mission Scenario. 



Page x of lxx 

Figure 6.1.  JAIME CODEx Joint Fires Operational Framework for Operations, Training, 

Experimentation and Test ï conventions for Regions of Significant 

Influence. 

Figure 6.2.  JAIME CODEx 3D Probability Distribution Function, resulting 2D PWDAs 

for Reduced-estimate distance and NATO Allied Range Safety Publication. 

Figure 6.3.  Military systems, system-of-systems, (SoS) and JTF Family of SoS (FoS). 

Figure 6.4.  Stable and Complex, and potentially non-linear, Systems, óat the edge of 

chaosô and Perrows Quadrant Implications for C2 / Social Domains. 

Figure 6.5.  The key US Joint Test & Training Context and Integration Architecture for 

any Coalition Synthetic Battlespace.  

Figure 6.6.  US Distributed Modelling & Simulation - LVC operational views via C4ISR 

Interoperability Test and Evaluation Capability (InterTEC). 

Figure 6.7.  The US Joint T&E Methodology framework. 

Figure 6.8.  The Conops for the Woomera Test Range Remediation under JP 3024. 

Figure 6.9.  DSTO BLACK SKIES and Exercise PITCH BLACK 2010 Training 

Effectiveness research - Tactical Control Centre and óWhite Forceô set-ups. 

Figure 6.10.  Disciplined Test Approach for kinetic and non-kinetics effects. 

Figure 6.11.  JMETC and test planner views on distributed testing. 

Figure 6.12.  US SIMAF overview and Capability Focus Areas. 

Figure 6.13.  Australian Training Areas and Woomera Test Range Connectivity. 

Figure 7.0.  JAIME CODEx Experimentation, T&E and Certification phases. 

Figure 7.1.  JAIME CODEx Systems Engineering and Safety phasings conducted fully in 

parallel. 

Figure 7.2.  Risk-reduction through a planned MIL -HDBK-1763 (1998) T&E program 

against time 

Figure 7.3.  JAIME systems, system-of-systems and Families of SoS (FoS) levels. 

Figure 7.4.  JAIME Operational Capability Preparedness P6 Framework. 

Figure 7.5.  JAIME CODEx Experimentation, T&E and Certification Conceptual 

Framework.  

Figure 7.6.  CPL óIron Pyramidô for People, Product, People and Price determinant of 

Figure 7.4 for conceptualising the Capability Outcomes. 

Figure 7.7.  a. Cross-section of the CPL óIron Pyramidô JAIME Capability Preparedness 

Conceptual Framework. 

Figure 7.7.  b. Cross-section of the CPL óIron Pyramidô at OLOC. 

Figure 7.8.  JAIME Weapon Danger Area RoSI Conventions for Yin Safety. 

Movie 1.    Joint Fires LVC animated view. 

Figure 7.9.  JAIME Mission Confidence RoSI Conventions for Yang continuous 

monitoring at the Misssion-level. 

Figure 7.10.  JIOR Concept. 

Figure 7.11.  JIOR Sites as of April 2014. 

Figure 7.12.  JMETC Sites as of April 2014. 



Page xi of lxx 

Figure 7.13.  Proposed ñOne Approachò Architecture for Remote Site non-kinetic and 

future kinetic cyber testing. 

Figure 7.14. EW-Cyber convergence. 

Figure 8.1.  JAIME CODEx SoS Case Study. 

Figure 8.2.  SoS Case Study implications. 

Figure 8.3. a. and b.  Risk-Yin and Confidence-Yang model (RACY) Model CPL output 

of LSPSPO Product and Emergent Properties. 

Figure 8.4.  RACY Model CPL Overview for LSPSPO. 

Figure 8.5.  The JAIME CODEx cover illustration. 

Figure Annex B.1.  Overview of the Operational Capability Preparedness P6 Framework. 

Figure Annex B.2.  Operational Capability Preparedness P6 Framework ï                         

People Schedule. 

Figure Annex B.3.  Operational Capability Preparedness P6 Framework ï                        

Product Schedule. 

Figure Annex B.4.  Operational Capability Preparedness P6 Framework ï                          

Process Schedule. 

Figure Annex B.5.  Operational Capability Preparedness P6 Framework ï                               

Price Schedule. 

Figure Annex B.6.  Woomera Test Range Operations/Flying Plan FY20/21 Example 

(Tasks/Activities against Weekly Timeline). 

Figure Annex B.7.   A FoS Parable ï A Spousal Capability Conops FIC and FOCs. 

Figure Annex B.8.  A FoS Parable - Spousal Capabilities Roadmap. 



Page xii  of lxx 

LIST OF TABLES  

Table Definitions 1.  The Normal Distribution. 

Table Definitions 2.  Comparison of Scientific Method and Test & Evaluation,  

Table 2.1.  Types of Experimentation and T&E. 

Table 2.2.  Summary of Effects-Based Operations. 

Table 2.3.  Hierarchy of complexity in defence force capabilities.  

Table 4.1.  US MIL -HDBK-1763 (1998) Ground & Flight Test Procedures Taxonomy. 

Table 4.2.  JAIME CODEx (2014) Kinetic and Non-Kinetic Mishap Probabilities.  

Table 4.3.  Contemporary Australian Intelligence community reporting probability 

descriptions. 

Table 5.1.  Process areas used in the People CMM.    

Table 5.2.  JAIME CODEX (2014) Kinetic and Non-Kinetic Mishap Severity Guidance. 

Table 5.3.  JAIME CODEX (2014) Operational Risk Matrix. 

Table 5.4.  JAIME CODEX (2014) National Approval Levels for Operations, Exercises, 

Training, Experimentation and Test. 

Table 5.5.  Ground Systems and Explosives Compatibility Criteria iaw MIL-STD-464. 

Table 5.6.  Indicative FPECM óTechnology Refresh/Cycle Timesô imperatives. 

Table 6.1.  Three level CAS emergence model with capability, acquisition and V&V 

Implications: key underpinnings of the JAIME concept and the CODEx. 

Table 6.2.  JAIME Capability Preparedness Levels simplified description. 

Table 7.1.  Capability Preparedness Levels and Expected Operations & Safety-criticality 

for Category A, B & C Systems (Yin) and objective for Mission Success 

Confidence-levels (Yang) that Commanders and Users need. 

Table 7.2.  CPL Word Descriptors for Yin-Danger and Yang-Confidence. 

Table Annex B.1.  Proposed Performance and Sustainment Framework. 

Table Annex B.2.  Proposed Core Key Performance Indicators. 

Table Annex B.3.  Recommended Core Key Health Indicators. 

Table Annex B.4.  Recommended CPL FIC People Schedule Criteria. 

Table Annex B.5.  Recommended CPL FIC Product Schedule Criteria. 

Table Annex B.6.  Recommended CPL FIC Price Schedule Criteria. 

Table Annex B.7.  Recommended CPL FIC Process Schedule Criteria. 

Table Annex B.8.  Recommended Top 100 CPL FOC Effects Criteria. 

Table Annex C.1.  Vehicle Armament Systems Types and Joint Fires Store Roles. 

Table Annex C.2.  Joint Fires / Store Role Classifications. 

Table Annex C.3.  Proficiency Categorisation of Joint Fires Personnel. 



Page xiii  of lxx 

AUTHORôS DECLARATION  

I declare that this thesis presents work carried out by myself and does not 

incorporate, without acknowledgement, any material previously submitted for the award 

of any other degree or diploma in any university or other tertiary institution by myself.  

To the best of my knowledge it does not contain any materials previously published or 

written by another person except where due reference is made in the text; and all 

contributions by others to the work presented including jointly authored publications, is 

clearly acknowledged. 

The thesis is drawn from unclassified, open sources.  To the best of the authorôs 

knowledge this proposal does not contain any commercial-in-confidence or classified 

material that is not cited and already in the public domain.  The Australian Department of 

Defence has reviewed the thesis and it has assessed the thesis as unclassified, suitable for 

public release.  The US Air Force has stipulated that prior to publication the Examiners 

are to be Five Eyes or North Atlantic Treaty Organisation (NATO) and to confirm that 

the thesis and JAIME CODEx are NATO unclassified and suitable for public release on 

behalf of NATO and the Five Eyes. 

Once this is confirmed, I give consent to this copy of my thesis, when deposited in 

the University Library, being made available for loan and photocopying, subject to the 

provisions of the Copyright Act 1968.  I also give permission for the digital version of my 

thesis to be made available on the web, via the Universityôs digital research repository, 

the Library Catalogue, and also through web search engines, unless permission has been 

granted by the University to restrict access for a period of time.  At the behest of the 

Institute, a comprehensive compilation of the significant papers and presentations 

published during the conduct of the research are included online at www.maltutty.com.  

The author gratefully acknowledges that this website was developed and maintained by 

the Defence Science and Technology Organisation Weapons Systems Division staff to 

aid in the exchange of information with the many national and international participants. 

Given the novelty associated with the Joint fires: Armament Integrated Mission 

Environment conceptual framework and the use of a ócode of practiceô for 

experimentation, test and certification to evaluate armament systems compatibility vice a 

military standard, the views expressed in this thesis do not necessarily represent the 

extant official views of Tenix, the Royal Australian Air Force, the Department of 

Defence, the Australian Government or the Five Eyes and NATO member nations, as 

yet.  With the success of MIL-STD-1763 over the last three decades in revolutionising 

the extent of compatibility for what would be considered today to be ócomplicatedô 

http://www.maltutty.com/


Page xiv of lxx 

aircraft stores configurations, and the degree of support I have received from key national 

and international subject matter experts during the research, the consensus is that we 

should expect that STANAG 7068 to be updated within the next decade accordingly.  We 

collectively believe that such an approach and the methods proposed will indeed be in 

use by our Five Eyes joint task forces in live, virtual and constructive network-enabled 

joint fires operations based on the framework devised and will significantly accelerate 

such an outcome becoming a reality much earlier than can otherwise be expected. 

The thesis aimed to contribute to the understanding as to what is required for such 

cooperation and the key areas of standardisation that will meaningfully address the safe 

use of complex, adaptive systems by the profession-of-arms in the Information Age.  I 

hope that you find that this has been achieved given the cooperation and the assistance 

given so freely to me by so many people during the research. 

 

 

 

 

 

 

 

Malcolm G. Tutty  MEng, BEng, CTEP, CPEng, MAICD, FIE(Aust), FRAeS 

Wing Commander 

Royal Australian Air Force 

Adelaide and Canberra, Australia / Kabul and Qargha, Afghanistan 

Student Number:  100011147 



Page xv of lxx 

ABSTRACT 

No accepted international framework exists to evaluate a task forceôs ability and 

preparedness to conduct operational missions against the many and increasingly varied 

threats in the Information Age.  This thesis aims addresses this deficiency by producing a 

conceptual framework that enables operational commanders, decision makers and users 

in the profession-of-arms to evaluate the potential operational capability military 

outcomes (to be both safe and successful in negating the threat) and resource utilisation 

during future network-enabled joint fires operations. 

The thesis presents a critical analysis of the relevant literature and asserts that by 

continuing to only treat the technical parts of the problems associated with conducting 

joint fires the insight and perspectives of operational commanders, key decision makers 

and users are being overlooked.  The progress made in systems thinking and engineering 

practice within Australia and the Five Eyes means, however, that opportunities exist for 

the Five-Eye nations to provide the modelling and simulation fidelity necessary to enable 

representative live-virtual-constructive environments for operational users to achieve 

operational control and undertake mission-rehearsal and experimentation.  These models 

could be used to better inform operational commanders on the preparedness of forces 

executing or proposing to exercise a concept of operations using key systems and system-

of-systems to counter the threat(s), increasing the commanderôs confidence in current or 

proposed actions. 

The research methodology used a grounded theory study which resulted in the 

collection of a wealth of information about a considerable number of perspectives and 

domain areas to determine the nature and impact of the problem, many of which required 

further research, and the surfacing of the various capability gaps or ópain pointsô.  Over 

300 subject matter experts provided significant insights on the study topic and helped 

identify where major research activities were already underway.  The overwhelming view 

of the subject matter experts was that experimentation or T&E of joint fires capabilities is 

not being routinely integrated at the joint task force and mission-level for effects-based 

operations using armament, and the data collected on joint fires activities rarely turned 

into information or understanding and is therefore wasted.  The insights gained were used 

to refine the problem statement and formulate a whole-of-life approach. 

The research makes three major contributions to address the issues identified: a 

capability preparedness evaluation conceptual framework, formulation of preparedness 

levels and a code of practice.  The thesis synthesises a new conceptual framework for 

determining armament systems compatibility using a joint integrated mission 

environment for armament force application and an associated methodology that provides 
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guidance and recommended practices to improve current adhoc practices when working 

with network-enabled complex SoSs.  The conceptual framework uses a NATO Code of 

practice for Experimentation, test and certification of network-centric complex adaptive 

armament systems employing kinetic and non-kinetic effects using a óJoint fires: 

Armament Integrated Mission Environmentô.  The grounded theory study used for the 

research makes a contribution to several areas of concern with the application of joint 

fires by our joint task forces in operations by fostering the rigour needed during 

experimentation, test and training so as to inform commanders and stakeholders with a 

level of confidence prediction based on quantifiable data as to which current and evolving 

threat(s) can be defeated. 

The thesis validates the conceptual framework using four major case studies to 

illustrate the utility of the methodology in different areas of concern and validates that the 

contributions can substantially ameliorate key aspects of the problem situation: traditional 

air-armament systems, a sensor and kinetic SoS, a test range upgrade, and non-kinetic 

ECM systems.  These studies informed the refinement of the methodology and 

recommended practice for use in the Five Eyes and NATO network-enabled armament 

environments.   

The use of such an ongoing, whole-of-life experimentation, test and certification 

approach is an absolutely vital underpinning in the Information Age to provide the 

scientific rigour necessary in amending the current NATO certification basis in STANAG 

7068 (2001) for future Five Eyes and NATO joint fires applications by our Joint Task 

Forces. 

The thesis identifies the extent of the problem that arises from the absence of an 

established methodology to evaluate military task force joint fires capabilities and 

outcomes in applying network-enabled armament.  The operational and technical 

framework, code of practice and preparedness levels will also have utility for assessing 

the confidence in all substantial system-of-systems where both successful outcomes and 

safety are paramount in defeating threat(s). 
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DEFINITIONS AND GLOS SARY OF TERMS 

Agents.  Individuals within an interacting population, each may have only limited 

freedom to react to their neighbours yet the behaviour of the whole (emergent) may be 

much more complex.  Collections of agents are sometimes called 'swarms'.  Agent-based 

models (ABMs) are central to complexity research. 

(Open) Air  Installed Systems Testbeds.  Ranging from small vehicles with pod-

mounted components or systems to large aircraft and ships designed for spread-bench 

installation and testing of sensors, EW and mission/avionic systems.  They permit the 

open air / flight testing of sensors, EW components, sub-systems, systems, or functions of 

avionic suites in early development and modification, often before the availability of 

prototype or production hardware.  After AGARDOgraph 300 Vol 28 (2012) 

Aircraft.   Man-made machines that fly.  This includes fixed and rotary wing 

aircraft/aeroplanes both inhabited and uninhabited. 

Aircraft Store.  Any device intended for internal or external carriage and 

mounted on aircraft suspension and release equipment, whether or not the 

item is intended to be separated in flight from the aircraft.  See also Store. 

Aircraft stores capability.  The capability provided by specified aircraft stores 

configurations which are certified to be airworthy and meets approved operational 

suitability, effectiveness and preparedness (readiness and sustainability) criteria. 

Aircraft stores certification.  An engineering, operational and logistics activity that 

results in the documentation by the Technical and Operational Airworthiness Authority 

Representatives and Capability Manager that specified aircraft stores configuration(s) are 

operationally suitable, effective and that the preparedness status of the established 

integrated logistics support meets the endorsed Operational Requirement for the aircraft 

stores capability.  Formal approval for authorisation and Release to Service of an aircraft 

stores configuration is accomplished through publication of appropriate technical orders 

and manuals and the provision of training in use of the systems. 

Aircraft Stores Certification  Engineering Data-package. A document that, for 

specified aircraft stores combination, documents all stores and aircraft CEDPs covering 

all engineering and operational aspects relevant to aircraft stores compatibility in 

accordance with MIL -HDBK-1763 (1998) as a source for production of technical orders.  

An ASCEDP is requested for all State aircraft stores combinations. 

Aircraft Stores Clearance.  Primarily a systems engineering activity used in most Five 

Eyes and NATO countries to formally document in a Flight Clearance, or similar 

http://www.calresco.org/automata.htm


Page xviii  of lxx 

document, the extent of aircraft stores compatibility within specified ground and flight 

operating envelopes determined by the Technical Airworthiness Authority typically at the 

Engagement and System-of-systems (SoS) level. 

Aircraft stores compatibility .  The ability of each element of specified aircraft stores 

configuration(s) to coexist without unacceptable effects on the physical, aerodynamic, 

structural, electrical, electromagnetic [, optical] or functional characteristics of each other 

under specified ground and flight conditions typically at the Engagement and System-of-

systems (SoS) level.  NATO AAP 6 (2010) 

Aircraft Stores Configuration.  An aircraft stores configuration refers to an aerospace 

platform, incorporating a stores management system(s), combined with specific 

suspension equipment and aircraft store(s) loaded on the aircraft in a specific pattern.   

An aircraft stores configuration also includes any downloads from that specific pattern 

resulting from the release of the store(s) in an authorised employment or jettison 

sequence(s) [typically at the Engagement and System-of-systems (SoS) level]. 

Aircraft Stores Compatibility Flight Clearance.  A document issued by the Technical 

Integrity / Airworthiness Authority that explicitly defines the extent of aircraft stores 

compatibility to safely prepare, load, carry, employ and/or jettison specific aircraft stores 

configurations within specified ground and flight operating envelopes.  This document is 

a mandatory basis required by most Five Eyes and NATO nations for release to service of 

the aircraft stores configurations.  Australiaôs DI(G) OPS 2-2 (2010) states, for example:  

ñBefore any aircraft stores configuration may be flown, an aircraft stores compatibility 

[flight] clearance, authorised by the ADF Technical Authority Regulator (or delegate) is 

required.  The Operational Airworthiness Authority is responsible for developing 

operational procedures and revising training programs to integrate the store in to the 

operating system.ò  The ADF TAR has delegated the responsibility for approval of 

ASCENG Flight Clearances to Director [now CO] ASCENG at AOSG in accordance 

with AAP 7001.053 (2003 Regulation 1 Annex A and Regulation 3.5.9) 

Analogy.  A form of reasoning in which similarities are inferred from a similarity of two 

or more things in certain particulars.  Analogy plays a significant role in problem solving, 

decision-making, perception, memory skills, creativity, explanation, emotion, and 

communication.  It is both the cognitive process of transferring information from a 

particular subject (the analogue or source) to another particular subject (the target), and a 

linguistic expression corresponding to such a process.  In a narrower sense, analogy is an 

inference or an argument from one particular to another particular, as opposed to 

deduction, induction and/or abduction where at least one of the premises or the 
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conclusion is general.  The word analogy can also refer to the relation between the source 

and the target themselves, which is often, though not necessarily, a similarity, as in the 

biological notion of analogy.  Tutty (2005) 

Armament.  Force equipped for war, military weapons and equipment, process of 

equipping for war.  Concise Oxford Dictionary (1964) 

Armament Systems Certification  Engineering Data-package (ASCEDP).  A 

document that, for specified armament systems combinations, documents all stores and 

vehicle/aircraft CEDPs covering all engineering and operational aspects relevant to ASC 

in accordance with the JAIME CODEx as a source for production of technical orders.  An 

ASCEDP is requested for all State armament systems combinations. 

Armament Systems Compatibility .  The ability of each element of specified armament 

systems configuration(s) to coexist without unacceptable effects on the physical, 

aerodynamic, structural, electrical, electromagnetic, optical or functional characteristics 

of each other under specified ground and flight conditions typically at the Engagement 

and JTF Family of System-of-systems (FoS) level. 

Armament Systems Compatibility Clearance.  Primarily a systems engineering activity 

used in most Five Eyes and NATO countries to formally document in a ASC (Flight) 

Clearance, or similar document, the extent of national and international armament 

systems compatibility, including aircraft stores, compatibility within specified national 

and international JTF Conops ground and flight/sea operating envelopes determined by 

the Technical Land / Air  / Seaworthiness / Space / Cyber Authority to establish Technical 

Integrity and Operational Control typically at the Engagement and JTF FoS level. 

ASC.  Depending on context: traditionally it has stood for Aircraft Stores Compatibility 

and now also refers to Armament Systems Compatibility.  The former is treated as a 

subset of the latter. 

Autonomy.  A form of system that can act independently, e.g. a robot.  Used in 

complexity to refer to active teleological agents rather than passive ones, i.e. agents with 

internal goals that can act differently in identical external circumstances. 

Availability .  The degree to which the services of a system or component (aka element) 

are operational and accessible when needed by their intended/authorised users.  In the 

context of security, availability pertains to authorised services/actions only, and the need 

for availability generates the requirement that the system or component is able to resist or 

withstand attempts at unauthorised deletion or denial of service, regardless of whether 

those attempts are intentional or accidental.  NDIA (2008), IEEE Std 610.12 (1990)  A 

http://www.calresco.org/automata.htm
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measure of the degree to which an item is in an operable and committable state at the start 

of a mission when the mission is called for in accordance with the Conops or at an 

unknown (random) time.  Operational Availability can be defined, when operated in an 

operational mission scenario, as:  

DowntimeTotalUptimeTotal

UptimeTotal

+
=A0      and        

.

.
0

prossessedsystemsofNumber

readysystemsofNumber
=A  

Avionic architecture.  An avionic architecture describes the form, fit, function, and 

interface characteristics of the hardware and software elements that characterise the 

airborne mission system.  Tutty (2005) 

Blind Buy.  An acquisition in which the identity of the acquirer and/or user(s) is 

intentionally concealed from the supplier.  Tutty (2014) 

Calibration [of models].  The process of adjusting numerical or physical modeling 

parameters in the computational model for the purposes of improving agreement with 

experimental data.  It is directed toward improvement agreement of computational results 

with existing experimental data, not determining the accuracy of the results.  Calibration 

affects óhow farô from the existing experimental data base one can make a prediction and 

still retain an acceptable level of confidence in the prediction.  Calibration does not 

generate the same level of predictive confidence as validation.  Tutty (2005) 

Capability.  Ability to implement power.  Tutty (2005)  A quality that enables the 

achievement of an outcome.  (ADF circa 2004)  In the Australian military context it is 

The power to achieve a desired operational effect in a nominated environment, within a 

specified time, and to sustain that effect for a designated period of time.  

Commonwealth of Australia (2012)  In US parlance it is the ability to achieve a desired 

effect under specified standards and conditions through combinations of way and means 

to perform a set of tasks.  CJCSM 3170.01 (2004)  In the UK it is the ability to execute a 

specified course of action that is defined by a user and is expressed in non-equipment-

based operational terms.  UK MOD (2010) 

Capability Preparedness Level.  (CPL)  Capability Preparedness is the capability for 

identified systems/SoS/FoS to respond to directed contingencies within a specified time 

frame for a given duration; it is a combination of the readiness and sustainability of the 

capability.  The CPL is a score from 0 to 10 for the demonstrated capability preparedness 

by demonstrating the frequency of occurrence for Operations and Safety-critical Systems 

/ SoS / FoS and the expected mission Confidence-levels have been met.  A SoS having a 

CPL 5 means that the Capability is now defined and has been certified as demonstrating 3 
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sigma variance for safety-critical systems and 90% confidence of mission successful by 

inspection, analyses and ET&E. 

Certification.   The end result of a process which formally examines and documents 

compliance of a product, against predefined requirements and standards, to the 

satisfaction of the certificating authority.  The act of issuing a certificate that provides 

assurance that an entity, including product, service or organisation, complies with a stated 

specification, standard or other equipment. 

Certification Basis.  The set of standards which define the criteria against which the 

design of aircraft, space, land or sea going vehicles or related equipment, or changes to 

that design, are assessed to determine their air/space/land/seaworthiness. 

Collateral Damage Estimation.  (CDE)  The unintentional damage or incidental 

damage affecting facilities, equipment or personnel. Occurring as a result of military 

actions directly against targeted enemy forces or facilities.  Such damage is not unlawful 

so long as it is not excessive in light of the military advantage anticipated from the attack.  

Intent is the key element in understanding the military definition as it relates to target 

selection and prosecution.  Note that military necessity along with distinction, and 

proportionality are three important elements of international law governing the use of 

force in an armed conflict.  Tutty (2013) 

Commonality.  A state achieved when groups of individuals, organisations or nations use 

the same doctrine, procedures and equipment.  NATO AAP 6 (2010) 

Compatibility.   The suitability of products, processes or services for use together under 

specific conditions to fulfil relevant requirements without causing unacceptable 

interactions.  NATO AAP 6 (2010)  The capability of two or more items or components 

of equipment or material to exist or function in the same system or environment without 

mutual interference; or capable of orderly efficient integration with other elements in a 

system.  Tutty (2005) 

Computation fluid dynamics.  (CFD)  CFD merges classical branches of theoretical and 

experimental science with use of numerical computation.  CFD simulations are used to 

improve understanding of fluid physics and to foretell the state of chemistry, such as 

turbulence and combustion.  In CFD simulations, the main sources of error are: 

insufficient spatial discretization convergence, insufficient temporal ódiscretisationô 

convergence, lack of iterative convergence, and computer programming.  Tutty (2005) 

Complex.  1. an association of related things often in intricate combination..2. a 

conjunction of varied contributing or interacting factors, elements, or qualities.ò 

http://www.calresco.org/cal.htm
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Interestingly, complex is listed as a synonym for complicated.  Websterôs Third 

International Dictionary of the English Language Unabridged. Chicago, IL: Britannica. 

1986. Vol 1. pp. 485 and 4 

Complexity.  The interaction of many parts, giving rise to difficulties in linear or 

reductionist analysis due to the nonlinearity of the inherent circular causation and 

feedback effects.  Calresco (2007) 

Complex System.  One not describable by a single rule.  Structure exists on many scales 

whose characteristics are not reducible to only one level of description.  Systems that 

exhibit unexpected features not contained within their specification.  Systems with 

multiple objectives.  Abbott (2009) 

Complex, Adaptive System.  (CAS)  A form of system containing many autonomous 

agents who self-organize in a coevolutionary way to optimise their separate values.  

Abbott (2009)  Systems made up of many densely interconnected but largely independent 

parts.  The dense interconnection allows multiple feedback loops that enable CAS to 

adapt and learn from experience.  Kelly & Balmaks (2010) 

Complexity Science.  The study of the rules governing emergence, the constraints 

affecting self-organisation and general system dynamics in nonlinear adaptive interacting 

systems. The study of the collective behaviour of macroscopic collections of interacting 

units that are endowed with the potential to evolve in time. 

Complexity Theory.  The study of how critically interacting components self-organize to 

form potentially evolving structures exhibiting a hierarchy of emergent system properties. 

Tutty (2011) 

Complicated.  1. marked by an interrelationship of diverse and often numerous parts, 

elements, notions, phases, or influences difficult of analysis, solution, or 

understanding..2. having many interconnected units: not simple or easy to fabricate or 

comprehend.ò  Websterôs Third International Dictionary of the English Language 

Unabridged. Chicago, IL: Britannica. 1986. Vol 1. pp. 485 and 4 

Concept.  n. a thought, idea, or notion, often one deriving from a generalised mental 

operation.  Tutty (2005) 

Confidence.  A state of being certain either that a hypothesis or prediction is correct or 

that a chosen course of action is the best or most effective.  Scientifically, a situation can 

only be judged after the aim has been achieved or not.  Confidence can be a self-fulfilli ng 

prophecy as those without it may fail or not try because they lack it and those with it may 

succeed because they have it rather than because of an innate ability.  Tutty (2012) 

http://www.calresco.org/cal.htm
http://www.calresco.org/perturb.htm
http://www.calresco.org/lucas/cas.htm
http://www.calresco.org/cal.htm
http://www.calresco.org/lucas/quantify.htm


Page xxiii  of lxx 

Confidence-level.  The percentage of all possible samples that can be expected to include 

the true population parameter.  If confidence intervals (a measure of the reliability of an 

estimate) are constructed across many separate data analyses or repeated (and possibly 

different) experiments, the proportion of such intervals that contain the true value of the 

parameter will match the Confidence-level.  The value is represented by a percentage so 

that we can say we are 99% confident that the true value of the parameter is in our 

confidence interval.  If a corresponding hypothesis test is performed, the Confidence-

level is the complement of the respective level of significance, i.e. 95% confidence 

reflects a significance level of 0.05.  In plain English, with a 95% Confidence-level, 

Operational Commanders should be 95% confident that a specific joint fires mission 

when acting as part of a JTF FoS can be successfully performed, i.e. there should be less 

than a 1/20 or 5% chance of mission failure.  It is a cumulative distribution function 

which describes the probability that a real-valued variable x with a given probability 

distribution will be found to have a value less than or equal to x.  In the case of a 

continuous distribution, it gives the area under the probability density function from 

minus infinity to x.  Importantly, it is meant to attribute uncertainty, rather than 

randomness, to the uncertain quantity.  The recommended CPLs establish a minimum 

threshold that can / should be set higher for individual armament systems and or by 

Commanders. 

Conops.  Concept of Operations.  A clear and concise statement of the line of action 

chosen by a commander in order to accomplish his mission. 

Constructive simulation.  The closed-loop force-on-force simulations employed by the 

modeling and simulation and military operational research communities.  Once designers 

choose the initial parameters, start the simulation, and run it to completion, there is no 

human intervention in the play of the simulation.  Analytic wargames sometimes use such 

simulations but the human intervention is essentially between runs.  In some quarters, the 

term constructive simulation is used to describe large scale Command-Post exercise 

(CPX) drivers. In the Five-Eye nations, the term is NOT used in this way and such tools 

would be considered to be Human-in-the-loop simulations.  GUIDEx (2006) 

Cooperation.  The idea that two agents can increase both their fitnessôs by mutual help 

rather than by competition.  This assumes that resources adequate for both exist, or are 

created by the interaction, and relates to synergy (synergic coevolution) and 

'compositional evolution'.  NATO AAP 6 (2010) 
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Countermeasures.  That form of military science that, by the employment of devices 

and/or techniques, has as its objective the impairment of the operational effectiveness of 

enemy activity. 

Countermeasures Dispensing System.  (CMDS)  A system that dispenses expendable 

countermeasures, such as chaff and flares.  

Credibility.  Results are worthy of belief and confidence.  The fundamental elements that 

build credibility include: 1) quality of the people involved, 2) quality of the physics 

models, 3) the V&V conducted, 4) uncertainty quantifications and sensitivity analysis.  

Oberkamf and Roy (2012) 

Critical Operational Issue.  (COI)   A key operational effectiveness or operational 

suitability issue that must be examined during T&E to determine the system capability to 

perform its mission.  A COI is normally phrased as a question to be answered in 

evaluating a systems operational effectiveness/suitability. 

Critical System.  A system determined to have such vital importance that its engineering, 

production, evaluation, sustainment, assurance, acquisition, and subsequent operation 

must be governed by focused system assurance activities.  Tutty (2011) 

Critical Technical Parameter/Issue.  (CTP/I)   A quantitative or qualitative parameter 

of system performance whose measurement is a principal indicator of technical 

achievement.  Critical technical characteristics must be testable, measurable and 

verifiable. 

Criticality .  A relative measure of the consequences of a failure mode and its frequency 

of occurrence. 

Cyber warfare.  Any action involving the use of the cyber domain characterised by the 

use of the electronics and the electromagnetic spectrum to store, modify and exchange 

data via networked systems associated physical infrastructure in order to attack an enemy, 

or impede enemy assaults.  US JP 3-12 (2014).  The relationship to EW and use of the 

EMS is pictorially shown below, Israel (2014). 

Danger Close.  The term included in the method of engagement segment of a call for fire 

which indicates that friendly forces are within close proximity of the target.  This is the 

region in which the Probability of Incapacitation (PI) criteria results in distances derived 

from US JMEMs where 1E-3 < Danger Close < 1E-1 that may be approved for 

Operational Commanders to use in combat.  (Tutty 2010) 

Demonstration.  An event to exhibit a prototype or explain an already known fact or 

observation.  May be a source of information for a decision, or may provide evidence or 

justification for further experimentation.  GUIDEx (2006) 



Page xxv of lxx 

Design Certificate.   A document provided by the authority responsible for the design of 

either a new type of technical equipment, a major upgrade to in-service equipment, or a 

design change to in-service equipment, which formally certifies that the offered design 

complies, with the exceptions quoted therein, with specified requirements and standards. 

Design Disclosure.  The provision of specified a priori design documentation, 

procedures, qualification and test reports of known provenance from which airworthiness 

and the extent of aircraft stores compatibility can be determined.  The scope of the 

design, qualification and test data to establish the form, fit and functional characteristics 

and ensures the traceability of the aircraft and stores configuration and associated 

performance characteristics. 

Deterministic and Probabilistic Methods for RoSIs. 

o Deterministic methods determine the maximum possible range and area around a 

firing point for which it is possible for weapons, fragments or impact debris to pass 

or fall.  A Deterministic WDA is then derived for where this occurs under normal 

firing conditions on a specific range.  Importantly, the risk for a Deterministic 

WDA is not quantified, however, is qualitatively considered to be low. 

o Probabilistic methods use agreed risk management practices to allow the direct 

estimation of risk, and a comparison with a known acceptable risk criterion allows a 

WDA to be determined. 

Dialectic.  A method of argument, also called dialectics or the dialectical method, which 

has been central to both Indic and Western philosophy since ancient times.  The word 

"dialectic" originates in Ancient Greece, and was made popular by Plato's Socratic 

dialogues.  Dialectic is based on a dialogue between two or more people who hold 

different ideas and wish to persuade each other.  This is in contrast to rhetoric, which is a 

relatively long oration conducted by a single person, a method favored by the Sophists.  

Tutty (2011) 

DMO.  Defence Material Organisation - responsible for the ADF's acquisition and 

sustainment of major capital equipment and systems.  To be replaced by the Capability 

Acquisition and Sustainment Group (CASG), Commonwealth of Australia (2015). 

DMPI.  Desired mean point of impact ï a military euphemism traditionally called a threat 

or a target. 

Effects.  Are the physical, functional or psychological outcome, event or consequence 

that results from specific military or non-military actions.  A result or impact created by 

the application of military or other power.  Smith (2003) 
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Effects-Based Operations.  (EBO)  Coordinated sets of actions [in the cognitive 

domain] directed at shaping the behaviour of friends, foes, neutral in peace, crisis and 

war.  Smith (2003) 

Electromagnetic Compatibility .  (EMC)  The ability of systems, equipment, and devices 

that utilise the EM spectrum to operate in their intended operational environments 

without suffering unacceptable degradation or causing unintentional degradation because 

of EM radiation or response.  It involves the application of sound EM spectrum 

management; system, equipment, and device design configuration that ensures 

interference-free operation; and clear concepts and doctrines that maximise operational 

effectiveness.  

Electromagnetic Hardening.  Action taken to protect personnel, facilities, and/or 

equipment by filtering, attenuating, grounding, bonding, and/or shielding against 

undesirable effects of EM energy. 

Electromagnetic Interference.  (EMI)  Any EM disturbance that interrupts, obstructs, 

or otherwise degrades or limits the effective performance of electronics and electrical 

equipment. It can be induced intentionally, as in some forms of electronic warfare, or 

unintentionally, as a result of spurious emissions and responses, intermodulation 

products, and the like. 

Electromagnetic Pulse.  (EMP)  The EM radiation from a strong electronic pulse, most 

commonly caused by a nuclear explosion that may couple with electrical or electronic 

systems to produce damaging current and voltage surges. 

Electromagnetic Spectrum.  (EMS)  The range of all possible frequencies of 

electromagnetic radiation.  The "electromagnetic spectrum" of an object has a different 

meaning, and is instead the characteristic distribution of electromagnetic radiation 

emitted or absorbed by that particular object. 

Electronic Warfare.  (EW)  Any action involving the use of the electromagnetic 

spectrum or directed-energy to control the spectrum, attack an enemy, or impede enemy 

assaults via the spectrum.  It is a well-accepted warfighting discipline that operates in and 

across the physical and logical domains as shown pictorially below, Israel (2014). 

Emission Control.  (EMCON)   The selective and controlled use of EM, acoustic, or 

other emitters to optimise command and control capabilities while minimising, for 

operations security: a. detection, by enemy sensors; b. mutual interference among 

friendly systems; and/or c. enemy interference with the ability to execute a military 

deception plan. 

http://en.wikipedia.org/wiki/Spectrum
http://en.wikipedia.org/wiki/Electromagnetic_radiation
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Emergence.  System properties that are not evident from those of the parts.  A higher 

level phenomenon that cannot be reduced to that of the simpler constituents and needs 

new concepts to be introduced.  This property is neither simply an aggregate one, nor 

epiphenomenal, but often exhibits 'downward causation'.  Modelling emergent dynamical 

hierarchies is central to future complexity research.  Tutty (2011) 

Enabling System.  A system that complements a system-of-interest during its life cycle 

stages but does not necessarily contribute directly to its function during operation.                      

ISO/IEC 15288 (2008) 

Endogenous.  From the ancient Greek words ɜŭɞɜ (endon) meaning óinnerô or 

óinternalô) and gignomi meaning óto come to beô, refers to that produced, originating or 

growing from within, i.e. a closed system.  For example, in the simple supply and 

demand model, a change in consumer tastes or preferences is unexplained by the model 

and also leads to endogenous changes in demand that lead to changes in the equilibrium 

price.  Also indicates a correlation between parameter and the error term.  Loop of 

causality between the independent (x - input and cause) dependent variables (y = f(x)). 

Tutty (2012) 

Environment.  The natural (weather, climate, ocean conditions, terrain (land or water), 

vegetation, dust, etc.) and induced (electrical/electromagnetic, interference, heat, 

vibration, acoustic; illumination; chemical, biological, radiation; and battlefield 

conditions etc.) conditions that constrain the design solutions for consumer products and 

their life cycle processes.  An ñoperational environmentò includes the natural or induced 

environmental conditions, anticipated system interfaces, and user interactions within 

which the system is expected to be operated.  MIL-STD-810G (2010) 

Error.   A discrepancy between a computed, observed or measured value or condition and 

the true, specified or theoretically correct value or condition. (2) Human action that 

results in a fault.  Examples include omission or misinterpretation of user requirements in 

a specifications, and incorrect translation or omission of a requirement in the design 

specification.  A recognizable deficiency in any phase or activity of modelling and 

simulation that is not due to a lack of knowledge.  These are categorized by as either 

acknowledged (such as round-off error in digital systems and physical approximations 

made to simplify the modelling of a physical process) and unacknowledged (such as 

blunders and mistakes, such a programming errors).  AIAA G-077 (1998) 

Evaluation.  The review and analysis of quantitative or qualitative data produced during 

current or previous testing or operational usage, or combinations thereof, to determine the 

worthiness of the item tested or to aid in making systematic decisions.  DI(G) LOG 8-10 

http://www.calresco.org/emerge.htm
http://en.wiktionary.org/wiki/%E1%BC%94%CE%BD%CE%B4%CE%BF%CE%BD#Ancient_Greek
http://en.wikipedia.org/wiki/Endogenous
http://en.wikipedia.org/wiki/Economic_equilibrium
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(2010)  The process of determining, by whatever means, the quality of a concept or 

system of interest by comparing it against appropriate criteria or requirements.  When 

done practically or empirically, this is enacted by testing.  GUIDEx (2006) 

Evaluation Criteria.   Standards by which accomplishments of required technical and 

operational effectiveness / suitability characteristics, or resolution of operational issues 

may be assessed. 

Exercise. A simulated manoeuvre or operation involving [some or all of] planning, 

preparation, and execution (usually for the purposes of training).  GUIDEx (2006) 

Exogenous.  From the Greek words óexoô meaning óoutsideô and also ógignomiô, refers to 

an action or object coming from outside a system.  It is the opposite of endogenous, 

something generated from within the system.  In an economic model, an exogenous 

change is one that comes from outside the model and is unexplained by the model.  

Similarly, a change in the consumer's income is given outside the model.  Put another 

way, an exogenous change involves an alteration of a variable that is autonomous, i.e., 

unaffected by the workings of the model. In linear regression, it means that the variable is 

independent of all other response values.  Tutty (2012) 

Experimentation.   n. the act or practice of making experiments; a product that is the 

result of a long experiment.  In the scientific method, an experiment is a set of actions and 

observations, performed to verify or falsify a hypothesis or identify a causal relationship 

between phenomena.  The experiment is a cornerstone in the empirical approach to 

knowledge.  GUIDEx (2006) 

Explosive Ordnance.  (EO)  All  munitions containing explosives, nuclear fission or 

fusion materials and biological and chemical agents. 

Factor analysis.  A statistical method used to describe variability among observed, 

correlated variables in terms of a potentially lower number of unobserved variables called 

factors.  Factor analysis searches for fir such joint variations in response to unobserved 

variables.  The observed variables are modelled as linear combinations of the potential 

factor, plus óerrorô terms. 

Family of System-of-systems.  (FoS)  A FoS1 results when independent and useful SoSs 

are integrated into a larger system that delivers unique capabilities.  To achieve joint 

                                                 

1  Note that this acronym is significantly different to US CJCS Instruction 3170 (2007) use 

of the term Family Of Systems (FOS) as the latter is defined as ña set of systems that 

provide similar capabilities through different approaches to achieve similar or 

complementary effects.ò and ñdoes not acquire qualitatively new properties as a result of 
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mission capabilities the FoS should be considered to be made up of SoS.  The 

distinguishing feature is that such FoS do not have a 

single management authority except when they come 

together to undertake/conduct time-dependent 

capabilities or missions under an Operational 

Commander.  The FoS capability has another set 

Measures of Effectiveness/Performance to the SoS 

MOE/MOP to describe the collective level of 

emergence expected and may not have been formally accepted by Defence.  FoS are 

denoted in the thesis and JAIME CODEx with the symbol shown above at right. 

Fault.  i.  A defect that can cause of one of more failures.  ii.   An accidental condition 

that causes a functional unit to fail to perform it required function.  Tutty (2005) 

Five Eyes.  The Five-Eye nations are Australia, Canada, New Zealand, UK and the US. 

Fires.  The effects of lethal or non-lethal weapons.  (NATO AAP 6)  Fires are "the use of 

weapon systems to create a specific lethal or nonlethal effect on a target.  All fires are 

normally synchronized and integrated to achieve synergistic results. Fires can be 

delivered by air, land, maritime, or special operations forces."  As agreed by the Fives 

Eyes in US JP 3-09 (2006) and FM 3-09.32 (2010) 

Function.  A task, action, or activity expressed as a verb-noun combination (e.g. Brake 

Function: stop vehicle) to achieve a defined outcome. 

Functional Requirement.  A statement that identifies what a product or process must 

accomplish to produce required behaviour and/or results. 

Force Protection ECM. (FPECM) The use of EA for the purpose of protecting 

platforms (vehicles, vessels and aircraft) and personnel from damage.  NATO AAP 6 

(2010) 

                                                                                                                                                  

the grouping.  In fact, the member systems may not be connected into a wholeò.  The 

term as used in this paper is more closely aligned to the óFederation of Systemsô 

espoused by Sage and Cuppan (2011) wherein a SoS óchoosesô to participate in the 

FoS ï a coalition of the willing. Similarly Krygiel (1999) defines a taxonomy for such 
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Guarded Frequencies.  Frequencies from which intelligence is derived as result of ES 

against adversary electronic systems.  A guarded frequency may be subject to EA.  

NATO AAP 6 (2010) 

Hardware-in-the-loop.  (HITL)   Test facilities that provide a secure environment to test 

techniques and hardware against simulators of threat systems.  Primary HITL facilities 

contain simulations of hostile weapon system hardware or the actual hostile weapon 

system hardware.  They are used to determine threat system susceptibility and to evaluate 

the performance of systems and techniques.  AGARDOgraph Series 300 Vol 28 (2012) 

High-Energy Laser (HEL) Weapon.  A system that directs light energy at targets using 

the properties of coherent EM radiation.  HEL systems are often categorised by the 

method of excitation, cooling, or the gain material.  Some HELs are gas-dynamic lasers.  

These lasers are pumped by combustion or an energetic chemical reaction.  Some lasers 

have a liquid gain medium or are liquid-cooled and many now are solid state.  All lasers 

can be formed into a tight beam because of the property of coherence, meaning that the 

phase relationship is preserved to the point that interference of the waves can occur.  

High-Power Microwave.  (HPM)   HPM weapons are systems that emit RF energy at 

high peak power levels and are often categorised by the bandwidth-to-frequency ratio of 

their waveforms.  These are typically very large ratios.  They have been divided into 

narrowband, wideband, and ultra-wideband.  HPM devices have a smaller effective range 

than the EMP effects of a nuclear weapon.  Narrowband devices tend to operate on 

specific electronic vulnerabilities in the target and therefore, require knowledge of enemy 

systems to be effective.  Ultra-wideband devices tend to be simpler and cheaper, using 

powerful transient waveforms, and requiring less knowledge of the target.  A few HPM 

weapons function by making use of psycho-sensory or neural phenomena, rather than just 

high power levels, to deter human actions or cause confusion among attacking troops.  

Hazard.  A hazard is a situation with the potential for harm to life, health or property. 

Hazards of Electro-magnetic Radiation to Ordnance.  (HERO)  HERO is concerned 

with the accidental actuation of electro-explosive devices (EEDs) or otherwise activating 

electrically initiated ordnance due to RF fields.  The HERO Classifications are: 

a. HERO Safe.  Any ordnance item that is percussion initiated, sufficiently 

shielded, or otherwise protected that all EEDôs contained by the item are immune 

                                                                                                                                                  

FOS with three dimensions: autonomy, heterogeneity and dispersion which is most 

useful. 
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to adverse effects (safety or reliability) when the item is employed in its expected 

environment, provided that the general HERO requirements are observed. 

b. HERO Susceptible.  Any ordnance item containing EEDôs proven (by test or 

analyses) to be adversely affected by RF energy to the point that the safety and/or 

reliability of the system is in jeopardy when the system is employed in its 

expected environment. 

c. HERO Unreliable.  Any ordnance item, including those having a HERO Safe or 

HERO Susceptible classification, whose performance is degraded due to exposure 

to the RF environment when its internal wiring is physically exposed; when tests 

are being conducted on the item that results in additional electrical connections to 

the item; when EEDs having exposed wire leads are present, handled, or loaded in 

any but the tested condition; when the item is being assembled or disassembled; 

or when such ordnance items are damaged causing exposure of internal wiring or 

components or destroying engineered HERO protective devices; and those items 

which have not been classified as HERO SAFE or SUSCEPTIBLE by either test 

or design analyses and are subject to the restriction. 

d. HERO Unsafe.  Any ordnance item, that when internal wiring is physically 

exposed on any ordnance item to the RF environment that may cause accidental 

initiation or detonation; when tests are being conducted on the item that result in 

additional electrical connections to the item; when EEDs having exposed wire 

leads are present, handled, or loaded in any but the tested condition; when the 

item is being assembled or disassembled; or when such ordnance items are 

damaged causing exposure of internal wiring or components or destroying 

engineered HERO protective devices; and those items which have not been 

classified as HERO SAFE or SUSCEPTIBLE by either test or design analyses 

and are subject to the restriction. 

Human-factors.  Those elements of system operation and maintenance that influence the 

efficiency with which people can use systems to accomplish the operational mission.  The 

important elements of human-factors are the equipment (e.g., arrangement of controls and 

displays), the work environment (e.g., room layout, noise level, temperature, lighting, 

etc.), the task (e.g., length and complexity of operating procedures), and personnel (e.g., 

capabilities of operators and maintainers).  

Human Performance.  The ability of actual users and maintainers to meet the systemôs 

performance standards including reliability and maintainability, under the conditions in 

which the system will be employed. 
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Improvised Explosive Device.  (IED)  A device placed or fabricated in an improvised 

manner, incorporating destructive, lethal noxious, pyrotechnic or incendiary chemicals, 

and designed to destroy, incapacitate, harass or distract.  It may incorporate military 

stores, but is normally devised from non-military components.  NATO AAP 6 (2010) 

Information Assurance.  (IA)  Measures that protect and defend information and 

information systems by ensuring their availability, integrity, authentication, 

confidentiality, and nonrepudiation.  Tutty (2011) 

Installed System Test Facility.  (ISTF) Facilities that provide a secure capability to 

evaluate systems that are installed on, or integrated with, host platforms.  These test 

facilities consist of anechoic chambers in which free-space radiation measurements are 

made during the simultaneous operation of systems and host platform mission 

systems/avionics and munitions.  AGARDOgraph Series 300 Vol 28 (2012) 

Integrity.  The quality of a system or component that reflects its logical correctness and 

reliability, completeness, and consistency.  In security terms, integrity generates the 

requirement for the system or component to be protected against either intentional or 

accidental attempts to (1) alter, modify, or destroy it in an improper or unauthorized 

manner, or (2) prevent it from performing its intended function(s) in an unimpaired 

manner, free from improper or unauthorized manipulation.  Tutty (2013) 

Interchangeability.  The ability of one product, process or service to be used in place of 

another to fulfil the same requirements.  A condition which exists when two or more 

items possess such functional and physical characteristics as to be equivalent in 

performance and durability, and are capable of being exchanged one for the other without 

alteration of the items themselves, or of adjoining items, except for adjustment, and 

without selection for fit and performance.  NATO AAP 6 (2010) 

Interoperability.  The ability of systems, units, or forces to provide the services to and 

accept services from other systems, units, or forces, and to use the services so exchanged 

to enable them to operate effectively together.  The ability to act together coherently, 

effectively and efficiently to achieve Allied tactical, operational and strategic objectives.  

The three levels of standardisation for interoperability as used by the ASCC nations are: 

Common, Interchangeable and Compatible.  NATO AAP 6 (2010) 

Infrared   (IR) .  EM radiation with a wavelength between 0.7 and 300 micrometres. 

Infrared Countermeasures.  (IRCM )  EA techniques directed against IR-guided 

weapons.  

JAIME.  Joint fires application of Armament in an Integrated Mission Environment.   
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JAI ME Capability.  The capability provided by specified JAIME vehicle and 

mission/weapon systems, including aircraft stores, configurations which are certified to 

be land/air/seaworthy and meets approved operational suitability, effectiveness and 

preparedness (readiness and sustainability) criteria typically at the Mission and JTF 

Family of System-of-systems (FoS) level.   

JAIME Clearance.  Primarily a systems engineering activity used in most Five Eyes and 

NATO countries to formally document in a Clearance, or similar document, the extent of 

national and international JAIME, including aircraft stores, compatibility within specified 

national and international JTF Conops ground and flight/sea operating envelopes 

determined by the Operational and Technical Land / Air  / Space / Seaworthiness / Cyber 

Authority typically at the Engagement and JTF Family of System-of-systems (FoS) level. 

Joint Fires.  Fires applied during the employment of forces from two or more 

components, in coordinated action toward a common objective. NATO AAP 6 (2010), 

US JP 3-09 (2006) and US Joint Publication FM 3-09.32 (2010).  The following 

definitions from US JP 3-09 (2006), the NATO Allied Range Safety Publication (ARSP), 

and the US RCC Standard 321 (2007) apply: 

ü General Public:  People who are not declared/identified as mission-essential 

personnel or critical operations personnel - and are therefore unknowingly involved 

in an 'Involuntary Activity' and have not provided an informed consent to be placed 

at such risk. 

ü Individual Risk Criteria .  Individuals must not be exposed to a probability of 

casualty greater than one in a million for any single mission/event. If fatality risks 

are also incorporated into the risk management process, then individuals must not 

be exposed to a probability of fatality greater than one in ten million for any single 

mission/event. 

ü Involuntary Activity:  No choice was made by the person affected which placed 

them in a position of increased risk; or the activity participated in or the item used 

was one that is generally done or used by more than 99% of the population. 

Examples: bathing, using coins, or drinking glasses. 

ü Mission-essential:  Those persons and assets necessary to safely and successfully 

complete a specific hazardous operation or launch who have provided Informed 

Consent and are explicitly cited in operations or test/trial plans.  Examples include 

the military personnel undergoing the operation, test and/or training event and the 

range personnel involved in the activity. 
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ü Probability of casualty: The likelihood that a person will suffer a serious injury or 

worse, including a fatal injury, from a hazardous event. 

ü Probability of fatality: The likelihood that a person will die from a hazardous 

event. 

Figure Definitions 1.  Deterministic Maximum Energy Boundary (Black) and 

Probabilistic WDAs (Red) and a Training or Test Range Boundary (Green) 

ü Peacetime Training Criteria - Mission-essential / Involved / Informed Consent 

ï the RCC 321-07 standard enables ñinformed, involvedò personnel to be exposed 

to risk no worse than equivalent hazardous commercial activities such as mining...  

The óGreenô Line / Region is therefore summarised as: Individual Fatality < 3E-6 / 

Mission & 3E-5 / Year and Collective Fatality < 3E-4 / Mission & 1E-2 / Year.  

This also assumes that the Joint Fires Mission-essential Personnel boundary or 

Green Line and Region is defined as having a Probability of Incapacitation (PI) 

of less than 1E-3/ Event / Mission.  

ü PI.  Probability of Incapacitation  - Equates to serious or worse injury.  Assumed 

to be the RCC criteria.   Australian Medical Casualty categories need to be 

ultimately assessed for alignment/consistency. 

Probabilistic WDA  

Deterministic WDA 
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ü óPublic Riskô  Use of the RCC 321-07 óPublic Riskô
2
 criteria is recommended.  As 

shown in the JAIME CODEx V2.0 Appendix B and Figures 7.8 and 7.9, the óBlueô 

Line and óRange Boundaryô criteria is therefore summarised as:  Individual Fatality 

< 1E-7
3
 / Mission & 1E-6 / Year and the Collective Fatality < 3E-5 / Mission & 1E-

3 / Year.    

ü Risk: Risk is a measure that accounts for both the probability of occurrence and the 

consequence of a hazard to a population or installation.  Unless otherwise noted, 

risk to people is measured in casualties and expressed as individual risk or 

collective risk. 

o Collective Risk.  The total risk to all individuals exposed to any hazard from an 

operation.  

o Cumulative Risk.  The total risk to individuals exposed to any hazard from 

ongoing operations usually on a per annum basis.   

o Voluntary activity:  The person affected made an informed choice that placed 

them in an increased position of risk compared to the rest of the population. This 

includes career and job choices. Examples include repetitive motion injuries, 

recreational boating, etc. 

ü Weapon Danger Area/Zone.  Defined separately, an example is also shown at 

Figures 7.8 and 7.9. 

Joint Fires Operational Categories.  The following terms are recommended for future 

SoS & FoS use in support of the Joint Fires operational framework: 

¶ Operational Category A ï mission and safety-critical  operations.  The output or 

function directly affects the immediate performance of the vehicle (e.g., an aircraft 

flight control/data link system interface with an aircraft) and personnel within the 

RoSI W/EMDA during óDanger Closeô operations.  The failure of such a system 

could reasonably be expected to result in death or serious injury to personnel, or 

significant damage to property, with limited crew capacity to effect recovery action.  

                                                 

2  Note that the earlier version of the RCC 321 STD has been used by Australia as best 

practice in the absence of any accepted public policy having to be made in the Australian 

context.  Australia has been fortunate that the conservative analyses done to date to the 

ñ1E-6ò casualty criteria has served us well and that legislation has not had to be fausted 

on defence through any bad accidents or incidents. 

3  This thesis and the CODEx uses the accepted scientific convention of citing units of 

measure where 4.669*10-7 = 4.669E-7 so as to remove any typographical ambiguities. 
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This is the category that Flight Termination Systems without human-in-the-loop 

(i.e. autonomous) or information used for targeting would conceivably need to be 

for óDanger Closeô Joint Fires applications (i.e. those with greater than 1 in a 1000 

probability of casualty/fatality per event) or for Force Protection ECM systems 

during operations.  All changes to such systems must be reviewed and approved by 

the affected Chief Engineer and the Operational Commander. 

¶ Operational Category B ï mission-critical  ï safety affected operations.  The 

output or function is relied upon by the crew for the safe operation of the vehicle 

and operations.  The failure of a Category B system could possibly result in injury 

to personnel or damage to property if crews are unaware of the problem and fail to 

execute normal recovery procedures.  This would be the category most likely for 

targeting information assurance and is the standard to which US and UK weapons 

are intended to be designed to and fire control system-safety measures [currently in 

accordance with MIL -STD-1289D, MIL -STD-882 and MIL-HDBK-1763 et. al.].  

This is the level that Test Ranges such as Woomera and key elements of Australiaôs 

Training Areas operations are be designed to meet, so as to cater for future 

network-enabled operations, test and training depending on the risks associated 

with high explosives or energy applications: i.e. many training simulators could be 

at this level if the high explosives/energy events were replaced with a emulator, or a 

simulator in case of a triggering.  All changes to such systems may require review 

and approval by the affected Chief Engineer and will be approved by the 

Operational Commander. 

¶ Operational Category C ï mission affected/advisory ï ónon-safety-criticalô 

operations.  The output or function is used by the crew for advisory or non-safety 

purposes only.  The failure of a Category C system would not be expected to result 

in injury to personnel or damage to property.  Delineation between key mission 

systems and generic ICT services is required. 

Joint Task Force.  (JTF)  A force comprised of assigned or attached elements of two or 

more services established for the purpose of carrying out specific task or mission.  NATO 

AAP (2010) 

Kuzon et. al. (1996) ódeadly sinsô of performance monitoring.  The common errors in 

the social sciences are termed as the seven ódeadly sinsô are included at Tutty (2013).  

Lines of Operation.  (LOO)  Describes how military force is applied in time and space 

through decisive points on the path to the enemyôs centre of gravity.  NATO AAP 6 

(2003) 
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Live simulation.  Simulation of military operations in a live environment with actual 

military units and with real military equipment and operational prototypes, with only 

weapon effects being simulated.  GUIDEx (2006) 

loc. cit.  Abbreviation of loco citato: in the same passage already quoted. 

Logistics supportability.  The degree to which system characteristics and planned 

logistics support (covering resources such as test, measurement and diagnostic 

equipment, spares and repair parts, technical data support facilities, transportation 

requirements, training, manpower and software supportability), including manpower, 

meet system peacetime availability, readiness and wartime utilisation requirements. 

Maintainability.  The ability of an item to be retained in, or restored to, specified 

condition when maintenance is performed by personnel having specified skill levels, 

using prescribed procedures and resources, and equipment at each prescribed level of 

maintenance and repair. 

Manpower supportability.  The identification and acquisition of military and civilian 

personnel with the skills and grades required to operate and support a material system 

over its lifetime at peacetime and wartime rates. 

Measure.  A measure is a standard by which some attribute of interest is recorded. 

GUIDEx (2006) 

Measure of effectiveness.  (MOE)   1. Tools used to measure results achieved in the 

overall mission and execution of assigned tasks.  MOEs are a prerequisite to the 

performance of combat assessment.  2. A criterion used to assess changes in system 

behaviour, capability, or operational environment that is tied to measuring the attainment 

of an end state, achievement of an objective, or creation of an effect.  US JP 1-02 (2010) / 

ADDP 3.14 (2009)  The metrics by which a customer will measure satisfaction with 

products produced by the technical effort. AAP 7001.053 (2003).  Measure designed to 

correspond to accomplishment of mission objectives and achievement of desired results. 

US CJCSI 3170.02H (2007)  MOEs may be further decomposed into Measures of 

Performance and Measures of Suitability.  

Measure of Performance.  (MOP)  A measure that describes the influence or benefit of 

a concept in terms of its internal structure, characteristics and behaviour.  GUIDEx 

(2006)  A criterion used to assess friendly actions that is tied to measuring task 

accomplishment.  NATO AAP 6 (2010) / ADDP 3.14 (2009)  Measure of a systemôs 

performance expressed as speed, payload, range, time on station, frequency, or other 

distinctly quantifiable performance features.  Several MOPs and/or Measures of 
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Suitability may be related to the achievement of a particular performance.  A 

performance measure that provides design requirements that are necessary to satisfy an 

MOE. 

Measure of Suitability.  (MOS)  Measure of an items ability to be supported in its 

intended operational environment.  MOSôs typically related to readiness or operational 

availability, and hence reliability, maintainability, and the items support structure.  

Several MOSôs and/or MOPs may be related to the achievement of a particular MOE. 

Method.  A formal, well -documented approach for accomplishing a task, activity, or 

process step governed by decision rules to provide a description of the form or 

representation of the outputs. 

Model.  Any representation of a function or process, be it mathematical, physical, or 

descriptive.  They are typically of two categories ï representations (employing some 

logical or mathematical rule) and simulations (which mimic the detailed structure of the 

system and may include representations of subsystems or components) that may be made 

up of one or several of: physical, graphical, mathematical (deterministic) and statistical 

(probabilistic). 

Modelling.  The process of construction or modification of a model. 

Modelling and Simulation.  (M&S)   Computer simulations are now used to design, 

investigate and operate engineered systems and to determine the performance of these 

systems under various conditions.  Loss of accuracy in M&S are normally associated 

with two broad categories of uncertainty and error.  In determining the credibility and 

accuracy of M&S and depends on the purposes for which the simulations are to be used. 

NATO staff conventions.  NATO staff conventions are: 

J1 ï Personnel    J2 ï [Operational] Intelligence 

J3 ï Operations    J4 ï Logistics / Maintenance 

J5 ï [Deliberate] Plans & Strategy J6 ï Communication / Information  

J7 ï Training / Experimentation  Systems Operations 

J8 ï Finance and Human Resources J9 ï Policy, Legal and óPresentationô 

J =  Joint: can be replaced by G = Ground/ A = Air /N = Navy/S = Special Operations. 

Networks.  Connected systems, the properties of which do not entirely depend on the 

actual units involved but on the dynamics of the interconnections.  

Network-centric warfare.  A network-centric force has the capability to share and 

exchange information among the geographically distributed elements of the force: 

sensors, regardless of platform; shooters, regardless of service; and decision makers and 
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supporting organizations, regardless of location.  In short, a network-centric force is an 

interoperable force, a force that has global access to assured information whenever and 

wherever needed.  Tutty (2005) 

Table Definitions 1.  The Normal Distribution  - with Capability Preparedness Level 

criteria ranges highlighted in colour. 

Range Population in range Expected frequency 

outside range 

Approx. frequency for a  

daily event 

ɛ Ñ 1ů 0.6827 1 in 3 Twice a week 

ɛ Ñ 1.5ů 0.86638 1 in 7 Weekly 

ɛ Ñ 2ů 0.954 1 in 22 Every three weeks 

ɛ Ñ 2.5ů 0.9875 1 in 81 Every 11.5 weeks 

ɛ Ñ 3ů 0.9973 1 in 370 Yearly 

ɛ Ñ 3.5ů 0.99953 1 in 2149 Every 5.9 years 

ɛ Ñ 4ů 0.9999367 1 in 15,787 
Every 43 years                                   

(i.e. twice in a lifetime) 

ɛ Ñ 4.5ů 0.9999932 1 in 147,160 Every 403 years 

ɛ Ñ 5ů 0.99999942 1 in 1,744,278 
Every 4,776 years                                      

(i.e. once in recorded history) 

ɛ Ñ 6ů 0.999999998 1 in 506,797,346 Every 1.388 million years 

ɛ Ñ 7ů 0.9999999999974 1 in 390,682,215,445 Every 1.070×109 years 

ɛ Ñ xů 
 1 in  Every days 

Network-enabled operations.  An information superiority-enabled concept of operation 

that generates increased combat power by networking sensors, decision makers, and 

shooters to achieve shared awareness, increased speed of command, higher tempo of 

operations, greater lethality, increased survivability, and a degree of self-synchronisation.  

In essence, it translates information superiority into combat power by effectively linking 

knowledgeable entities in the battlespace.  The power of network-enabling is derived 

from the effective linking or networking of knowledgeable entities that are 

geographically or hierarchically dispersed.  The networking of knowledgeable entities 

enables them to share information and collaborate to develop shared awareness, and also 

to collaborate with one another to achieve a degree of self-synchronisation.  The state 

achieved when fighting units, sensors and decision makers are linked in a robust, 

continuous way that increases situational awareness and the capacity to act decisively that 

is superior to their adversaries.  Tutty (2005)  

http://en.wikipedia.org/wiki/Error_function
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Neutrosophy.  A form of philosophy that emphasises paradox and the complementary 

and contextual nature of truth.  This fits in with the idea of balance, emphasised within 

complex systems in the notion of 'edge-of-chaos'.  Neutrosophic Logic goes beyond fuzzy 

logic by adding an axis for indeterminacy and thus takes into account not only what is 

measured but also what is not, a more whole systems or intrinsic logic better suited to 

complex systems.  Tutty (2011) 

Ontology.  The philosophical study of the nature of being, existence or reality in general, 

as well as the basic categories of being and their relations.  Traditionally listed as a part 

of the major branch of philosophy known as metaphysics, ontology deals with questions 

concerning what entities exist or can be said to exist, and how such entities can be 

grouped, related within a hierarchy, and subdivided according to similarities and 

differences.  The principal questions of ontology are "What can be said to exist?" and 

"Into what categories, if any, can we sort existing things?" 

Open Air Range.  (OAR)  Test/training facilities used to evaluate systems in 

background, clutter, noise and dynamic environments.  Typically these resources are 

divided into sub-categories of test ranges and airborne/land/sea installed systems testbeds.  

Open air test ranges are instrumented and populated with high-fidelity manned or 

unmanned threat simulators.  Additional emitter-only threat simulators are also used to 

provide the high signal density characterising typical operational EW environments.  

Open-Loop.  A system in which the output has no effect on the input signal. 

Open Systems Architecture.  A systems architecture that employs a modular design 

and, where appropriate, defines key interfaces using widely supported, consensus-based 

standards that are published and maintained by a recognized industrial standards 

organization. é Interface standards specify the physical, functional, and operational 

relationships between the various elements (hardware and software), to permit 

interchangeability, interconnection, compatibility and/or communication.  Tutty (2005) 

Operational Assessment.  An evaluation of Operational Effectiveness and Operational 

Suitability made by an independent operational test activity, with user support as 

required, on other than production systems.  The focus of an operational assessment is on 

significant trends noted in development efforts, programmatic voids, risk areas, adequacy 

of requirements, and the ability of the program to support adequate Operational Testing.  

An operational assessment may be conducted at any time using technology 

demonstrators, prototypes, mock-ups, Engineering Development Models, or simulations, 

but will not substitute for the Initial Operational Test and Evaluation necessary to support 

Full Rate Production decisions.  GUIDEx (2006) 

http://www.calresco.org/lucas/logic.htm
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Operational Control.  (OPCON)  Transferable command authority that may be 

exercised by commanders at any echelon at or below the level of combatant command 

(command authority).  Operational control may be delegated and is the authority to 

perform those functions of command over subordinate forces involving organizing and 

employing commands and forces, assigning tasks, designating objectives, and giving 

authoritative direction necessary to accomplish the mission.  Operational control includes 

authoritative direction over all aspects of military operations and joint training necessary 

to accomplish missions assigned to the command.  Operational control should be 

exercised through the commanders of subordinate organizations.  Normally this authority 

is exercised through subordinate joint force commanders and Service and/or functional 

component commanders.  Operational control normally provides full authority to 

organize commands and forces and to employ those forces as the commander in 

operational control considers necessary to accomplish assigned missions.  Operational 

control does not, in and of itself, include authoritative direction for logistics or matters of 

technical control, administration, discipline, internal organization, or unit training.  US JP 

1-2 (2010) and NATO AAP 6 (2010) 

Operational effectiveness.  The degree of mission accomplishment of a system when 

used by representative personnel in the environment planned or expected for operational 

employment of the system, considering organisation, doctrine, tactics, survivability, 

vulnerability, and threat, including countermeasures.  DI(G) OPS 43-1 (2013) 

Operational environment.  A composite of the conditions, circumstances, and 

influences which affect the employment of military forces and bear on the decisions of 

the unit commander: 

¶ permissive.  Operational environment in which host country military and law 

enforcement agencies have control and the intent and capability to assist operations 

that a unit intends to conduct. 

¶ uncertain.  Operational environment in which host government forces, whether 

opposed to or receptive to operations that a unit intends to conduct, do not have 

totally effective control of the territory and population in the intended area of 

operations.  

¶ hostile.  Operational environment in which hostile forces have control and the 

intent and capability to effectively oppose or react to the operations a unit intends to 

conduct.  
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Operational equipment.  Actual equipment designed for use by operational units to 

accomplish their mission, as distinguished from that equipment designed only for training 

purposes.  

Operational evaluation.  Operational (field) tryouts of the training system.  US DOD JP 

1-02 (2010)  The test and analysis of a specific end item or system, insofar as practicable 

under Service operating conditions, in order to determine if quantity production is 

warranted considering: a. the increase in military effectiveness to be gained; and b. its 

effectiveness as compared with currently available items or systems, consideration being 

given to:  

¶ personnel capabilities to maintain and operate the equipment;  

¶ size, weight, and location considerations; and  

¶ enemy capabilities in the field.  

Operational Flight Program.  (OFP)  The software performing the executive functions 

of a system; analogous to a computerôs operating system.  

Operational readiness.  The ability of a force element or elements (unit / formation, 

ship, weapon system or equipment) within a specified period of time, to perform the 

missions, functions or tasks for which it is organised or designed.  NATO AAP 6 (2010)  

Operational Requirement.  The required levels of operational suitability, effectiveness, 

and preparedness criteria for specified vehicle/aircraft stores configuration(s) from 

establishment of an Initial/Final Operational Capability through to the Planned 

Withdrawal Date.  The Operational Requirement shall identify Critical Operational Issues 

and associated Measures of Effectiveness/Performance that are approved and have been 

endorsed by the Capability Manager for: 

a. routine in-service operations for training and combat, 

b. contingencies where the capability is not required to be logistically supported for 

routine peacetime operations. 

Operational suitability.   The degree to which a system can be satisfactorily placed in 

field use considering availability, compatibility, transportability, interoperability, 

reliability, peacetime training and wartime usage rates, maintainability, safety, human-

factors, logistics supportability, documentation, and training requirements. 

Optimisation.  The search for the global optimum, or best overall compromise within a 

(typically) multivalued system. Where interactions occur many optima are typically 

http://www.calresco.org/lucas/fitness.htm
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present (the fitness landscape is 'rugged') and this situation has no analytical solution, 

generally requiring adaptive solutions.  

Phronesis.  According to Aristotle, the wisdom learned from action that allows you to 

make choices about what to do in given situation.  It is in opposition to Sophia.  

Carpenter (2013, pg 18) 

Plug & Play Weapons.  A concept of interfacing systems that defines the level of 

standardisation across system, software, electric, mechanical and environmental domains 

that enables an air vehicle to exploit the operational capabilities of a weapon / store 

without the need to have modifications embodied.  Tutty (2005) 

Post diction.  Replication of previously obtained results. 

Prediction.  n. 1. Something foretold or predicted; a prophecy. prediction [prὤ῁dὤkώᴅn]. n. 

2. the act of predicting.  Pre means óbeforeô and ódictionô has to do with talking.  So a 

prediction is a statement about the future.  The use of a model of a physical system for 

which the model has NOT been validated.  This a narrower view of the general meaning 

of prediction today as it eliminates past comparisons with experimentation data, i.e., it is 

a prediction not a postdiction.  Without this restriction, then one is only demonstrating 

previous agreement with experimental data in the validation database.  The processes or 

activities of V&V should be viewed as historical statements, i.e., reproducible evidence 

that a model has achieved a given level of accuracy in the solution of specified problems 

[to be able to perform postdictions].  AIAA G -077 (1998)  Prediction comes from the 

latin ñwhat the soothsayer tells you [and] that a forecast [or post-diction] typically 

implies planning under conditions of uncertainty and suggests having prudence, wisdom 

and industriousness, more like the way we now use the term foresight today.  A 

prediction involves more art than science than does a forecast.ò  Silver (2013) 

Preparedness.  The ability to respond to directed contingencies within a specified time 

frame for a given duration, it is a combination of the readiness and sustainability of a 

capability.  Commonwealth of Australia (2012) 

Prisoners Dilemma.  A problem whereby a prisoner gets freedom by giving evidence 

against a fellow villain, but only if the fellow prisoner does not do the same.  If both keep 

quiet a better overall result will obtain than either if both confess, or if just one confesses; 

yet for an individual the best result is still to confess.  An example of a non-zero sum 

game, where cooperation pays both parties.  Ball (2004), Axelrod (1997) 

Process.  A sequence of tasks, actions, or activities, including the transition criteria for 

progressing from one to the next, that brings about a result. 

http://www.calresco.org/lucas/fitness.htm
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Product.  An element of the physical or system architecture, specification tree, or system 

breakdown structure that is a subordinate element to the system and is comprised of two 

or more subsystems.  It represents a major consumer product (e.g., automobile, 

aeroplane) of a system or a major life cycle process product (e.g., simulator, building, 

robot) related to a life cycle process that supports a product or group of products.  The 

term product is used in ANSI/EIA 632 (1999) to mean: a physical item, such as a satellite 

(end product), or any of its component parts (end products); a software item such as a 

stand-alone application to run within an existing system (end product); or a document 

such as a plan, or a service such as test, training, or maintenance support, or equipment 

such as a simulator (enabling products). 

Profession-of-arms.  Those personnel who are uniformed members of a professional 

military force.  This only includes those personnel who are professionally involved in live 

experimentation, trials and employment of arms: be they kinetic, non-kinetic or cyber-

based in so far as they are used to destroy or neutralise threats. 

Propinquity.  From the Latin for propinquitas, "nearness", is one of the main factors 

leading to interpersonal attraction.  It refers to the physical or psychological proximity 

between people. Propinquity can mean physical proximity, a kinship between people, or a 

similarity in nature between things ("like-attracts-like").  Two people living on the same 

floor of a building, for example, have a higher propinquity than those living on different 

floors, just as two people with similar political beliefs possess a higher propinquity than 

those whose beliefs strongly differ.  Can be used to measure the amount of (utilitarian) 

pleasure or pain that a specific action is likely to cause. 

Protected Frequencies.  These are frequencies designated to be used by friendly forces 

for a particular operation and free from friendly EA either for the duration of the 

operation or at specified times. 

Provenance.  The place of origin, as of a work of art, etc. 

Rate of Effort.  RoE. 

Readiness.  The ability of a force element or elements (unit / formation, ship, weapon 

system or equipment), within a specified period of time, to perform the missions, 

functions or tasks for which it is organised or designed. 

Region of Significant Influence.  (RoSI)  The defined land, sea or air space, which is 

exposed to hazardous impacts or functioning of kinetic munitions, their fragments, or 

their sub-munitions, or non-kinetic effects of electromagnetic high or directed-energy 

under normal firing conditions. There is an accepted low probability that munitions, 

http://en.wikipedia.org/wiki/Interpersonal_attraction#Similarity_.28like-attracts-like.29
http://en.wikipedia.org/wiki/Pleasure
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fragments, sub-munitions, propelled debris or electromagnetic effects may escape. The 

dimensions of a RoSI are determined by a combination of the degree of accuracy of the 

energy source, the weapon, the type of munition, an accepted degree of human error and 

the conditions of firing.  The RoSI is defined with respect to a designated firing point and 

arcs of fire for a stationary weapon system/launch platform, or nominal firing point and 

firing region for a moving weapon system/launch platform.  The RoSI excludes gross 

human errors. 

Reliability.  The probability that an item will perform its intended function for a 

specified interval under stated conditions.  The probability of success for single-use 

items, such as rounds of ammunition.  Reliability is usually reported: 

a. Mean Time Between Failure (MTBF).  For more-or-less continuously operated 

equipment, the ratio of total operating time to the sum of critical and major failures.  

MTBF is sometimes modified to mean flight hours between failures.  Mean Time 

To Repair (MTTR) may also be the preferred metric for high reliability, mission-

critical systems. 

b. Mission Reliability.  For equipment operated only during a relatively short-duration 

mission (as opposed to equipment operated more-or-less continuously), the 

probability of completing the mission without critical or major failure under the 

conditions stated in the mission profile.  Frequently expressed as exp (-t/MTBF), 

where ñtò is mission duration and MTBF is as defined above.  Mission reliability is 

defined as the ability of an item to perform its required functions for the duration of 

a specified mission profile. 

Requirement.  A statement identifying a capability, physical characteristic, or quality 

factor that bounds a product or process need for which a solution will be pursued. 

Requirements baseline.  The composite set of operational, functional, and physical 

requirements that serve to guide development and management decision processes. 

Research & Experimentation.  (R&E)   A process to obtain information to support 

objective assessment through systematic experimental testing of novel, advanced and 

complex aerospace systems and technologies, and to confirm whether or not a risk is 

contained within acceptable boundaries to develop these systems and technologies into 

capability systems'.  

Responsible Test Organisation.  The authorised/accredited organisation formally 

assigned responsibility for the conduct of the modelling and simulation, test and/or 

experimentation.  
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Table Definitions 2.  Comparison of Scientific Method and Test &  Evaluation,             

Crouch (2007) 

Risk.  The effect of uncertainty on objectives.  ISO 31000 (2009) and AS/NZS 4360 

(2004).  A measure of the inability to achieve program objectives within defined cost and 

schedule constraints.  Risk is associated with all aspects of the program, e.g., threat, 

technology, design processes, or Work Breakdown Structure elements.  It has two 

components: the probability of failing to achieve a particular outcome, and the 

consequences of failing to achieve that outcome.  DAU (2008)  See also Joint Fires risks.  

As articulated by economists in simpler terms / plain English it is ósomething that you can 

put a price onô, Knight (1921) as cited by Silver (2013) 

Risk Management.  The activities associated with risk management preparation, risk 

assessment, risk handling option assessment, and risk control.  ISO 31000 (2009) / 

AS/NZS 4360 (2004).  All plans and actions taken to identify, assess, mitigate, and 

continuously track, control, and document program risks. 

Robustness.  The degree to which a component or system can function correctly in the 

presence of invalid inputs or stressful environmental conditions, including inputs or 

conditions that are intentionally and maliciously created.  IEEE Std 610.12 (1990) 

Rules Of Engagement.  (ROE)  Directives that set out the circumstances and limitations 

within which commanders may apply military force to achieve military objectives in 

support of government policy, and guide the application of force, but in doing so they 

neither inhibit nor replace the command function.  NATO AAP 6 (2010) 
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Scenario.  A description of the area, the environment, means, objectives and events 

related to a conflict or a crisis during a specified time frame suited for satisfactory study 

objectives and the problem analysis directives.  GUIDEx (2006) 

Self-synchronisation.  A condition where ñforce elements intuitively synchronise their 

actions without (centralised) controlò  The term self-organisation is not used in the same 

context as it has a specialized meaning in which it is used in conjunction with objects 

without any cognitive capability or free will.  Moffat (2005) 

Significant Change.  A change in the vehicle/aircraft (including mission systems) and/or 

store configuration which necessitates a formal reassessment of the aircraft stores 

compatibility.  A significant change to either a vehicle/aircraft or store form, fit, function 

and qualification limits, requiring reassessment of vehicle/aircraft and mission system 

compatibility with the store is caused by the following criteria: 

a.  Any change to the external aerodynamic shape of the vehicle/aircraft or store that 

may affect physical fit, performance, handling/flying qualities and/or separation 

characteristics. 

b.  Any change in basic vehicle/aircraft or store structural characteristics, including the 

addition/deletion of any antennae, vents, drains, probes or ducts that may affect the 

store in any way. 

c.  Any change to the flutter/aeroelastic or wing mass distribution characteristics of the 

vehicle/aircraft. 

d.  Any change in the vehicle/aircraft Basic Weight Configuration that affects the 

carriage and employment of a store or stores combination. 

e.  A 12.7mm (0.5") or greater change in store C of G (excluding any allowable 

tolerances). 

f.  A 5% or greater change in store weight. 

g.  A 10% or greater change in store pitch, roll or yaw moments. 

h.  Any change in functional concept, including weapon delivery mode changes. 

i.  Any degradation in the Electromagnetic Radiation environment affecting the 

electromagnetic compatibility of the aircraft/store configurations. 

j.  Any degradation in the HERO/HERP/HERF characteristics of the vehicle/aircraft or 

store. 

k.  Any change in electrical/electronic connector characteristics or their location. 
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l.  Any change in store suspension lug location. 

m.  Any change in arming wire or lanyard routing. 

n.  Any change in vehicle/aircraft or stores fuze safing, arming design or Hazard 

Classification Code. 

o.  Any change in vehicle/aircraft or stores environmental qualification or tolerance. 

p.  Any change in vehicle/aircraft thrust or stores ballistic and/or propulsion 

characteristics. 

q.  Any change in stores explosive fill or casing affecting blast performance or store 

fragmentation patterns. 

r.  Any change in vehicle/aircraft or store OFP software or SMS changes that affects 

the operation, employment or accuracy of the store or Operational Category A 

systems. 

s.  Any change to the vehicle/aircraft, store or Safe Escape Manoeuvres that causes an 

increase in the Minimum Safe Release Height or Region of Significant Influence 

(Weapon Danger Area/Zones/Safety Template) during employment of the store. 

t.  New nomenclature for either vehicle/aircraft or store. 

u.  Individual changes that do not necessarily make a significant change which, when 

considered cumulatively, result in a significant deviation from the design 

specification of the presently certified aircraft and/or store are considered to 

constitute a significant change. The term óaircraftô also includes the aircraft Stores 

Suspension Equipment.   AAP 7001.053 (2003) 

Similarity.  State of being similar, a point of resemblance. AAP 7001.067 (2004)            

1. Closeness of appearance to something else. 2. (philosophy)  The relation of sharing 

properties.  Tutty (2013) 

Simulation.  A time-variant model.  GUIDEx (2006)  The exercise or use of a model.  

(That is, a model is used in a simulation.)  AIAA G-077 (1998) 

Simulation method.  Broad category of simulation techniques with identifiably different 

benefits and disadvantages for supporting defense experimentation.  Such as constructive 

simulation, analytic wargame, HITL simulation, live simulation.  GUIDEx (2006) 

Small-world.   A term associated with the phenomenon explored by Professor Abraham 

Milgram in the 1950ôs with determining the ôdegrees of freedomô between any human in 

the world wherein any human can be reached within six degrees, Harkin (2009 p 247).  

Today the term is most often attributed to Watts (2002) and (2002a), although others have 

http://en.wiktionary.org/wiki/appearance
http://en.wiktionary.org/wiki/philosophy
http://en.wiktionary.org/wiki/relation
http://en.wiktionary.org/wiki/properties
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used the term in the context of computing and the world wide web created from 

Englishmanôs Tim Berners-Leeôs 1990 hyper-text protocols and methods pioneered by 

Douglas Engelbert and Ted Nelson and the ARPANET dating from 1969 into a new 

system browsing on the Internet, but couldnôt prove it.  Dr Duncan Watts is an Australian 

who attended the ADF Academy prior to his ground breaking discoveries with Steve 

Strognatz in Watts and Strognatz (1998), which lead into the works by Barabasi and 

Alberts (1999) and Arquilla and Ronfeldt (2001) amongst others about network 

properties, social sciences and the implications he discovered related to complexity 

theory in 2006, let alone human decision-making. 

Software architectures.  ISO/IEC/IEEE 42010 establishes common terminology for 

architecture framework and specifies requirements for standardization of frameworks.  

An architecture framework is defined as: 

conventions, principles and practices for the description of architectures 

established within a specific domain of application and/or community of 

stakeholders 

An architecture framework is specified by: 

1. the relevant stakeholders in the domain, 

2. the types of concerns arising in that domain, 

3. architecture viewpoints framing those concerns and 

4. correspondence rules integrating those viewpoints cited before. 

Frameworks conforming to the standard can include methods, tools, definitions, methods 

and other practices beyond those specified. 

Contemporary federal guidance suggests thinking about ñlayersò of the enterprise 

architecture:  

¶ Business processes and activities 

¶ Data that must be collected, organized, safeguarded, and distributed 

¶ Applications such as custom or off-the-shelf software tools 

¶ Technology such as computer systems and telephone networks 

Sophia.  The wisdom gained from books.  It is in opposition to phronesis.  Carpenter 

(2013, pg 18)  
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Standard.  A description of a process, material, or product meant for repeated use in one 

of more applications and covers materials, processes, products and services.  NATO AAP 

6 (2010)  ANSI/EIA 632 (1999) defines a Standard as that ñintended to help developers: 

a. establish and evolve a complete and consistent set of requirements that will 

enable delivery of feasible and cost-effective system solutions; 

b. satisfy requirements within cost, schedule, and risk constraints; 

c. provide a system, or any portion of a system, that satisfies stakeholders over 

the life of the products that make up the system. 

d. provide for the safe and/or cost-effective disposal or retirement of a 

system.ò 

Standards drive interoperability in most day-to-day things such as use of the roads, 

weights, distances, power, paper, data exchange, and even alcohol measures.  To that end 

the following was provided to ASCC WP 20 members to assist in their understanding of 

what the issue meant in ordering a simple óstandard beerô in each Australia state (current 

at the time of what turned out to be the last official meeting): 

State.  A condition that characterises the behaviour of a function, subfunction or element 

at a point in time. 

Store.  Any device, excluding air cargo or underslung loads, intended for internal or 

external carriage and mounted on aircraft suspension and release equipment, whether or 

not the item is intended to be separated in flight from the aircraft.  Stores include air-to-

air missiles, air-to-surface/sub-surface missiles (guided weapons, torpedos, etc), ballistic 

weapons (rockets, bombs, mines, gun ammunition, grenades, pyrotechnic devices, 

sonobuoys, signal underwater sound devices), fuel and spray tanks, dispensers, pods 

(refuelling, gun, electronic warfare, reconnaissance, thrust augmentation, etc), targets, 

chaff and flares from countermeasures dispensing systems, and stores suspension 

equipment (racks and dispensers).  MIL -HDBK-1763 (1998) 

Stores Suspension Equipment.  The definition of stores suspension equipment is 

included in NATO AAP 6 (2010).  For the purposes of this document, aircraft guns and 

countermeasure dispensers for flares and chaff are also considered to be stores suspension 

equipment. 

Suitable.  The degree to which a system can be satisfactorily placed in field use 

considering: availability, compatibility, airworthiness, transportability, interoperability, 

reliability, peacetime training and wartime usage rates, maintainability, safety, human-
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factors, logistics supportability, documentation, and training requirements.   

Commonwealth of Australia (2012) 

Sustainability.  The ability to support a force element or force elements in the 

performance of its missions, functions or tasks for which it is organised or designed to 

perform, after it is deployed or committed to operations.  Commonwealth of Australia 

(2012) 

System.  An integrated composite of people, products and processes that provide a 

capability to satisfy a stated need or objective.  Tutty (2005).  Today the INCOSE 

Systems Engineering Handbook defines it as the: "homogeneous entity that exhibits 

predefined behaviour in the real-world and is composed of heterogeneous parts that do 

not individually exhibit that behaviour and an integrated configuration of components 

and/or subsystems." and "A system is a construct or collection of different elements that 

together produce results not obtainable by the elements alone.   The elements, or parts, 

can include people, hardware, software, facilities, policies, and documents; that is, all 

things required to produce systems-level results. The results include system level 

qualities, properties, characteristics, functions, behaviour and performance.  The value 

added by the system as a whole, beyond that contributed independently by the parts, is 

primarily created by the relationship among the parts; that is, how they are 

interconnected."  An aggregation of end products and enabling products to achieve a 

given purpose. ANSI/EIA-632 (1999) A set or arrangement of elements and processes 

that are related and whose behaviour satisfies customer/operational needs and provides 

for life cycle sustainment of the products."  IEEE Std 1220 (1998)  A combination of 

interacting elements organized to achieve one or more stated purposes.  ISO/IEC 15288 

(2008)  The combination of elements that function together to produce the capability to 

meet a need. The elements include all hardware, software, equipment, facilities, 

personnel, processes, and procedures needed for this purpose.  The end product (which 

performs operational functions) and enabling products (which provide life-cycle support 

services to the operational end products) that make up a system."  NASA Systems 

Engineering Handbook (2004) 

System assurance.  The justified confidence that the system functions as intended and is 

free of exploitable vulnerabilities, either intentionally or unintentionally designed or 

inserted as part of the system at any time during the life cycle.  This ideal of no 

exploitable vulnerabilities is usually unachievable in practice, so programs must perform 

risk management to reduce the probability and impact of vulnerabilities to acceptable 

levels.  Tutty (2013) 

http://en.wikipedia.org/wiki/International_Council_on_Systems_Engineering
http://en.wikipedia.org/wiki/ANSI
http://en.wikipedia.org/wiki/Electronic_Industries_Alliance
http://en.wikipedia.org/wiki/IEEE
http://en.wikipedia.org/wiki/ISO/IEC
http://en.wikipedia.org/wiki/NASA
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System-of-systems.  (SoS)  A SoS results when independent and useful systems are 

integrated into a larger system that delivers unique capabilities.  Abbott (2009)  The 

distinguishing feature of a SoS over a large monolithic system is that a SoS comes into 

being from a series of acquisition actions and typically has no one single management 

entity.  Kwon & Cook (2010), Chen & Clothier (2008)  In plain English this means for 

example that the AP-3C Orion Maritime ISR and Response Capability covers the aircraft 

vehicle, the flight and mission simulators, the Mission Replay & Analysis Module 

Systems, the various Mission Systems such as the ESM and acoustic systems, the Tactical 

Air Control Officer and fire control systems, many various and opaque Intelligence 

Systems as well as the weapons and sonobuoys as well.  Furthermore, ñBoth individual 

systems and SoS conform to the accepted definition of a system in that each consists of 

parts, relationships, and a whole that is greater than the sum of the parts; however, 

although an SoS is a system, not all systems are SoS.  Based on a recognised taxonomy 

of SoS, there are four types of SoS which are found in the DoD todayò, Maier (1998) and 

Dahmann (2008), these are:  

Å ñVirtual.  Virtual SoS lack a central management authority and a centrally agreed 

upon purpose for the system-of-systems.  Large-scale behaviour emergesðand may 

be desirableðbut this type of SoS must rely upon relatively invisible mechanisms to 

maintain it.  

Å Collaborative.  In collaborative SoS the component systems interact more or less 

voluntarily to fulfil agreed upon central purposes.  The Internet is a collaborative 

system.  The Internet Engineering Task Force works out standards but has no power to 

enforce them.  The central players collectively decide how to provide or deny service, 

thereby providing some means of enforcing and maintaining standards.  

Å Acknowledged.  Acknowledged SoS have recognized objectives, a designated 

manager, and resources for the SoS; however, the constituent systems retain their 

independent ownership, objectives, funding, and development and sustainment 

approaches.  Changes in the systems are based on collaboration between the SoS and 

the system.   

Å Directed.  Directed SoS are those in which the integrated system-of-systems is built 

and managed to fulfil specific purposes.  It is centrally managed during long-term 

operation to continue to fulfil those purposes as well as any new ones the system 

owners might wish to address.  The component systems maintain an ability to operate 

independently, but their normal operational mode is subordinated to the central 

managed purpose.ò 
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System Readiness Levels.  (SRL)  A UK MOD based score between 1 and 9 that 

communicates a projectôs System Maturity against the systems engineering óV Diagramô 

as shown at Figure Definitions 2.  UK MOD (2010) 

 

Figure Definitions 2.  UK System Readiness Levels, UK MOD (2010) 

System Dynamics.  The study of how systems actually behave, using models to simulate 

the assumptions and rules being followed.  Often the behaviour seen is very different than 

the behaviour people expect.  

Systems Engineering.  An interdisciplinary field of engineering that focuses on how to 

design and manage complex engineering projects over their life cycles. Issues such as 

reliability, logistics, coordination of different teams (requirements management), 

evaluation measurements, and other disciplines become more difficult when dealing with 

large, complex projects.  Systems engineering deals with work-processes, optimization 

methods, and risk management tools in such projects.  It overlaps technical and human-

centered disciplines such as control engineering, industrial engineering, organizational 

studies, and project management.  Systems Engineering ensures that all likely aspects of a 

project or system are considered, and integrated into a whole.  ANSI-EIA 632 (1999) was 

developed from MIL-STD-499B (1994).  From this ISO/IEC 15288 (2008) was 

developed as a standard covering processes and life cycle stages when the need for a 

common Systems Engineering process framework was recognized.  ñISO 15288 is 

managed by ISO/IEC JTC1/SC7, which is the ISO committee responsible for developing 

ISO standards in the area of Software and Systems Engineering. ISO/IEC 15288 is part of 

the SC 7 Integrated set of Standards. Other standards in this domain include: ISO/IEC TR 

http://www.calresco.org/action.htm#dyn
http://en.wikipedia.org/wiki/Systems_Engineering
http://en.wikipedia.org/wiki/Interdisciplinary
http://en.wikipedia.org/wiki/Engineering
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15504 which addresses capability; ISO/IEC 12207 and ISO/IEC 15288 which address 

lifecycle and ISO 9001 & ISO 9000-3 which address quality.  The standard defines 

processes divided into four categories: Technical, Project, Agreement, and Enterprise.  

Each process is defined by a purpose, outcomes, and activities. ISO 15288 comprises 25 

processes which have 123 outcomes derived from 403 activities.  Example life cycle 

stages described in the document are: concept, development, production, utilisation, 

support, and retirement. 

Technical Processes 

Stakeholder Requirements Definition Process (Clause 6.4.1) 

Requirements Analysis Process (Clause 6.4.2) 

Architectural Design Process (Clause 6.4.3) 

Implementation Process (Clause 6.4.4) 

Integration Process (Clause 6.4.5) 

Verification Process (Clause 6.4.6) 

Transition Process (Clause 6.4.7) 

Validation Process (Clause 6.4.8) 

Operation Process (Clause 6.4.9) 

Maintenance Process (Clause 6.4.10) 

Disposal Process (Clause 6.4.11) 

ñISO/IEC 15504 is the reference model for the maturity models (consisting of capability 

levels which in turn consist of the process attributes and further consist of generic 

practices) against which the assessors can place the evidence that they collect during their 

assessment, so that the assessors can give an overall determination of the organization's 

capabilities for delivering products (software, systems, and IT services). The standard 

[covers]: software development processes [and] all related processes in a software 

business, for example, project management, configuration management, quality 

assurance, and so on to cover six business areas: 

¶ organizational 

¶ management 

¶ engineering 

http://en.wikipedia.org/wiki/Software_development
http://en.wikipedia.org/wiki/Project_management
http://en.wikipedia.org/wiki/Configuration_management
http://en.wikipedia.org/wiki/Quality_assurance
http://en.wikipedia.org/wiki/Quality_assurance
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¶ acquisition supply 

¶ support 

¶ operations. 

In a major revision to the draft standard in 2004, the process reference model was 

removed and is now related to the ISO/IEC 12207 (Software Lifecycle Processes). The 

issued standard now specifies the measurement framework and can use different process 

reference models. There are five general and industry models in use.  ISO/IEC 15504 

contains a reference model. The reference model defines a process dimension and a 

capability dimension. The process dimension defines processes divided into the five 

process categories of: 

¶ customer/supplier 

¶ engineering 

¶ supporting 

¶ management 

¶ organizationò 

ñCapability levels and process attributes.  For each process, ISO/IEC 15504 defines a 

capability level on the following scale
4
: 

Level Name 

5 Optimizing process 

4 Predictable process 

3 Established process 

2 Managed process 

1 Performed process 

0 Incomplete process 

                                                 

4  Colours have added by the author to highlight the correlation and applicability of this 

model to the Capability Preparedness Levels, see Figures 7.4 and 7.5, and Table 

7.2. 

http://en.wikipedia.org/wiki/ISO/IEC_12207
http://en.wikipedia.org/wiki/Software_Lifecycle_Processes
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The capability of processes is measured using process attributes. The international 

standard defines nine process attributes: 

¶ 1.1 Process Performance 

¶ 2.1 Performance Management 

¶ 2.2 Work Product Management 

¶ 3.1 Process Definition 

¶ 3.2 Process Deployment 

¶ 4.1 Process Measurement 

¶ 4.2 Process Control 

¶ 5.1 Process Innovation 

¶ 5.2 Process Optimization.ò 

ñEach process attribute consists of one or more generic practices, which are further 

elaborated into practice indicators to aid assessment performance.  Each process attribute 

is assessed on a four-point (N-P-L-F) rating scale: 

¶ Not achieved (0 - 15%) 

¶ Partially achieved (>15% - 50%) 

¶ Largely achieved (>50%- 85%) 

¶ Fully achieved (>85% - 100%).
5
 

The rating is based upon evidence collected against the practice indicators, which 

demonstrate fulfillment of the process attribute.  ISO/IEC 15504 provides a guide for 

performing an assessment.  This includes: the assessment process, the model for the 

assessment, and any tools used in the assessment.6 

                                                 

5  The JAIME CODEx uses a Five Tier non-linear scale and criteria as described in the 

definition of CPL at Table 7.2.  The almost linear scale indicated here is better than most, 

which is why itôs included for reference but such representations are now generally 

thought to not be fully representative of criteria needed for future CAS and network-

enabled systems.  

6  See also Savvides and Fitzgerald (2002) for a CMMi critique for todayôs engineers. 

 

http://en.wikipedia.org/wiki/Operations_research
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Systems Thinking.  The systems approach relates to considering wholes rather than 

parts, taking all the interactions into account.  It considers processes rather than things to 

be primary.  

Synthetic environment.  A computer based representation of the real-world, usually a 

current or future battlespace, within which any combination of ñplayersò may interact.  

The players could be computer simulations, people or instrumented real equipment. SEs 

are usually taken to include a set of networked and interoperating simulations.  In a 

broader sense, SEs are credibly synthesized military environments other than real 

operations.  GUIDEx (2006) 

Taboo frequencies.  Frequencies that are of such importance to friendly operations that 

friendly EA may not be employed on them, e.g. distress frequencies, vital 

communications frequencies or early warning air defence radar frequencies. 

Tactics, Techniques and Procedures.  (TTP).  The core of these include with respect to 

the JAIME CODEx as the core subset being able to understand, write, and conduct 

independently the V&V of the: 

-1 Operators / Flight Manual 

-2 System Preparation / Maintenance Manual 

-3 Systems Loading Manual 

-4 Tactics Manual 

-5 Mission Planning Tools 

Target.  The object of a particular action, for example a geographic area, a complex, an 

installation, a force,  equipment, an individual, a group or a system, planned for capture, 

exploitation, neutralization or destruction by military forces.  NATO AAP-6 (2010) 

Task force.  1. A temporary grouping of units, under one commander, formed for the 

purpose of carrying out a specific operation or mission.  2. Semi-permanent organization 

of units, under one commander, formed for the purpose of carrying out a continuing 

specific task.  3. A component of a fleet organized by the commander of a task fleet or 

higher authority for the accomplishment of a specific task or tasks.  NATO AAP 6 (2010) 

Taxonomy.  The practice and science of classification.  Typically this is organised by 

ósupertype-subtypeô relationships, also called generalization-specialization relationships, 

or less formally, parent-child relationships.  In such an inheritance relationship, the 

subtype by definition has the same properties, behaviours, and constraints as the 

ósupertypeô plus one or more additional properties, behaviours, or constraints.  For 

example, car is a subtype of óvehicleô. So any car is also a vehicle, but not every vehicle 

is a car.  The term "military taxonomy" encompasses the domains of weapons, 

http://www.calresco.org/lucas/philos.htm
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equipment, organizations, strategies, and tactics.  The use of taxonomies in the military 

extends beyond its value as an indexing tool or record-keeping template - for example, 

the taxonomy-model analysis suggests a useful depiction of the spectrum of the use of 

military force in a political context.  A taxonomy of terms to describe various types of 

military operations is fundamentally affected by the way all elements are defined and 

addressedðnot unlike framing.  For example, in terms of a specific military operation, a 

taxonomic approach based on differentiation and categorization of the entities 

participating would produce results which were quite different from an approach based 

on functional objective of an operation (such as peacekeeping, disaster relief, or counter-

terrorism).  Tutty (2011) 

Technical Control.  (TECHCON)  Mandatory or specialised guidance provided by an 

authority in the performance of an assigned responsibility.  In military terms, it is the 

provision of specialist and technical advice by designated authorities for the management 

and operation of forces.  It is exercised by the designated authorities through the 

capability manager.  For forces assigned to operations, technical control is exercised 

through Chief of Joint Operations and technical control advice may not be modified but 

may be rejected in part or in total by a commander in consideration of operational factors.  

In practical terms, it is the organisation(s) formally assigned technical responsibility for 

certifying the technical integrity and suitability of the system/product and that it has been 

specified, designed, constructed, maintained and operated to approved standards and 

limitations by competent and authorised individuals who are acting as part of an approved 

organisation and whose work is both certified and accepted on behalf of Defence.  DI(G) 

OPS 2-2 (2011) and Commonwealth of Australia ADDP 00.1 (2001)  See also 

Operational Control. 

Technical Data-package.  A general description for a logical, organised collection of 

technical data necessary to support a defined requirement.  DI(G) OPS 4-5-012 (2010)   

For the purposes of the JAIME CODEx and this thesis a TDP constitutes a CEDP. 

Technical Integrity.  An items fitness for service, safety and compliance with 

regulations for environmental protection.  DI(G) OPS 4-5-012 (2010) 

Technology Readiness Level.  (TRL )  The original NASA definitions originating from 

Mankins (1995) are at Table Definitions 2, current US DoD and ADF definitions and as 

used by Tenix (2006) for example and many other prime system integrators ï as such 

many have used this model translated into systems and even capability contexts such as 

in US DoD DDRE (2009) where this table was sourced for Tutty (2010). 
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Table Definitions 2.  Technology Readiness Levels, US DoD DDRE (2009) 

1 Basic principle observed and reported.  Studies or initial investigations 

undertaken. 

2 Technology concept and/or application formulated. Potential applications 

have been identified.  

3 Analytical and experimental critical function and/or characteristic proof of 

concept. 

R&D has been initiated, work towards validating the concept done.  

4 Component and/or breadboard validation in lab environment.                                                             

The basic elements of the system/ product have been integrated to show they 

will work.  

5 Components and/or breadboard validation in relevant environment.  

A higher fidelity validation of the system/ product in a realistic environment.  

6 System/sub-system model or prototype demonstration in a relevant and or 

realistic environment.  

7 System prototype demonstration in operational environment.  Prototype 

demonstrated. 

óProductionisationô can commence.  

8 Actual system completed and mission qualified through test and 

demonstration. 

Actual system/ product has been successfully tested / qualified.  

9 Actual system proven through successful mission operations.   

Actual system / product has been successfully fielded.  

 

Test.  Any program or procedure which is designed to obtain, verify or produce data for 

the evaluation of concepts, capabilities or performance of systems, sub-systems and 

components against predetermined operational and technical requirements.  DI(G) OPS 

43 (2013) / LOG 8-10 (2010)  i. A practical or empirical event to evaluate a concept or 

system of interest by measuring it against appropriate criteria or requirements;  ii. In the 

experimentation sense, the means of determining the veracity of a hypothesis.  GUIDEx 

(2006) 

Test and Evaluation.  Test & Evaluation is the process by which a system is compared 

against technical or operational criteria through testing and the results are evaluated to 

assess performance against agreed criteria.  T&E is usually conducted to assist in making 

engineering, programmatic or process decisions, and to reduce the risks associated with 

the outcome of those decisions.  In control theory and management terms, T&E can be 

best thought of as the negative feedback loop on the capability life cycle management 

process.  DI(G) OPS 43-1 (2013) 
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Test objectives.  Provide an overview of what will be tested during a particular phase, as 

well as identifying the information required to evaluate whether a specific characteristics 

of a system meets the requirements.  For each critical suitability issue there should be an 

objective which supports the decision-making process.  For each test or test phase, the 

objective should be supported by a well understood test hypothesis.  The hypothesis may 

not necessarily be a ñstatistical hypothesis.ò  It should focus on the decision that will be 

made as a consequence of the test results.  If the test does not influence a decision, but 

only provides useful data or information, then it is usually termed an experiment. 

Test Plan.  A document developed by the test organisation which states the 

circumstances under which a test and/or evaluation will be executed, the data required 

from the test, and the methodology for analysing the test results. 

Test Report.  A test report documents the equipment or concept used in the 

test/experiment, contains the data obtained from executing the test/experiment, describes 

the conditions which prevailed during the test execution and data collection, and the 

evaluation of the results. 

Threat.  i. An enemy, or potential enemy, person, organisation or physical object/entity 

that intends to cause harm (i.e. limit, neutralise, or destroy effectiveness of current or 

projected mission, organization, or item of equipment).  More formally, a threat is ña 

malevolent actor, whether an organization or an individual, with a specific political, 

social, or personal goal and some level of capability and intention to oppose an 

established government, a private organization, or an accepted social normò.  After 

Duggan, Thomas, Veitch and Woodard (2007)  and NATO AAP 6 (2010).  ii. Those 

foreign capabilities such as doctrine, numbers, type, force or characteristics of actual or 

projected systems which impact the operational effectiveness, survivability, security or 

cost of a system.   

Training.   The process of teaching, familiarizing and bringing to a known and common 

skill level operators or users of a concept or system. Often categorized as individual, team 

or collective training.  GUIDEx (2006) 

Type I Error .  Rejecting null hypothesis when it is true. 

Type II Error.   Failing to reject a null hypothesis when it is false. 

Uncertainty.  A potential deficiency in any phase or activity of the modelling process 

that is due to a lack of knowledge.  Uncertainty is usually treated by: sensitivity analysis 

and uncertainty analysis.  AIAA G-077 (1998)  Can be viewed as órisk that is hard to 

measureô, Silver (2013).   
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Validation & Verification.   (V&V)   The process of checking that a product, service, or 

system meets specifications and that it fulfills its intended purpose.  V&V is one of the 

disciplines of the overarching function of T&E.  V&V are key components of Quality 

Management Systems such as ISO 9001 (2004).  Independent V&V is the particular form 

of the V&V discipline that, due to the increasing complexity of systems, is growing in 

importance due to the independent techniques and methodologies employed in IV&V 

which are well-suited to the acquisition of complex systems.  V&V are ongoing activities 

that do not have a clearly defined completion point.  Completion or sufficiency is usually 

determined by such a budgetary constraints and intended uses of the model.  All 

encompassing proofs of correctness, such as those developed in mathematical analysis, 

do not existing complex modeling and computational simulation.  AIAA G-077 (1998) 

Validation.  The process of evaluating a system or component during or at the end of the 

development process to determine whether it satisfies specified requirements.  Confirms 

that the system, as built, will satisfy the userôs needs ï ensures that ñyou built the right 

thingò.  INCOSE SE Handbook (2011)  Validation of M&S is the process of determining 

the degree to which a model is an accurate representation of the real-world from the 

perspective of the intended users of the model.  In validation activities, accuracy is 

measured with respect to experimental data, i.e., reality.  The fundamental strategy of 

validation if the quantification of error and uncertainty in the conceptual and 

computational models.  The recommended validation method is to employ a building 

block approach with progressively simpler phases: subsystem cases, benchmark cases and 

unit problems.  However, benchmark solutions are extremely limited in the complexity of 

flow physics and geometry; and all experimental data have random and bias errors, which 

may cause the measurements to be less accurate than the CFD results.  In essence 

validation provides evidence that the right model is solved.  AIAA G-077 (1998)   

Verification.  Addresses whether the system, its elements, its interfaces, and incremental 

work products satisfy their requirements - ensures that ñyou built it rightò.  INCOSE SE 

Handbook (2011) Verification of M&S is the process of determining that a model 

implementation accurately represents the developers conceptual description of the model 

and the solution to the model.  In verification activities of the complex engineering 

system of interest, accuracy is generally measured with respect to benchmark solutions of 

simplified model problems.  The fundamental strategy of verification is the identification 

and quantification of error in the computation solution.  Comparing computational 

solutions to a highly accurate solution is the most accurate and reliable way to 

quantitatively measure the error in the computational solution.  However, highly accurate 

solutions are known for a relatively small number of simplified solutions (usually 
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analytical, benchmark numerical to ordinary differential equations / partial differential 

equations wherein as one move from analytical to ODE and PDE solutions, the accuracy 

of the benchmarks clearly become more of an issue).  Indeed, nontrivial computer codes 

cannot be proven to be without error ï much less models of physics.  In essence, 

verification provides evidence that the model is solved right.  AIAA G-077 (1998) 

Warfighting experiment.  Although this term is used by most of the TTCP nations it is 

not used in the GUIDEx, TTCP GUIDEx (2006).  AG-12 has found that its meaning is 

not consistent across the nations and it is not helpful in communicating the GUIDExôs 

message.  For example: in some countries it is taken and used to imply experimentation 

only in warfighting scenarios, rather than in all military operations; in some it is taken to 

mean only experimentation involving the presence of warfighters in their operational 

role; and in some it is taken to cover all empirical military analyses, not just 

experimentation as described in this guide.  

Wargaming.  A synthesis of warfare with a defined ruleset, involving the multi-sided 

and adversarial engagement of human players.  Wargames may or may not use an 

experimental approach as described in the GUIDEx.  The possible range of underlying 

computer simulation support is:  

i.  none (i.e., seminar or tabletop wargames);  

ii.  an Analytic Wargame (i.e., turn-based adjudication); or  

iii. a HITL simulation (e.g., Janus or JSAF) (i.e., continuous human interaction).  

iv. Human interaction with wargames is usually, but not necessarily, abstract, in that the 

real organizational structures and manning levels are not accurately represented. For 

example, two or three officers may represent an entire headquarters [which never 

matches reality].  

Yin-yang. ñtraditionalò Chinese pinyin: yǭny§ng; literally means "shadow and light" or 

Taiji: and is used to describe how seemingly opposite or contrary forces are 

interconnected and interdependent in the natural world; and, how they give rise to each 

other as they inter-relate to one other.  The concept of yin and yang is often symboli[s]ed 

by various forms of the familiar Taijitu symbol [a variant of which as used for the 

JAIME is as shown below to signify a óshooterô and a ótargetô surrounded by the 

complementary manifestation of ósuccessô and ódanger area(s)ô], for which it is probably 

best known in Western cultures.ò  Tutty (2014) 

http://en.wikipedia.org/wiki/Pinyin
http://en.wikipedia.org/wiki/Taiji_(philosophy)
http://en.wikipedia.org/wiki/Taijitu
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ABBREVIATIONS  

ADF Australian Defence Force 

ADTEO  ADF Test and Evaluation Organisation  

AFHQ Air Force HQ, ADF 

AFRL (US) Air Force Research Laboratory 

AHQ Army HQ ADF 

ANAO Australian National Audit Office 

ARDU Aircraft Research & Development Unit RAAF 

ASCEDP Armament Systems Certification Engineering Data-package 

ASCENG Aircraft Stores Compatibility Engineering Squadron, RAAF 

BDA Battle Damage Assessment 

BKPM Bad Karma per Minute 

CCRP (US) Command & Control Research Program  

CDE Collateral Damage Estimation 

C2 and C4ISR Command, Control, Communications, Computers, Cooperation and 

Collaboration, Intelligence, Surveillance and Reconnaissance 

CAF Chief of Air Force, RAAF 

CAGE Coalition Attack Guidance Experimentation 

CAS Complex, adaptive system 

CASG Australiaôs Capability Acquisition and Sustainment Group, referred 

to as DMO herein, as it was called at the time of writing 

CDF Chief of Defence Force, ADF 

CDG Capability Development Group 

CDIS Cross-Domain Information Sharing  

CIED Counter-IED 

CIEDTF CIED Task Force, ADF 

CoBP Code of Best Practice 

CODEx CoBP for Experimentation 

COI Critical Operational Issue 

Conops Concept of Operations 

CPL Capability Preparedness Level 

CTI/P Critical Technical Issue / Parameter 

DI  (Australian) Defence Instruction 

DCAF Deputy CAF, RAAF 

DIE Defence Information Environment 

DIS Distribution Interactive Simulation 
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DISN (US) Defense Information System Network  

DMO Australiaôs Defence Materiel Organisation / now CASG 

DoD Department of Defence 

DoDAF DoD Architectural Framework 

DOT&E (US) Director OT&E, OSD 

DREN (US) Defence Research and Engineering Network 

DR/P/SN Defence Restricted/Protected/Secret Network 

DSTO Defence Science and Technology Organisation 

DTEN Defence Test and Experimentation Network 

E3  Electromagnetic environmental effects  

EA  Electronic Attack 

ECM Electronic Counter-Measures 

EM Electromagnetic 

EMC EM Compatibility 

EMI EM Interference 

EMS EM Spectrum 

EO  Explosive Ordnance / Electro-Optics 

EOD Explosive Ordnance Disposal  

EP  Electronic Protection 

ES  Electronic support/surveillance 

ET&E Experimentation, T&E 

ETC Experimentation, T&E and Certification 

EW Electronic Warfare 

FEG Force Element Group 

FIC Fundamental Inputs to Capability 

FMR Final Material Release 

FOB Forward Operating Base 

FOC Final Operational Capability 

FoS Family of SoS 

FPECM Force Protection ECM 

FPS Function(al / and) Performance Specification 

FRD  Functional Requirements Document. 

FOT&E Follow on Operational Test and Evaluation 

FT3 Flight Test Technical Team SCI NATO STO  

FTS Flight Termination System 

GAO (US) Government Accounting Office 
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GIG (US) Global Information Grid 

GSE Ground Support Equipment 

GPS Global Positioning System 

GUIDEx (TTCP) GUIDe to Experimentation 

HERO Hazards of Electromagnetic Radiation to Ordnance 

HLA High Level Architecture 

HQ  Headquarters 

HW Hardware 

IED Improvised Explosive Device 

IMD Intelligence Mission Data 

IME Integrated Mission Environment 

IMR Initial Material Release 

InterTEC (C4ISR) Interoperability Test and Evaluation Capability 

IO  Information Operations 

IOC Initial Operational Capability 

IOR Initial Operational Release 

ITEA International T&E Association 

IW  Information Warfare 

JAIME Joint fires Armament IME: Ɋ 

JANETT Joint Analysis Net-centric Evaluation Testing Toolkit 

JASSM Joint Air to Surface Strike Missile 

JCTC (Australian) Joint Combined Training Capability 

JFCOM Joint Forces COMmand, Norfolk, VA, US DoD 

JDAM GPS-aided Joint Direct Attack Munition 

JIEDDO (US) Joint IED Defeat Organisation 

JIMES (US) Joint Interoperability Modular Evaluation System  

JIOR Joint IO Range 

JMETC Joint Mission Environment Test Capability 

JMPI Joint Mean Point of Impact 

JNTC (US) Joint National Training Capability 

JOC Joint Operations Command, Bungendore, ACT, ADF 

JTEM Joint T&E Methodology 

JTEN (US) Joint T&E Network 

JTF Joint Task Force 

KHI Key Health Indicator 

KPI Key Performance Indicator 
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LSA Logistic Support Analysis 

LSPSPO Land Self-Protection SPO, EW Branch, Electronic Systems 

Division, DMO 

LVC Live, Virtual and Constructive 

MIL S Multiple, independent-levels of security 

MOB Main Operating Base 

MOD (UK) Ministry of Defence 

MOE Measure of Effectiveness 

MOS Measure of Success 

MOP Measure of Performance 

MTBF Mean Time Between Failure 

MTDS Mission Training through Distributed Simulation 

MTTR Mean Time To Repair 

NACTS (US) National Air Combat Training System 

NATO   North Atlantic Treaty Organisation 

NECSI New England Complex Systems Institute 

NEO / NCW   Network-enabled operations / Network-centric warfare 

NEW Network-enabled weapon 

NSITE (TENA) Network Systems Integration and Test Environment 

OCD Operational Concept Document 

OLA  On Line Availability: i.e. serviceable 

OPCON Operational Control 

OODA Observe, Orient, Decide, Act: a strategic concept for decision-

making developed by COL John ñ40 Secondò Boyd, USAF, and 

usually referred to as an ñOODA Loopò 

OCPF Operational Capability Preparedness P6 Framework 

OR  Operational Release 

OSA Opens Systems Architecture 

OSD (US) Office of the Secretary of Defence 

PACE  PACOM Air Operations Center Cyber Experiment 

PACOM  PAcific COMmand, US 

PdS  Product Schedule 

PICS Physical, Information, Cognitive and Social domains: a strategic 

conceptual model for the LVC environment 

PJHQ Permanent Joint HQ, Northwood, UK 

RAAF Royal Australian Air Force 
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RACY Risk-Yin and Confidence-Yang model 

RAF Royal Air Force 

RAM Reliability and Maintainability 

R&E Research & Experimentation 

RoE Rate of Effort 

ROE Rules Of Engagement 

RoSI Region of Significant Influence 

RPA/V Remote Piloted Aircraft/Vehicle: the correct term for a ñDroneò 

(NATO) RTO Research and Technology Organisation, NATO, see STO 

RTO  Responsible Test Organisation 

SAE Society of Automotive Engineering  

SCI NATO Systems Concepts and Integration 

SDREN (US) Secret DREN 

S&T Science & Technology 

SIMAF (US) Simulation and Analysis Facility 

SIMDIS 3-D Analysis and Display Toolset for test and training mission data 

(NATO) STO S&T Organisation, successor to the NATO RTO 

SOA Service-orientated Architecture 

SPO Systems Program Office 

SoS System-of-systems 

STANAG (NATO) Standardisation Agreement 

STPA-Sec System-Theoretic Process Analysis for Security  

SW Software 

TDL Tactical Data Link 

TECHCON Technical Control 

T&E Test and Experimentation 

TEMP T&E Master Plan 

TENA Test & Training Enabling Architecture 

TRL Technology Readiness Level 

TSPI Time and Spatial Position Information 

TTCP The Technical Cooperation Program  

TTP Tactics, Techniques and Procedures 

UAS/V Uninhabited Air System/Vehicle: see RPA/V 

UCAV Uninhabited Combat Air Vehicle: a ñShooter RPAò 

USAF US Air Force  

USN US Navy 
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VCDF Vice CDF, ADF 

VPN Virtua Private Network 

V&V  Validation and Verification 

WPA Woomera Prohibited Area 

WRC Woomera Range Complex 

WSMR White Sands Missile Range 

WTR Woomera Test Range 
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and much loved husband of Wendy Rae.  He would have never envisaged his sonôs career 

in air-armament or serving in Afghanistan on the ground with the Five Eyes and the 

International Security Assistance Force doing the high-end electronic warfare. 
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Preface  

Ū 

Si ego certiorem faciam, mihi tu delendus Eris7.  Often attributed to Homer in The Iliad 

This thesis draws on knowledge of the profession-of-arms  in Australia, the Five-

Eye nations and North Atlantic Treaty Organisation (NATO) nations
8
 based on the  

extensive involvement with the testing and design approval/acceptance of over a 

thousand national and international kinetic weapons and non-kinetic warfare systems 

(i.e., electronic warfare / information operations) and system-of-systems (SoS) in creating 

both the product and the operational and technical management of the producing/enabling 

systems introduced to enhance future operations at each of these levels.  It intentionally 

starts with the use of the quote used in the Epilogue of the authorôs Master of Systems 

Engineering Thesis at Tutty (2005).  This new work synthesises a conceptual framework 

for an integrated environment for the force application of armament and an associated 

methodology that provides guidance/direction to improve current practices and thereby 

help many of the good people we do have using such systems better able to perform 

network-enabled, SoS operations.  The conceptual framework and recommended 

practices are validated by four case studies that illustrate the utility of the methodology in 

different areas of concern: traditional armament systems and System-of-system (SoS) 

certification, a sensor and kinetic SoS, a test range SoS upgrade, and non-kinetic ECM 

SoSs undergoing a transition from óin-useô in combat in Iraq and Afghanistan to óin-

serviceô having been delivered straight into combat operations based on cooperative 

testing within the Five-Eye nations.  These case studies directly informed the refinement 

of the conceptual framework, the methodology and the recommended practice to provide 

the scientific and rigour necessary for Five Eyes and NATO operations, providing 

                                                 

7   The authoritative translation is considered to be: ñIf I told you, I would be forced to 

destroy you Erisò.  Of  note, so as to put the original quote into context, Eris was the 

Greek Goddess of Chaos. 

8  Which now includes Australia as an óEnhanced Partnerô in many of the operational, 

technical, logistics and scientific fora. 
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increased confidence for armament applications when employed in network-enabled 

lethal complex adaptive environments. 

The research underpinning this thesis was conducted part time over six years while 

the author was engaged in full -time employment at an executive-level in Australian 

industry, public service and Air Force. 

What was the research problem.  Conventional wisdom acknowledges that 

soldiers, sailors, marines and airmen involved in network-enabled effects-based 

operations on the battlefield of tomorrow could be inundated with voluminous and 

sometimes conflicting data from multiple network-capable systems and sources, 

potentially resulting in ócognition overloadô.  Research & Experimentation (R&E), Test 

& Evaluation (T&E), and Validation and Verification (V&V) are generally accepted 

today as major activities during the acquisition and capability systems development cycle 

amongst the Five Eye and NATO nations.  These disciplines are used to examine 

adherence to requirements, characterise systems performance and suitability in order to 

provide the users and the acquisition communities with insights into emerging and 

upgraded technologies.  To what extent can decision makers rely on these types of 

activities to predict outcomes for future military needs though?  Key questions arise when 

looking at future technologies and systems:  1) what assurance is there that a system or 

any project is going to deliver an operationally-useful capability;  2) what information 

must be collected; 3) what role should T&E play in obtaining future capabilities:  4) how 

is the commanders true intent defined for technologies implementation when fielding of 

the systems and any users trained in its use may be over a decade away;  5) how can 

technology keep pace with emerging threats that will probably be using disruptive 

technologies and with constantly changing actors (especially when the majority of these 

actors are not part of the defence force and ahead of obsolescence that occurs quicker 

than the acquisition systems can approve let alone field its replacement)?  6) how do we 

keep our combat edge when military and civilian IT based systems obsolescence is faster 

than the acquisition capability development and major capital equipment approval 

process.  To that end, research using a grounded theory study to gain data and develop a 

concept to determine óto what degree should experimentation be used to enhance the 

confidence in Australiaôs future military capabilities being operationally effective, 

suitable and prepared?ô 

Why do conventional approaches not address this well.  Surprisingly, there is 

still no accepted international standard or benchmark criteria for the T&E of todayôs 

military systems let alone a methodology to evaluate a task forcesô capability for conduct 

of operational joint fires missions in tomorrowôs complex network-enabled system-of-
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systems (SoS) environments that may involve machine-to-machine exchanges with no 

human-in-the-loop interactions even when employing kinetic and non-kinetic effects9.  

Most project managers use it as a ónecessary evilô during acquisition but it is seriously ad-

hoc and often ill-defined discipline; even the systems engineers have more discipline in 

their application of T&E in their validation and verification V&V activities than the 

typical use of T&E by the acquisition and sustainment communities, world-wide.  To 

enforce greater discipline, the US were the first nation to mandate the use of 

developmental and operational T&E for major systems/programs by an act of Congress 

thereby making it the law to do so.  More recently, military experimentation has had a 

resurgence with the development of new tools and use of the TTCP GUIDEx (2006) has 

started to have greater consistency in use of terminology and test approaches than even 

traditional test and evaluation.  The techniques required to develop, test, experiment and 

certify ever increasingly complex, safety-critical systems and/or capabilities will involve 

unique skills and experience which have not yet been widely available amongst most 

NATO or Five-Eye nations.  How can the typical project-centric culture used in 

contemporary material acquisition processes better inform the key stakeholders as to 

whether future network-centric system and families of system-of-systems (SoS) and, 

what the author has termed, families of system-of-systems (FoS) are going to deliver 

operationally-useful military capabilities that can defeat future threats is one of the 

central questions during acquisition?  Finally how the military and public of such nations 

attain confidence in the use of potentially higher levels of autonomous joint fires 

capabilities needs to be explored with scientific rigour and less sensationalism or hubris. 

The author has had what many say is a unique career in the military, public service, 

industry and military service again.  He has been intimately involved with the current 

methods used for capability development, systems engineering and management practices 

by Australia and by the Five Eyes from operational, technical, business development and 

test perspectives.  Based on the research undertaken the author has identified the key 

elements that could enable the research question to be addressed as it relates to joint fires 

capabilities.  The hypothesis that a NATO CODe of (best) practice for the 

Experimentation, test and certification (CODEx) of network-centric, complex adaptive 

                                                 

9  The debate about Remote Piloted Aircraft (RPA) versus use of the term óDronesô or even 

óUninhabited Air Vehiclesô is symptomatic of, and typifies, the challenge the military 

generally and the public especially has with a (not unintentionally) alarmist media news 

cycle.  In many ways this fails to help shape the debate we do need to have in a 

meaningfully way to address the safety and the ways and means to do this logically and 

with scientific rigour. 
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armament systems employing kinetic and non-kinetic effects (finally) using a óJoint 

fires: Armament Integrated Mission Environmentô or óJAIME CODExô has been 

investigated using over 300 subject matter experts involved from the various and diverse 

areasquantifiable  from all around the world. 

Along the way, each nation has not surprisingly been evolving and changing their 

capability development/management, enterprise risk management
10
, systems engineering 

and T&E
11

 approaches: many of which are seeking to improve defence outcomes.  In the 

case of Australia, Commonwealth of Australia (2012a) changed Defenceôs Business and 

Output model as shown at Figure 0.1, Tutty (2013).  Fortunately for the subject research 

this new model, along with recent Capability Development Group (CDG) changes, 

support the proposed operational capability model for joint task forces extremely well12.  

The author contends that such changes need to be taken to the next level and that without 

                                                 

10   See ISO 31000 (2009) and AS/NZS 4360 (2004).  The former standard followed the 

latterôs lead in taking an enterprise view of risk in providing principles, a framework and 

a process for looking beyond the ódown sideô of risk across the whole enterprise 

including an organisationôs strategic planning.  Most users of risk management 

techniques would acknowledge that their risk management staff would still be thinking in 

terms of addressing the negative aspects despite the above definition having 

specifically changed that traditional perspective.  See also COSO (2004) for a US 

consensus based standard which focuses on the internal control of enterprise risk 

management. 

11  The acronym T&E has, since the 1970ôs, been used within western defence 

communities mostly to described the óTestô and doing the óEvaluationô of the óTest(s)ô, as 

neither aspect was being done well within the major government-lead systems 

developments of the 1950ôs, 60ôs and 70ôs by the US Defence and NASA projects for 

example.  The failures were so great and very public that US legislation was put in place 

under U.S. Title 10 Section 2399 to ensure that óOperational T&Eô was conducted and 

reported to Congress prior to approval of ólow rate initial productionô and explains the 

significance of agreements by the Five-Eye nations with the Director of OT&E as 

discussed later.  The need for national legislation is unique to the US amongst the 

developed nations and is therefore an obvious major legal difference between the Five-

Eye nations in their approaches to T&E.  The term Experimentation, T&E or ET&E is 

being proposed to help promote better cooperation across the capability systems life 

cycle. 

12  That said, the model is an intriguing mix of functional and organisation structure 

constructs that drives systems engineering purists to distraction and is opaque to insiders 

and outsiders as to how it should work end-to-end and how the outcome and output focus 

is to be achieved.   The model is an improvement but needs considerable more work. 
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the use of the proposed framework and recommended practice that Commonwealth of 

Australia (2012a) and the many Senate Inquiryôs and ANAO audits cannot ever be 

actioned/resolved with extant approaches.  Maybe that is the intended outcome of some 

within Defence and industry, but it is certainly not the outcome that the Service Chiefs 

and Commander of Joint Operations Command expect or need to defeat threats against 

Australia when directed to do so by Government. 

 

 

Figure 0.1  Defence Business & Output Model,                                         

Commonwealth of Australia (2012) 

This thesis examines the shift to a joint force-level System-of-systems (SoS) test 

and experimentation methodology by the Five-Eye nations.  It will examine what these 

nations are now doing to determine where it is best to spend efforts in a resource-

constrained environment to ensure our Joint Task Forces can achieve the campaign 

objectives.  It discusses impacts on the experimentation and T&E communities at large, 

with emphasis on capability preparedness in particular and the realities of the impact of 

the Information Age on those SoS requirements and level of preparedness.  The current 

progress in the research validating the capability preparedness framework, 

acquisition/sustainment business models and the technical capabilities to facilitate SoS 

testing in the real-world is reviewed.  The author then discusses what the implications of 

small fleet sizes are on how such capabilities are currently measured during the 

acquisition and sustainment phases.  A seemingly radical way ahead that will enable 

Defence to do more of the right high-end effects-based things by leveraging training and 

testing capabilities through integrated training, test and experimentation opportunities 
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with joint fires decision-making in the information age is also proposed.  In short, the 

research activities explored whether such a CODEx and a tailorable STANAG for test 

and experimentation can promote interoperability13 and enhance the confidence in our 

future network-enabled SoS into operationally suitable and effective kinetic and non-

kinetic military capabilities amongst the Five Eyes and broader NATO nations.  The gaps 

identified in current approaches and validation strategies are described as confirmed by 

numerous national and internationally refereed papers, presentations and extensive case 

studies from the trenches in the óreal-worldô of a nation and the Five Eyes community 

very much at war for the whole time the research was being conducted. 

Personal Motivation.  The author was motivated to undertake this study at a 

personal, professional and more philosophical level, based on a belief from within the 

system that Defence was still not achieving the best outcomes in weapons systems 

compatibility, performance and safety and many people could not see where and why 

their individual activities were more important for their organisation than others, Tutty 

(1998).  As many people would be aware such views were developed from personal 

experience and formally documented in Tutty (2005) as well as other papers.  Over the 

years, Defence has also been subjected to the many and varied óbusiness process 

reengineeringô and óworking smarter not harderô mantras when the some of the 

instigators, who are all too often unable themselves to even conceptualise the breadth of 

activities required to safely certify air weapons as operationally effective and suitable, 

tried to harness the influx of information technology into the workplace.  This was based 

on no rationale apart from expectations for óproductivity increasesô that appeared to be 

met primarily at the expense of an experienced workforce who could, or by making 

organisational changes without knowledge of basic military concepts of operations or 

realities.  óMore changeô was always better ï without necessarily confirming that such 

actions were reducing risks or increasing the confidence in Defence meeting agreed 

outputs and outcomes.  Hodge (2010) articulates this situation well from his experience 

over this period too, and his sentiments ring true from the authorôs own experience: 

Many were overworked meeting short-term demands and appeared progressively less 

clear about their future, not knowing what was important for them and their organisation 

or their business beyond the short term.  It seemed to me a reality that traditional 

methods of setting and following directions were failing to help people sort ówantsô from 

                                                 

13  Interoperability, when used without context or explanation, is one of the most often 

misused terms in the Defence lexicon.  It can mean commonality, interchangeability 

or compatibility of any matter of things from: products, processes or services. 
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óneedsô.  Consequently, people worked harder at meeting organisational targets from 

their groupôs perspective with the effect that cross-group relationships more frequently 

became competitive rather than collaborative.  Raised expectations for organisational 

learning and growth appeared to have grown quicker than new processes that help 

people to óseeô their way ahead.  More appeared to have been said about the uncertainty 

and ambiguity of the future than had been offered in ways to deal with it. 

More often than not it is organisational competition / inaction, organisations not 

caring or knowing who has the lead i.e.: ówhoôs on firstô, the organisation just being seen 

to be ódoing somethingô or organisations doing other peopleôs work without authority or 

subject matter expertise that contributes to and/or even drives schedule ódelaysô!  The 

intention of the thesis and the resulting JAIME CODEx is to better inform the Five Eyes 

and the key NATO nations such that they are better prepared for further cooperative 

developments.  The thesis can significantly reduce the time to conduct the V&V and start 

on the journey to focusing on defence output and outcomes related to joint fires that can 

confidently defeat future adaptive, disruptive threat(s) with a consensus based, tailorable 

STANAG. 

The journey taken so far with the research was certainly not as expected, but has 

been enlightening personally and professionally as the outcome, based on the research 

data, was found to be significantly different to that presumed in 2005 with the authorôs 

masterôs program.  The author proposes to share only those portions of that journey that 

directly affected the research method and outcomes.  For those who wish to follow that 

journey in detail from Tenixôs interests in researching avionic mission systems to 

proposing a fundamentally new capability preparedness framework to attain confidence 

in joint fires in operations, training, test and experimentation14 with Families of SoS, the 

many questionnaires, papers and presentations made since the research proposal was 

made and the wider armament community made aware of it in 2006 can be followed at 

www.maltutty.com and in the enclosures at Volumes II.  Surprisingly both the wider 

Defence and academic communities are, in the main, seemingly unaware of joint fires 

and current practices.  Hopefully, this thesis can change not only that but provide a 

thorough basis for future capability preparedness and the people-centric outcomes-

focused activities the Five Eyes and NATO should be doing as a matter of course in the 

profession-of-arms. 

                                                 

14  One that has a scope which directly affects theatre level operations and strategy, our 

national strategy and even ógrand strategyô, Layton (2012). 

http://www.maltutty.com/
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The ancient Greek author Homer immortalised the war Goddess Eris in his literary 

works, describing her as ñwreaking a path of chaos, strife and discordò which is a fitting 

analogy for contemporary military actions that do not follow a disciplined approach.  By 

changing the Five Eyes and NATO focus to a more structured and scientifically-based 

approach, the resulting expanded and enhanced methodology will yield a level of 

confidence and assurance in the profession-of-arms not previously experienced, and this 

will ultimately lead to improved overall warfighting capabilities for Australia, the Five 

Eyes and NATO.  And Eris will no longer be comfortable in the domain. 

 

 

 

 

 

CPL 

0 

No identified capability, basic principles conceptualised and studies 
initiated.  

Capability development being proposed. 

Ū 

The Greek symbol Theta.  Often the unknown parameter used in 

mathematical statistics which was ƻǊƛƎƛƴŀƭƭȅ ŎƻƴŎŜƛǾŜŘ ŀǎ ǘƘŜ ΨǎŎƛŜƴŎŜ ƻŦ 

ǘƘŜ ǎǘŀǘŜΩ ς ǘƘŜ ŎƻƭƭŜŎǘƛƻƴ ŀƴŘ ŀƴŀƭȅǎƛǎ ƻŦ ŦŀŎǘǎ ŀōƻǳǘ ŀ ŎƻǳƴǘǊȅΥ ƛǘΩǎ 

economy, land, military, population and so on.   
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Chapter 1 

Introduction  

a 
Now, there are two ways of learning to ride a flying machine; if you are looking 

for perfect safety, you will do well to sit on a fence and watch the birds;             
but if you wish to learn you must mount a machine and become acquainted             

with its tricks by actual trial. 
Wilbur Wright, Miracle at Kitty Hawk 

1.0  Background 

Today test & evaluation (T&E) and, more recently, scientific research and 

experimentation (R&E) and systems engineeringôs Validation and Verification (V&V) 

activities are now generally accepted, at least amongst the Five-Eye nations, as key major 

activities during the acquisition and capability systems development and management life 

cycle.  The contemporary wisdom is that on the battlefields and spaces of the ófutureô our 

soldiers, sailors, marines and airmen will be presented with ever increasing voluminous 

and often conflicting data from multiple network-capable systems and sources in the 

increasingly small-world of the Information Age.  Krulak (1999), for example, raised the 

notion of the óstrategic corporalô who must lead his fire team while obtaining mission 

instructions from remote command in rapidly changing tactical situations and be ready 

fight, do peacekeeping operations and provide humanitarian aid all in the space of three 

contiguous blocks: in essence óa low-level unit leader able to take independent action and 

make major decisionsô.  The very nature of future asymmetric warfare requires that the 

óstrategic corporalô and troops must receive such data and information, be able to rapidly 

process it, coordinate and make systematic responses to potentially technologically 

ódisruptive threatsô coming from all dimensions being exploited effectively with 

synchronised, appropriate and balanced responses, Bracken (1999), Corbin et al (2007).  

Many are concerned that when conducting Joint Fires15 operationally our warfighters will 

face ócognition overloadô with the myriad of options and limited realistic joint training 

                                                 

15   See US Joint Publication 3-09 (2006), JP 3-09 (2006) and Joint Publication FM 3-09.32 

(2007).  A complete discussion about its application by the ADF is at Commonwealth of 

Australia (2010) and Tutty (2010). 
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opportunities prior to being committed to combat operations, Alberts et. al. (2001).  

Ultimately, T&E needs to include the validation, verification and operation of such 

systems to confirm their operational suitability, effectiveness and establish whether such 

óoverloadô is beyond the ability of our people to safely innovate with agility and hence 

excel now and into the future. 

The recent Senate Inquiry into Defenceôs procurement procedures for major capital 

equipment Commonwealth of Australia (2012a), however, stated that: 

Defence's projects for acquiring major capital equipment face an array of internal and 

external forces and influences é[and] é are of a scale and complexity that they present 

'formidable and ever-increasing challenges'.  The problems identified in defence 

procurement, however, are largely a function of the organisation's own makingð

unintentionally self-inflicted.  In effect, Defence has a flawed management structure that 

stymies the work of dedicated, professional and in many cases highly skilled personnel. 

The Senateôs Inquiry made 28 recommendations to Government, Defence and 

industry to consider.  While there are some concerns with the timelines of the other 

reviews cited that have occurred over the same space in the last decade or more, the 

Inquiry accurately portrays the challenges faced by Defence and the nature of Defence 

procurement with such fragmented and continuously changing Committee, organisational 

structure and accountabilities.  In effect, the Australian Government (rightly) remains 

unconvinced as to the military preparedness of the capabilities being acquired and the 

governance arrangements for them to be sustained.16  For the national outlays being 

made, a óway forwardô is urgently needed to make sure that the concerns expressed 

during the Senate Inquiry are addressed and so Australia can achieve the required 

confidence in its operational capabilities for the outlays being made. 

In the Australian context there have been almost yearly reviews of Defence and 

procurement approaches.  Some of these were the driving forces behind the authorôs 

research area, the Defence Efficiency Review (2000) and the Kinnaird Review at 

Commonwealth of Australia (2003).  Not that all these reviews were misdirected but the 

ability to implement such measures in an organisation with 100,000 personnel, a $20b+ 

                                                 

16  Furthermore, given the spate of external reviews and the influx of personnel within 

Defence who now have some form of ógovernanceô responsibility in their title and feel 

free to raise concerns with achieving Government direction without ósolutionsô and 

seeking ómore justificationô / óreassurance with all the risksô.  Interestingly, all too 

often many SMEs feel such concerns have had little or no perceptible bearing on 

Defence and the Governments understanding of the agreed concept of operations 

(Conops) and the effects-based outputs being sought. 
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yearly budget and a major equipment acquisition process constantly fighting block 

obsolescence of key combat capabilities and decaying infrastructure while implementing 

the latest reviewôs findings is no small challenge.  Recent reviews have documented 

Defenceôs inability to comprehensively address the recommendations (even those 

directed by Government through legislation or those with which Defence has publically 

agreed to address).  Such external reviews by Mortimer in Commonwealth of Australia 

(2008), Rizzo (2011) and the Australian National Audit Office (2010), (2012) and (2013) 

in addition to numerous Senate Inquiries such as discussed above have repeatedly 

highlighted some common themes from Davies and Thomson (2013), that this research 

confirms with a strategy for being able to help analyse root causes affecting capability 

preparedness.  These themes include: 

¶ ñcapability development ï organisation and processes 

¶ improving advice to government when seeking approval 

¶ improving accountability and advice during project implementation 

¶ reporting on progress with reform [of such things as] processes and the committee 

structure in Defenceò 

 ANAO (2013) not only highlights the obvious observation many of the reviews 

make about the military membersô short tenure in capability development but also the 

high civilian turnover at all levels.  ñIn the past 14 years, for example, before the change 

of government in September 2013, there had been seven Ministers for Defence and six 

Defence secretaries, with an average tenure of 2 years and 2.2 years respectivelyò, 

ANAO (2013 para 89).  The authorôs experience in the military, APS and industry is that 

APS members move more frequently and both ótribesô suffer from little or no career 

management / guidance / mentoring and are repeatedly being posted into positions for 

which they have not had sufficient education, training or experience.  To exacerbate the 

problem today, most organisations have been down-sized to having ódigital positionsô 

that need to be ófully operativeô creating multiple single point failures in their ósilosô.  

Furthermore, reliance on staff with minimal, or ódevelopingô skills means that they and 

many of the good ones are often unavailable for training and/or attending conferences. 

Defence is now in the early phases of another Defence White Paper which includes 

specific consideration of óDefence Industryô and a óFirst Principles Reviewô lead by 

former Rio Tinto Australian head David Peever.  The results of these will serve to shape 

the future force structure, the DCP and how CDG, the Services and DMO will work 

together and what form the DMO will now take.  Dibb (2014) argues that ñthe world is 

witnessing a return to the hard-edged geopolitical confrontation and with large 
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authoritarian countries such as Russia and China dissatisfied and aggrieved by their place 

in the worldò and ñFor Australia then, Asia should be the focus of our long-term defence 

planning and force structure priorities. é deployments to places such as the Middle East 

é may impact on ADF posture, but should not determine our force posture.  Australia 

needs to give priority to a maritime strategy that ensures we have predominant naval and 

air combat power in our own region.  The army needs to take its amphibious 

responsibilities seriously é [in a an area] extending from the eastern Indian Ocean to the 

South China Sea and from Southeast Asia to the South Pacific and Antarctica.  é about 

17 per cent of the Earthôs surface and is a nontrivial task for a defence force of less than     

60 000 full-time personnel.  Our armed forces must be able to operate decisively in the 

part of the world and with a clear technological edge.ò  Grand geopolitical strategies are 

important but what does this mean in achieving óa clear technological edgeô at the 

operational and tactical-levels and how do we know it has been achieved given this 

region of interest ñcontains more than half the worldôs population, the largest democracy 

(India), the second and third largest economies (China and Japan), the most populous 

Muslim state in the world (Indonesia) and seven of the 10 largest armiesò.  First 

indications are that the First Principles Review report óOne Defence, Case for Changeô 

will significantly reshape the current Force Structure Review and the Governmentôs 

White Paper by recommending the most significant changes since Sir Arthur Tangeôs in 

1973 which merged the various service departments and set up the current diarchy of a 

Chief of the ADF and Defence Department Secretary, Nicholson (2015).  Some, the 

author included, suspect that given the increasing tempo of the reviews, party politics 

aside, if Defence cannot be seen to reform the current acquisition and sustainment 

mechanisms internally as a result of the First Principles Review Implementation, US 

styled legislation such as U.S. Title 10 will result so as to better shape behaviours and 

consistency.     

Given the importance one might associate with the Government and the public 

having confidence in their militaryôs capability and preparedness levels to undertake 

likely joint operations when directed to do by Government, many find it surprising that 

there is no accepted international óstandardô or benchmark criteria for validating and 

verifying todayôs stand-alone systems or military platform-centric system-of-systems 

(SoS)
17
 let alone tomorrowôs ónetwork-enabled, complex, adaptiveô kinetic and non-

                                                 

17   See US DOD SoS Guide (2008) and Abbott (2009).  The distinguishing feature of a SoS 

over a large monolithic system is that a SoS comes into being from a series of acquisition 

actions and typically has no one single management entity. 
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kinetic effect capabilities as part of a Joint Task Force (JTF).  The techniques required to 

develop, experiment, test and certify the ever increasingly complex, safety-critical 

systems and/or capabilities with humans in óclose contactô will involve unique skills and 

experience which have not yet been widely available even amongst most NATO nations, 

NATO ALWI II (2004).  How the typical project-centric culture used in contemporary 

material acquisition processes can better inform the key stakeholders as to whether future 

network-centric system-of-systems is going to deliver operationally-useful capabilities is 

key?  While this is not a uniquely Australian problem, the Governmentôs implicit strategy 

to not develop or manufacture significant aircraft or weapon systems indigenously has 

meant Australia has sought to influence its major Allies who do and from whom we need 

to purchase and sustain such capabilities. 

One of the most significant studies that investigated the challenges with network-

enabling the extant NATO aircraft stores capabilities was NATO ALWI II (2004).  The 

study was conducted by a NATO Armament Advisory Group with extensive interest by 

the Air Standardisation Coordinating Committee (ASCC) Working Party 20 on Air -

armament through which Australia was able to formally gain visibility and to also 

provide advice to national participants.  The implications and recommendations of this 

study were a significant contribution to the need for the subject research and were 

extensively explored during the research program to contribute further in a number of key 

areas.  Of particular note to this research, the NATO ALWI II (2004) Lines of Operation 

(LOO), recommended significantly greater NATO cooperation being needed in 

communications / network-enabling (hardware, security, protocols, etc), interoperability 

of mission planning (concepts of operations and interchangeability if not commonality) 

and a more consistent NATO approach to aircraft stores certification by each nation 

(certification criteria, consistent T&E standards and processes) amongst other things for 

air launched weapons to achieve better interoperability, Tutty (2005).  Furthermore, 

ALWI II (2004) recommends in one of the LOO / major areas/threads for research and 

development that the extant US MIL-STD/HDBK-1763, in conjunction with several other 

key performance and information protocol standards, be used as the basis for revision and 

eventual promulgation as a NATO STANAG in the so-called ólonger termô of 20 - 30 

years. 

Given the intention for greater availability of performance data and information 

sharing, there seems to be ready use of many statistical tools and methods (the ówhatô and 

óhowô) that many of donôt often really recall the ówhyô and some definitely donôt 

understand ówhenô they should or should not be used.  In particular, the Defence Material 

Organisation (DMO) and Service Capability Managers continue to primarily use normal 
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distributions averaged over a year for performance measuring and are increasingly trying 

to use this information with networked SoSs and small fleets of equipment.  The author is 

well known for his ongoing passion about the óuse and abuseô of analytical tools.   

Applicability of such metrics/tools in the increasingly ósmall-worldô of the 

Information Age
18
 were also drawn from the literature, some of the most significant in 

recent years being: Alberts (2005), Taleb (2007) and (2012)
19
, Watts (2002), Silver (2012) 

and Ferguson (2012). 
20
  

The current methods used for capability development, systems engineering, 

management and experimentation / Test & Evaluation practices and the key elements 

identified that could enable these questions needed to be addressed.  The hypothesis that a 

                                                 

18   Which is now resulting in many traditional hard book sources ceasing publication.  

Encyclopædia Britannica, for example, had itôs last hardback version produced in 2010.  

While Wikipedia óespouses [a] verifiability and a neutral point of viewô, it does come with 

a significant challenge with the ópossibility of inaccurate or inconsistent and explicit 

contentô.  This is also the challenge of todayôs security systems and source codes such 

as TENAs software environment, whether to publish or not in the open literature.  The 

area is the object of much research of itself.  Furthermore, Schneier (2004) etal 

recommends the use of such open source codes for security and so on given the 

significant improvements in robustness that result. 

19  In most of his works, Taleb criticises the risk management methods used by the finance 

industry and warned about financial crises, subsequently making a fortune out of the late-

2000s financial crisis. He advocates what he calls a "black swan robust" society, meaning a 

society that can withstand difficult-to-predict events.  In Taleb (2012), he proposes 

"antifragility" in systems, that is, an ability to benefit and grow from random events, errors, 

and volatility, as well as "stochastic tinkering" as a method of scientific discovery, by which 

he means experimentation and ótrial and errorô and fact-collecting instead of top-down 

directed research.  

20  In his latest book on the nature of western civilization, Ferguson (2012 p xix) makes the 

critical observation ñThere is in fact no such things as the future; singular; only future, 

plural.  There are multiple interpretations of history, to be sure, none definitive ï but there 

is only one past. And although the past is over, for two reasons it is indispensible to our 

understanding of what we experience today and what lies ahead of us tomorrow and 

thereafter. ... the past is really our only reliable source of knowledge about the fleeting 

present and to the multiple futures that lie before us, only one of which will actually 

happen.ò  His comments with respect to weapons and the application of scientific 

knowledge on p 83 and pp158 are of particular insight.  So beware of the ólessonsô of the 

past if you werenôt there but knowledgeably use the facts about the outcomes to better 

inform the risks associated with which one(s) of the multiple futures can confidently 

ensure military capabilities are appropriately safe and effective in their use.  

http://en.wikipedia.org/wiki/Encyclop%C3%A6dia_Britannica
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NATO AGARDOgraph could lead to a tailorable aircraft stores certification NATO 

STANAG has been investigated. 

This thesis therefore seeks to promote awareness and discussion on where 

experimentation can be used to improve the operational use and understanding of 

network centric operations and interoperability with Australiaôs joint forces, major allies 

and coalition partners as we undertake the transformation to a joint, network-enabled 

force. 

1.1  Complexity. 

While there is also no universally agreed definition for a complex system, as yet, 

the term is usually applied to systems with ómany strongly-coupled degrees of freedomô 

and are generally seen today as ña collection of autonomous elements that interact both 

with each other & with their environment and that exhibit aggregate, ensemble and 

macro-behaviours that none of the elements exhibitò, Alberts & Hayes (2007).  The term 

ósystemô is, however, highly overused, with it being casually applied to everything from 

home entertainment system, to the affairs of government of a nation and to the planets 

orbiting the Sun.  Added to the mix is the use of adjectives for ósystemsô such as ósimpleô, 

ócomplicatedô and ócomplexô often without a definition or description of what is meant or 

implied.  Today many ócomplicated systemsô (such as aircraft, ships, ground vehicles and 

their C2 systems) may be reduced to their parts for both design and analysis purposes so 

that their behaviour and even any emergent properties can be predicted to a high degree 

of certainty and confidence during validation, verification and operations.   

Complexity science is the emerging field potentially providing some better 

insights into the fundamental principles and theory for complex engineered systems and 

their patterns of behaviour frequently using anti-reductionist ways of thinking often 

drawing on lessons from the biological sciences understanding of nature itself.  Complex 

adaptive systems are special cases of complex systems that are designed to have the 

capacity to change and ólearnô from experience.  Today they are often a form of systems 

containing many autonomous agents who self-organize in a coevolutionary way to 

optimise their separate values.  Complex systems often use networks that may be seen as 

being configured for an overall purpose.  They would, ideally, be designed to provide 

versatility, robustness and potential for growth and scalability rather than optimised for 

narrow functionality.  The research addressed the experimentation of complex, adaptive 

aerospace mission systems employing kinetic and non-kinetic effects in operations in the 

joint mission environment ï which does mean interfacing and cooperating with land and 

maritime environments. 
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However, surprisingly it seems to many, the óenemyô is inconveniently not some 

static entity that fails to adapt and use the Information Age to use new technology that 

can be ódisruptiveô.  Bracken (1999) is one of many to highlight that óDisruptive 

technologyô changes the game.  The resulting uncertainty shakes up the established order 

and changes the standards by which leadership is measuredô.  The author strongly 

supports Brackenôs view that this is a leadership issue, as will changing the current 

mindsets in implementing the proposed operational capability framework for joint fires 

within NATO.  Smith (2014) gives one of the most cogent unclassified views on the ñ11 

World Changing Technologiesò as shown at Figure 1.1 currently worrying strategists 

today. 

 

Figure 1.1.  The 11 World Changing Technologies, Smith (2014) 

1.2  The Research Problem 

Kill Boxes encompassing unlimited open season on DMPIs [targets] ï                                                                   
is NOT currently part of our western doctrine! 

Latitude, Longitude and Altitude (ie GPS) Aided targetting                                                 
vice using smoke from rockets/artillery is also NOT part of our TTPs. 

Joint ñHandoffò of DMPIs in the real-world needs practice in the Commands 
during training NOT just in the ñM&S Spaceò 

Colonel Ross Roberts, USMC, Commander JFIITT, April 2008 

Previous research by the candidate investigated developments in military aircraft 
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electronic (avionic) systems that are needed for Australian Defence Force (ADF) 

operational requirements for effects-based operations to be effective.  Recently there has 

been an ever increasing barrage of articles in the open literature and press highlighting 

the importance of network-centric warfare (NCW) concepts and network-enabled 

operations (NEO) to future ADF warfighting concepts.  The authorôs research explored 

the impact that evolutionary and ever increasingly complex systems, technology 

readiness and the science of networks have on the rate at which such new capabilities can 

be created and demonstrated in the Australian context to meet evolving operational 

concepts and their robustness in use.  Many of these systems may well be utilising 

complex adaptive systems and networks as the underlying technology that will need to be 

understood for them to be used in military aerospace, safety-critical and mission-critical 

applications.  If such research can demonstrate that suitable rigour has been applied, it 

can be expected to significantly influence the approaches the ADF uses to certify that 

such capabilities are operationally suitable, effective and prepared for peacetime training, 

exercises and war. 

The fundamental problem this research was intending to address was: 

 

To what degree should experimentation be used to enhance the                                

confidence in Australiaôs future military capabilities being                                       

operationally effective, suitable and prepared? 
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Sub-problems 

The sub-problems used to explore this research problem were: 

¶ Sub-problem 1 ï What is the utility of the contemporary capability 

development and management models that are in use? 

¶ Sub-Problem 2 ï What is the suitability of contemporary systems 

engineering, interoperability and experimentation practices for complex, 

adaptive military mission system capabilities intending to be network-enabled 

and used with armament? 

¶ Sub-Problem 3 ï Is a code of best practice that incorporates modelling and 

simulation into experimentation, modelling & simulation and ground and 

flight Test & Evaluation frameworks achievable now that can serve to give 

operational staff more confidence in the operational utility of Australiaôs 

network-enabled mission systems? 

¶ Sub-Problem 4 ï Determine insight from case studies of the application of 

this code of best practice and model to real-world mission system upgrades 

and network-enabled operational experimentation. 

1.3  Research Method 

1.3.1  Approach used.  The following Five-phases were employed to address the 

research problem: 

¶ Phase 1 ï Review contemporary defence capability development models, 

experimentation, interoperability and operational preparedness directives. 

¶ Phase 2 ï Conduct a grounded theory study into the systems engineering, 

experimentation, test and evaluation, preparedness directives, project management 

and Alliances/Accords for undertaking capability engineering of complex, 

adaptive military mission system capabilities intending to be network-enabled and 

used with air-armament. 

¶ Phase 3 ï Conduct a Gap Analysis between current practices and leading ideas 

relevant to the research problem.   

¶ Phase 4 ï Based on the findings from the literature reviews and grounded theory, 

propose a code of best practice for systems engineering, interoperability and 

experimentation that incorporates modelling and simulation into ground and open 

air Test & Evaluation and experimentation frameworks? 
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¶ Phase 5 - Determine insight from case studies of the application of this code of 

practice and model to real-world armament mission system upgrades and to 

network-enabled operation experimentation. 

1.3.2  Research Schedule.  The phases used for this research is shown in Figure 

Summary 1 and detailed in the Research Proposal V2.0 and Research Proposal Schedule 

V2.1 at Tutty (2008). 

1.3.3  Research methodology and rationale  

Today many critics contend that the traditional Test & Evaluation approaches have 

only been partially successful in informing ómanagementô as to the confidence we should 

have in our defence capabilities.  Not having an agreed international standard or 

benchmark criteria is symptomatic of this.  This is being compounded by the 

interconnectedness of future capabilities.  Many nations are using experimentation 

techniques to address some of these concerns during major test, training events and 

exercises. Tutty (2011b) reviewed the experimentation implications of complex 

capabilities at Tutty (2011a) and discusses how Test & Evaluation and experimentation 

can better inform key stakeholders as to how the typical project-centric culture used in 

contemporary material acquisition processes for future network-centric SoS are going to 

be able to start delivering operationally-useful capabilities as a matter of course? 

1.3.4  Sub-Problems 

Sub-Problem 1 ï What is the utility of contemporary capability 

development and management models that are in use? 

Purpose.  This sub-problem was used to explore and interpret current theories for 

the contemporary standards and best practices in use for improving awareness of 

confidence in capability development.  

Nature of the Process.  This sub-problem was intentionally very diverse, but 

required, in the first instance, some description and explanation of the preferred approach. 

Methods of data collection.  Presentations by the author at international 

conferences with the International T&E Association (ITEA) and the Asia Pacific Systems 

Engineering Conference (APSEC) 2007 at Tutty (2006) and (2007) respectively provided 

a wider than normal broadcast announcement of the proposed research.  Furthermore, a 

Tenix sponsored UniSA project on related studies was also initiated that year which 

resulted in work by Kennedy (2007) and Nesterov (2007) that contributed to the body of 

knowledge needed for this sub-problem.  Extensive literature searches of relevant 

domains have proved fruitful as can be seen from the extent of the new work identified in 
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the References section.  Further literature searches and a Descriptive Survey of 

companies and individuals involved with air-armament and NEO was used to ascertain if 

any unpublished open-source standards or practices are applicable to the Australian 

context of mission systems and air-armament.  The author also needed to ensure that 

experienced personnel were drawn from each of the systems engineering and 

experimentation disciplines that will be engaged in NEO for C2, avionics, M&S and air-

armament.  Since the time of the research proposal the candidate had initiated a project 

with the NATO Research & Technology Organisation (RTO) (now renamed to Science & 

Technology Organisation (STO) in 2013) Flight Test Technical Team (FT3) to address 

the proposed research (a process that has taken over five years too).  The NATO RTO 

FT3 activity ensured a far higher level of engagement with subject matter experts (SMEs) 

from a more diverse national and cultural perspective now that the candidate is again 

serving with the ADF.  Ongoing literature searches were also conducted given the rate of 

change happening in the field.  A Descriptive Survey from companies and individuals 

involved not only with the hardware and software portions of the avionics but also 

software engineering in other high-risk applications need to be conducted to ascertain via 

a Content Analysis if any unpublished open-source standards or practices are applicable 

to the Australian context such as the proposed Weapon Data Link Network for the US 

joint force operations, Winters (2007). The author also needed to ensure experienced 

personnel were drawn from each of the disciplines that will be engaged in the NEO for 

air-armament.  The process may be based on changing or unknown variables for high-risk 

design applications that also has fundamental, ever increasing and considerably more 

time-critical, human interaction with software-based systems required.  Assessing the 

personal views of the end users is obviously fundamental to the acceptance of such NEO 

systems into the ADF and Five Eyes. 

Form of reasoning used in analysis.  Inductive and deductive reasoning will be 

required.  

Communicating findings.  Narrative to describe reaction to recommended 

standards and best practices. 

Sub-Problem 2 ï What is the suitability of contemporary systems 

engineering, interoperability and experimentation practices for military 

aerospace mission system capabilities intending to be network-enabled and 

used with air-armament. 

Purpose.  Sub-problem needs to explore, interpret and build a theory. 
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Nature of the Process.  Sub-problem has potentially unknown variables, an 

emergent design that is probably context bound in terms of avionic (i.e., complicated 

systems) and not yet context bound for NEO systems (i.e., complex, adaptive systems).  

Methods of data collection.  In parallel with the Descriptive Surveys and research 

for the other sub-problems, this sub-problem required that a recommended approach be 

drawn out of surveys/interviews?  The author also needed to ensure representative 

personnel were drawn from each of the disciplines. 

Form of reasoning used in analysis.  Content Analyses and Inductive reasoning 

was required to draw inferences from the literature and surveys. 

Communicating findings.  Narrative.  

Sub-Problem 3 ï Is a code of best practice that incorporates modelling 

and simulation into experimentation, ground and flight test frameworks 

achievable now that can serve to give operational staff more confidence in 

the operational utility of network-enabled aerospace mission systems 

intended for use with air-armament? 

Purpose.  Sub-problem explored, interpreted and built a conceptual model for the 

recommended standards and best practices for experimentation.  This will need to be 

described and then confirmed by Sub-problem 4. 

Nature of the Process.  This sub-problem was to be more focused, but required in 

the first instance some description and explanation of the preferred approach. 

Methods of data collection In parallel with the surveys and research for the other 

sub-problems, this sub-problem required that a recommended approach be drawn out of 

surveys/interviews?  The researcher will also need to ensure representative personnel are 

drawn from each of the disciplines.  This sub-problem was intended to gain the most 

insight for the research with the NATO RTO FT3 project initiated by the candidate.  The 

author also visited and used SMEs at the National Test Pilot School (NTPS) for 

contemporary flight test applications to be included in the surveys. 

Form of reasoning used in analysis.  Inductive and deductive reasoning was 

required.  

Communicating findings.  Narrative to describe reaction to recommended 

standards and best practices. 
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Sub-Problem 4 ï Determine insight from case studies of the application 

of the framework and code of best practice and models to real-world 

aerospace mission system upgrades and to network-enabled operation 

experimentation / capability models. 

Purpose.  To devise and implement a validation strategy for recommended models, 

standards and best practices.  This then needed to be described and then confirmed. 

Nature of the Process.  This sub-problem was to be more focused, but required in 

the first instance some description and explanation of the preferred approach. Several 

diverse case studies were available within the available window. 

Methods of data collection.  In parallel with the Descriptive Surveys and research 

for the other sub-problems this sub-problem required that a recommended approach be 

drawn out of Descriptive Surveys/interviews and observation/recording of some Cross-

Sectional Studies to obtain quantifiable data based on representative case studies or 

observation of ongoing Accord project during this phase by the P-3 Accord organisation 

with representative stakeholders and users being involved.  The method depended on 

extensive personnel involvement in the setting(s) and the pilot/case study projects 

selected.  The researcher also needed to ensure representative personnel were drawn from 

each of the disciplines to ensure the lessons learned are robust in what was to be a 

phenomenological study.  This is quite appropriate as such studies are good at obtaining 

information about culture, Leedy & Ormerod (2001) and (2010).  This subproblem also 

gained significant insights from the NATO RTO FT3 Panel project initiated by the author 

to ensure that the methods proposed are appropriate to flight / open air installed systems 

test. 

Form of reasoning used in analysis.  Inductive and deductive reasoning was 

required.  

Communicating findings.  Narrative to describe reaction to recommended 

standards and best practices as well as any statistically significant data was to be 

explained if the validation phase or test cases can be implemented in the time available. 

1.3.5  Research Design. 

This analysis clearly indicates a mix of qualitative and quantitative methods used 

for researching and collecting data for the problem and the sub-problems posed as 

follows: 
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¶ Sub-Problem 1.  Literature search and qualitative surveys/interviews were 

conducted. Tutty (2006) and (2007) presentations at the 14th ASC ITEA 

Symposium, DEFNET 2006 and the inaugural APSEC 2007 sought interest 

in the proposed research.  These presentations highlighted the historical 

context with the likes of Blanchard and Fabricki (2006), NATO ALWI II 

(2004), Alford (2001), Filmer (2003), Mayer (2007), Welch (2006) and the 

numerous outstanding papers at the 12th International Command and Control 

Research and Technology Symposium (ICCRTS) typified by Hiniker (2007).  

The application of Service Oriented Architectures inter alia NATO ALWI II 

(2004), Mayer (2007), Society of Automotive Engineering Standards (2007) 

and MIL-STD-3014 (2004) will need to be addressed.  The author has also 

successfully had Australian representatives attend the Society of Automotive 

Engineers AS-1 meetings, wherein very valuable insights into current and 

future weapons integration standards are being proposed and agreed.  

Assessing the implications of developments with ISO/IEC 17025 (2005), 

Greenlee (2004), Rutan (2007) and Moon et al (2006) as well as some of the 

other referenced works were undertaken in this phase.  Qualitative surveys 

were conducted with specific personnel and groups of representative, 

experienced network-enabling software personnel and observation of 

operations with aircraft avionic software development to determine 

suitability.  Layton (2005) and Alberts & Hayes (2007) provide by far the 

best contexts for these surveys.  Woitalla (2006) and Kuzmick (2006) also 

provide views on weapon data link network applications.  The specific issues 

and recommendations raised in the audit of DMO and ADF Test & 

Evaluation practices at ANAO (2002) and (2013) were also reviewed to 

ensure that where ever possible they can be addressed.  The work of Ball 

(2004), Ormerod (2005), Grisogono (2007), Hanlon (2007) and Watts (2002) 

and (2011) to characterise the impact of power laws, critical/tipping points, 

metastability of complex adaptive systems/networks for future mission 

systems and determine the ways to optimally conduct experimentation and 

V&V with a whole-of-life approach. 

¶ Sub-Problem 2.  Essentially the same as Sub-Problem 1, but was focused on 

systems engineering, experimentation and end user communities.  Note that 

this sub-problem was also explored in parallel with Sub-Problem 1 and was 

not especially easy with the different communities involved and the 

significantly different outcomes to have meaningfully done them together.  
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Use of the NATO RTO and TTCP to coordinate the proposed model was 

investigated with NATO RTO as well as with Defence Science & Technology 

Organisation (DSTO) and the ADF. 

¶ Sub-Problem 3.  Qualitative surveys were conducted with specific personnel 

and groups of representative, experienced avionics and avionic software 

personnel and observation of operations with avionic software development 

to determine the range of experimentation needed and their suitability as a 

benchmark for a code of best practice.  Specifically, support from 

Commonwealth DSTO Air Operations and Weapons Systems Divisions, P-3, 

F-111 and F/A-18 avionic software support facilities, contractors, 

experimental scientists, testers and airworthiness authorities was solicited for 

qualitative face-to-face interviews and questionnaires.  The limited number of 

organisations available in Australia was again a major area of concern with 

the sample size.  This Sub-Problem warranted the time to invest in asking key 

overseas organisations the same questions in the hope answers would be 

received to meet the schedule.  Qualitative surveys will also be required with 

the identified wider target audience (i.e., operational end users, DSTO, 

Aerospace Operational Support Groupôs Joint Electronic Warfare Operational 

Support Unit, 87 SQN, key international agencies and commercial software 

developers being most notable) and an ethnography (based on more 

applications in recent years Cropley & Harris (Undated) and Leedy and 

Ormrod (2001, p.151) and (2013) is recommended to gain insight into the 

cultural aspects of ADF users acceptance of the best practice options and 

metrics to establish avionics suitability against agreed operational 

requirements of NEO for air-armament.  Use of the NATO RTO has already 

been agreed in principle and The Technical Cooperation Program (TTCP) to 

coordinate the proposed code of best practice will be investigated with DSTO 

and the ADF.  The candidate also used several key personnel NTPS for 

contemporary flight test applications during which time personnel involved in 

flight test training will be included in the surveys. Layton (2005) and 

subsequent works also provided a good basis for survey respondents to gain 

an understanding of the issues.  The development and discussion of several 

hypothetical pilot/case studies were investigated to establish the practicality 

of quantifying best practice and metrics for Sub-problem 4 and application to 

mission systems.  
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¶ Sub-Problem 4.  Qualitative surveys were conducted with specific and 

groups of representative, experienced personnel and operations were observed 

to determine suitability.  The research design also considered quantitative 

descriptive surveys of a number of personnel from each stakeholder discipline 

for the case studies.  The major concern was the ability to gain statistically 

valid information with the limited industry base in Australia.  Quantitative 

trials of software support facility personnel and processes were also explored 

to determine if metrics can be determined across all disciplines to gain 

statistically valid information on mission system performance.  The research 

design could have involved case studies of a number of personnel from each 

discipline with several project analyses/predictions.  Originally it was hoped 

that the Project Air 5276 schedule would enable systems being planned for 

Capability Assurance Program (CAP 2) for upgrade of the AP-3C Data 

Management and Stores Management Systems would have timelines 

conducive to use of the Systems Engineering Laboratory as part of the case 

studies.  The slow progress of the CAP program through the higher level 

Defence Committees, however, made such a proposal tenuous and ultimately 

untenable as the CAP 2 program had not achieved First Pass Approval in 

2010 and was only approved in late 2013 (well over six years late to get to 

First Pass).  With the shift to the resulting joint fires focus in the research, the 

author conducted comparisons between ongoing Australian projects to 

validate the code of best practice.  Tenix FX0119A001A-20 (2007) was 

developed by the author as the framework until the code of best practice was 

developed for conduct of the Cross Sectional Study.  Note that given the wide 

ranging strategies for P-3 Accord projects an experimental approach had 

hoped to be formulated to investigate numerous dependent variables with the 

systems engineering and experimentation approaches instituted by the P-3 

Accord Integrated Project Team.  This sub-problem also gained significant 

insights from the NATO RTO FT3 Panel project initiated by the author and 

from TTCP involvement.  The author also investigated use of NTPS to 

determine if the methods proposed are appropriate to flight test.  The author 

also sponsored, via Tenix and now the RAAF AOSG and Lockheed Martin, 

the Concept to Creation (C2C) Program with the Northern Advanced 

Manufacturing Industry Group (NAMIG)) an Experimental Genesis 

Uninhabited Air Vehicle Challenge and leadership program with numerous 
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senior high schools participating and over 100 students every year, 

Concept2Creation (2007). 

1.4  Delimitation and Assumptions 

Note that this thesis is derived from research primarily based on unclassified, open 

sources.  The results are unclassified, publically releasable and given the novelty 

associated with concepts and new approach used, they do not necessarily represent the 

extant official views of the Air Force, the Department of Defence or that of University of 

SA, as yet.  For those readers who are interested in the fuller context of the views 

expressed or the references used, an original of Tutty (2005) can be sought from UniSA 

or copies of that and the key references themselves can be found at the authorôs website 

used during the course of the PhD research at www.maltutty.com.  The author gratefully 

acknowledges that this website was developed and maintained by DSTOôs Weapons 

Systems Division staff to aid in the exchange of information with the many national and 

international participants.  At the behest of the Institute, copies of the significant papers 

and presentations by the author have also been included in the enclosures. 

The conclusions and results of the research should also be unclassified.  Other 

classified work was generated extensively but is was not central to the thesis itself.  Such 

work has been referenced, but not included. 

The extant ñsystems engineeringò framework of the DMO and implementation 

status determined for contemporary standards of ANSI/EIA STD 632 (1999), ISO 15288 

(2008), ISO 12207 (2008) the Capability Maturity Model Integrated model at CMMi  

(2000) needs to be established to ensure requirements traceability and applicability to 

ADF aerospace weapon systems.  The recommended systems engineering approach used 

by INCOSE SE Handbook (2000), (2005) and (2011) as well as Hari & Cropley (2007) 

were considered. 

The proposed standards and best practice should also be suitable, with minimum 

tailoring, for the development of mission and safety-critical software for use with 

network-enabled air-armament. 

The distinguishing characteristics of the research proposed to collect the necessary 

data are that successful outcomes are based on the approach established by Cropley and 

Harris (Undated) for UniSA EEET 5018 (2006) and Leedy and Ormrod (2001 Table 5-1, 

p.102) and (2013). 

http://www.maltutty.com/
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1.5  Risks.   

One of the original major risks identified in the Research Proposal at Tutty (2008) 

was that the validation of the aerospace mission system models was originally relying on 

Defencesô delivery schedules for the Commonwealth of Australia (2006) P-3 CAP 2 

initiatives.  This has been ameliorated as discussed earlier by monitoring the performance 

of the emerging joint fires related project activities and the use of subsequent Air Force 

postings involved with capability management, development and acquisition.  The Tenix 

- C2C Program Concept2Creation (2007) Genesis Uninhabited Air Vehicle Challenge 

with several senior high schools participating under the Northern Advanced 

Manufacturing Industry Group (NAMIG) provided an ongoing opportunity to investigate 

the proposed code of best practice for mission systems, albeit with high school student 

who may not have the maturity or cognitive abilities developed to be fully representative.  

Support for use of the NATO RTO, NTPS and TTCP to coordinate and investigate the 

proposed code of (best) practice and model was also made available from the ADF and 

DSTO. 

The case studies are key to the research findings.  In a classic experiment 

something new is developed and then tried in case studies, whereas as noted earlier, in 

this research the framework developed with the author through these experiences, each 

adding to the last and ócolouring-in a canvas.ô  The author also remained a key part in 

these applications which meant the framework did not have unconstrained usage. Joiner 

(2015) also highlights that, in the case of this research, these risk factors can be both a 

strength in the robustness of the framework and a limitation in the wider communities 

ability to apply the framework without the author.  These risk factors will be 

acknowledged where appropriate in the thesis.    

1.6  Structure of the Thesis 

After drafting the thesis outline accordingly, discussions with academic staff and 

the authorôs supervisors indicated that the authorôs idea to also underpin the thesis with 

use of the capability preparedness levels was worthwhile and that is the approach used.
21
  

Consequently, the thesis is structured as follows: 

                                                 

21  Each part and section chapter therefore effectively develops the preparedness of the 

research conceptual model and the JAIME CODEx.  Although somewhat artificial in that 

the author would have liked the NATO V&V to have also been accomplished and will 

have to be done separately. 
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VOLUME I  

PART I: MOTIVATION  

CHAPTER 0 ï Preface 

CHAPTER 1 ï Introduction  

PART II: WHAT IS THE RESEARCH PROBLEM  

CHAPTER 2 ï Traditional Approaches: Review of the Relevant Literature 

CHAPTER 3 ï Current capability management approaches, Systems Engineering, 

Interoperability and Experimentation Practices 

PART III: WHA T WAS THE DATA COLLECT ION 

CHAPTER 4 ï Interpretative data gathering 

CHAPTER 5 - SoS measuring now 

PART I V: AN AUSTRALIAN SOLUTION TO RESOLVE THE RESEARCH 

PROBLEM  

CHAPTER 6 - Complex adaptive systems and joint fires military capabilities  

CHAPTER 7 - Confidence in our future: T&E and JAIME Code of Best 

Practice for Test, Experimentation & Certification Model 

PART V: WHY IT WORKS  AND óSO WHATô 

CHAPTER 8 ï Operational Capability Framework  & JAIME CODEx Validation 

and Verification Case Studies 

CHAPTER 9 - Conclusions 

PART VI: óNOW WHAT ô 

CHAPTER 10 - Recommendations and Further Work 

VOLUME II  

Includes all the published papers and presentations as Enclosures. 

Within each part and chapter of the thesis Volume I there are sections and 

paragraphs.  Volume II includes the required supplementary artefacts made during the 

course of the research.  The many other papers and presentations are available at all the 

organising committee/conference venues/websites and collected at www.maltutty.com 

under óReferencesô, the author believes these are instructive for the inquisitive to see:  

1) the research starting point from Tutty (2005) and even presentations while the Ethics 

Review Committee duly considered the program of work:   

http://www.maltutty.com/
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2) the initial presentations which were necessarily wide ranging given the breadth of the 

subject (i.e., how we should fight wars in the Information Age) to determine the 

interest in the proposed research and other research programs internationally:  

3) determine the priority research areas; and  

4) finalise key research areas and how best to articulate the research findings for the 

intended audiences to achieve the desired end-effect with both: Defence and academia.    

Note that each and every slide in Volume II have an attribution to the organisation 

involved in sourcing the concept/finding via an image on the slide, on the 

Acknowledgements Slide as well as in Tutty (2014).  In later presentations, the 

authorôs own original work is also highlighted with use of the JAIME óTasmanian 

Devilô image which includes application of kinetic and non-kinetic effects. 

1.7  The Contribution to Knowledge. 

In keeping with the de Geus (1988) concept of ñplanning as learningò, Knight 

(2004) capability experimentation and Commonwealth of Australia (2007) ñlearn by 

doingò strategies, this thesis has achieved its syntheses from learning through grounded 

theory and experimentation with the proposed approach with critical review by national 

and international subject matter experts and use of several diverse case studies.  The 

author makes three major contributions to address the issues identified: a capability 

preparedness evaluation framework, formulation of preparedness levels and a code of 

practice.  Four case studies have validated that the contributions can substantially 

ameliorate key aspects of the problem.  The author shows how joint fires applications 

which include systems and SoS that are increasingly using complex and potentially 

adaptive systems need a change in approach using a Family of SoS model for assessing 

the risks and more importantly the confidence that commanders and stakeholders can use 

to visualise and understand the alternatives better that reflects how joint task forces 

armaments are technically certified and operationally used. 

The submission of this thesis takes the reader on most of that journey but, one 

hopes, in a much shorter timeframe: such are the benefits of having learning as an active 

doing and experimentation culture. 
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There is nothing more necessary to the man of science than its history, and the logic of discovery.                                                     

The way error is detected, the use of hypothesis, of imagination, the mode of testing. 

Lord Acton, 1890 

 

 

 

 

 

 

CPL 

1 

Basic principle observed and reported.  Studies or initial investigations 

undertaken. 

Capability development initiated. 

a 

The Greek symbol Alpha: literally the first.  It also is the false positive rate 

ƛƴ ǎǘŀǘƛǎǘƛŎǎ ŦƻǊ ά¢ȅǇŜ мέ ŜǊǊƻǊǎΦ 
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WHAT IS THE RESEARCH  PROBLEM? 
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Chapter 2 

Traditional approaches: review of the relevant literature  

ū 
 

At that time [in 1909] the chief engineer was almost always the chief test pilot as well. 
That had the ófortunate resultô of eliminating poor engineering early in aviation. 

Igor Sikorsky, legendary US Helicopter designer and tester 

2.0  Background 

Tutty (2005) covered the issues with certifying aircraft stores capability at that 

time and, as the author candidate does not plan to go over the same ground again except 

to note fundamental changes that required further research and investigation: as there are 

simply so many exciting things happening in the research area proposed, that such a 

strategy was unwarranted.  The Executive Summary for that research set the context and 

starting point of this work as follows: 

ñIn recent years there has been a revolutionary shift in the focus of the profession-of-

arms.  The shift has occurred away from the platform-centric view popularised by the 

politicians and media as to how many tanks, planes and boats are needed for the 

defence force, to that of a capability management construct that is to be network-

centric, interoperable and effects-based.  This is achieved by treating the military 

capabilities to achieve those end-effects as families of systems that need to be 

managed across the whole life cycle.  The ability to undertake predictive modelling 

and simulation of the capabilities options available to a joint force commander to 

achieve the desired end-effects in the time available means that network-centricity is 

vital to capability development, as it is to those undertaking the combat operations.  

The level of interoperability for network-enabled aircraft stores capabilities that are 

based on aircraft stores configurations certified by nationally recognised airworthiness 

bodies needs to, however, mature beyond such a technical emphasis to one of a 

people emphasis by addressing the command and control, and organisational 

elements to achieve certification of interchangeable aircraft stores capabilities at 

acceptable levels of risk during concept development, capability definition, acquisition 

and in-service phases.  The current initiatives of the Air Standardization Coordinating 

Committee member nations  é  and several key commercial standardisation 

organisations that will affect how future aerospace weapon systems will be integrated, 

to achieve interoperability between joint, allied, and coalition forces will be critically 

reviewed and options discussed to increase awareness of the challenges facing us. 






















































































































































































































































































































































































































































































































































































































































































